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Preface 


This book is a contribution to the continuing debate over chemical 
and biological weapons. It is written and presented in a way that 
makes it broadly accessible, a study that presents both forms of 
weaponry within their recent historical contexts and then elaborates 
upon the challenges that they have posed during periods of peace and 
war. It recognizes that these are highly versatile weapons that can be 
dispersed by many delivery systems, ranging from missiles, bombs 
and shells to aerosol dispensers, impregnated foodstuffs, insects and 
even umbrellas. If chemical weapons have been employed in inter- 
state and intra-state warfare, the military potential of biological 
weapons has been demonstrated by all means short of war, and both 
weapon systems have been employed by terrorists to inflict casualties, 
cause economic loss, and create widespread panic and disruption. 

By reflecting upon the sinister image of chemical and biological 
weapons, the book reviews the debates about their usage and the 
? allegations of covert development and employment that have period- 
ically erupted into propaganda battles. It examines (and seeks to 
interpret) the attempts to deter recourse to chemical and biological 
warfare during the Second World War and the Cold War, to stifle 
the proliferation of these weapons in recent years, and to promote 
international disarmament. It seeks to explain how these political 
and diplomatic initiatives have fared in light of the uncertainties 
caused by the rapidly evolving scientific and technological develop- 
ments of recent years, and by the diffusion of scientific expertise and 
industrial capabilities throughout much of the developing world. 
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Introduction 


Chemical and biological weapons arouse a peculiar degree of ire and 
passion, so much so that unlike many conventional weapons they 
have been the subject of various attempts to ban their development, 
production and usage. Addressing both houses of Congress on 9 Feb- 
ruary 1989, President George H. W. Bush declared that the spread 
and ‘even use of sophisticated weaponry threatens global security as 
never before. Chemical weapons must be banned from the face of 
the earth, never to be used again.’ 1 Despite the passage of the Chem- 
ical Weapons Convention (cwc) in 1993, and its entry into force on 29 
April 1997, chemical warfare in various forms remains an option. On 1 
June 2002, President George W. Bush addressed the graduates of West 
Point, declaring that ‘Containment is not possible when unbalanced 
dictators with weapons of mass destruction (wmd) can deliver those 
weapons on missiles or secretly provide them to terrorist allies.’ 2 
The prospect of Iraq reviving its chemical and biological weapons 
capability even served as the nominal justification for the invasion, 
known as Operation Iraqi Freedom, in March 2003. To reflect upon 
these events requires some understanding of the weapons them- 
selves and their effects, how they have evolved historically through 
the twentieth century, what problems they have posed for intelligence 
communities, and the limited effectiveness of defensive, deterrent 
and disarmament options as ways of responding to them. 

Chemical Weapons 

Chemical weapons are those weapons capable of disseminating 
chemical warfare (cw) agents, defined by a United Nations report as 
‘chemical substances, whether gaseous, liquid, or solid, which might 
be employed because of their direct toxic effects on man, animals and 
plants'. This definition includes riot-control agents and herbicides, as 
both have been used for their toxic effects in war, most notably in the 


n 


CHEMICAL AND'' BIOLOGICAL WEAPONS 


INTRODUCTION 


Vietnam War, acting as 'force multipliers’ by compounding the 
effects of conventional ordnance. Chemical warfare agents, there- 
fore, are quite distinct from biological warfare (bw) agents (such as 
bacteria, viruses and rickettsia), which are defined as 'living organ- 
isms, whatever their nature, or infective material derived from them, 
which are intended to cause disease or death in man, animals or 
plants, and which depend for their effects on their ability to multiply 
in the person, animal or plant attacked’. 3 

Within the spectrum from chemical to biological warfare agents* 
there are, as the Chemical and Biological Defence Establishment 
(Porton Down) claims, many potential 'mid-spectrum’ agents. These 
include highly toxic industrial, pharmaceutical and agricultural 
chemicals; agents of biological origin (such as peptides, the precur- 
sors of proteins made up of amino acids that could be manipulated 
genetically to affect mental processes or the regulatory factors of 
mood, consciousness, temperature control, sleep or emotions); tox- 
ins (chemical substances produced by living organisms that are 
inanimate and cannot multiply); and genetically modified bacteria, 
viruses or combinations of substances (designed to mask detection, 
enhance virulence, be resistant to antibiotics and environmental sta- 
bility [see variable effects, pp. 24-5]). The mid-spectrum agents 
underscore the range and diversity of agents that might be employed 
by state or by non-state actors, and certain industrial chemicals are 
so toxic that the accidental release of 30 tons of methyl isocyanate - 
a chemical some hundred times less deadly than modern nerve agent 
- at the Union Carbide plant, Bhopal, India on 3 December 1984 killed 
6,000 people. Moreover, this spectrum of agents illustrates the range 
of toxicity inasmuch as bw agents are kilo-for-kilo more potent than 
cw agents since they multiply after dispersion (in favourable environ- 
mental conditions), and so smaller and less costly amounts can inflict 
casualties over a much more extensive area. 4 

Of the several thousand highly toxic substances, only about 70 
were employed or stored as cw agents in the twentieth century. 
Employed on an extensive scale in the First World War, chlorine and 
phosgene, both lung irritants, were initially the principal agents 
employed to inflict casualties. Gases at ambient temperature and nor- 
mal pressure, their usage evoked the terminology ‘war gases’ and 
'gas warfare’. 5 Subsequent research and development refined the 
requirements for militarily effective chemical agents, including ease 
of production from available raw materials and of supply in the 



quantities required for military purposes. Another prerequisite was 
stability in storage between production and use unless the substances 
were to be used almost as soon as they were produced. Ideally, cw 
agents should be capable of being handled and transported safely, 
with little or no corrosive effects on containers or munitions. They 
should be capable of being dispersed from a practical military device, 
and in sufficient concentration, to produce the desired effects on the 
target. Those handling these agents had to understand their mech- 
anism of action, taking the appropriate measures to protect them- 
selves physically and medically from any adverse effects, while the 
intended enemy would experience maximum physiological and/or 
psychological effects if the agents were difficult to detect and to pro- 
tect against. 6 


Biological Weapons 

bw agents resemble their chemical counterparts inasmuch as they are 
capable of being dispersed in the air and travel with the prevailing 
wind. Able to penetrate any area where the air can circulate, they may 
contaminate terrain, clothing, food, water and equipment. Primarily 
effective against living organisms, whether humans, animals or plants, 
their effects, like those of cw agents, can be offset by protective cloth- 
ing and collective protection devices. Although potentially more 
potent on a weight-for-weight basis than chemical agents, biological 
agents often have an incubation period, and act more slowly on their 
victims than rapid-acting nerve agents. They are also more susceptible 
to sunlight, temperature and other environmental factors; a biologi- 
cal agent, once disseminated, may retain its viability (that is, its ability 
to live and multiply) while losing its virulence (ability to produce dis- 
ease and injury). On the other hand, as they infect living organisms, 
some contagious pathogens can spread from person to person, caus- 
ing epidemics, or be carried by travellers, migratory birds and animals 
to distant localities. Biological agents, finally, lend themselves to covert 
use because the small amounts of material required can be easily 
concealed, transported, and used in sabotage, assassination or terror- 
ist operations. 

Like cw agents, only certain organisms or substances are likely 
to prove effective as bw agents. Whether targeting man, animals or 
plant crops, the agents require ease of production, adequate supply 
and stability in storage and in transportation. They must be easily 
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disseminated by various means, remain stable after dissemination, 
infect the target preferably by more than one portal of entry, and 
produce death or disability consistently as well as the desired psycho- 
logical effects. Ideally, the bw agents should prove difficult to detect 
and to protect against in time, especially if the attacker employed 
'unusual disease agents, mixtures of various agents, very high infective 
dosages and unusual portals of entry or methods of infection . Such 
tactics would complicate the tasks of identifying the organisms as 
well as of diagnosing the diseases that they produce. 7 

Characteristics of Chemical Weapons 

Toxic chemicals vary enormously in their properties, in their physio- 
logical effects, and in their persistence once disseminated. Whereas 
some may cause their victims sensory irritation, others may incapaci- 
tate and some incapacitate or kill. They vary, too, in the persistence 
of their effects: some are relatively transient on impact; others may 
contaminate areas for several hours, days or many weeks. As the 
degree of persistence varies with meteorological, environmental and 
other factors, cw agents are classified by their physiological effects. 
The incapacitating agents (formerly known as vomiting agents, tear 
gases and irritants) temporarily impair the ability of the body to func- 
tion effectively. Only lethal in extremely high concentrations, their 
action is generally rapid and their effects non-persistent and compar- 
atively brief in duration. They are often subdivided into physical (or 
physiochemical) agents that cause irritation and abnormal bodily 
behaviour, and psychochemical agents, such as bz, once standardized 
as an American cw agent, that cause mental disorientation. Ortho- 
chlorobenzylidene malononitrile, more commonly known as cs after 
its discoverers, B. B. Corson and R. W. Stoughton, is a particularly 
effective irritant. Commonly used in riot control, it is less toxic than 
chloroacetophenone (cn), but its effects occur almost instantly. 
Depending on dosage, these effects range from a prickling sensation 
in the eyes and nose to a gripping pain in the chest, copious flow of 
tears, coughing, streaming nose, retching and vomiting. 8 

Of more importance militarily is the wide array of lethal agents. 
Used extensively in the First World War, the lung agents (chlorine, 
phosgene and the related diphosgene) irritate the eyes and throat, 
and, in high concentrations, inflame the lung tissues, leading to pul- 
monary oedema, accumulation of fluid in the lungs, and eventually 
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death from lack of oxygen. The blood gases (hydrogen cyanide or 
cyanogen chloride) proved more volatile and faster acting than phos- 
gene; if inhaled in lethal dosages, they blocked the circulation of 
oxygen within the body and caused death very rapidly. Blister agents 
or vesicants such as mustard gas (bis (2-chloroethyl) sulphide) also 
appeared initially in the First World War. Known as ‘king of the war 
gases’, mustard gas acts insidiously as a general cell poison, with its 
delayed effects damaging any kind of body tissue but primarily the 
eyes and skin, producing burns, blisters and even temporary blind- 
ness, which may last for a week or more. As mustard gas is not very 
volatile, its effects may persist in the field for lengthy periods of time 
(depending upon the climatic conditions). In sufficiently high con- 
centrations, it kills by inhalation or absorption through the skin, 
producing death from respiratory complications or infection. 

More toxic than mustard gas or phosgene are the nerve gases (g- 
and v- agents) that impair the transmission of nerve impulses, caus- 
ing uncontrollable muscular activity that can kill through respiratory 
failure. Practically odourless and colourless, the nerve agents act 
more quickly than mustard gas or phosgene, penetrating the body 
by inhalation or percutaneously (by absorption through the skin). 
By inhibiting the enzyme acetylcholinesterase, they cause a loss of 
control over the affected part of the nervous system and permit 
acetylcholine, a powerful poison, to accumulate within the body. Very 
low dosages cause a running of the nose, tightness of the chest, dim- 
ness of vision, and contraction of the eye pupils. At higher dosages, 
the symptoms progress through difficulty in breathing, nausea and 
vomiting, cramps and involuntary defecation, tremors, headache, con- 
vulsions and finally death. Respiratory lethal dosages may kill within 
fifteen minutes while percutaneous lethal dosages could kill quickly 
but are likely to prove fatal within one to two hours. The v-agents are 
more toxic than the G-agents: they act as rapidly as the G-agents if 
inhaled, but act much faster through the skin and are more effective in 
smaller dosages. Possessing volatility similar to that of heavy motor 
oil, the v-agents could be employed as a highly effective form of per- 
sistent ground contamination, vx, discovered in Britain during the 
1950s, can incapacitate or kill in minute quantities (about 5 mg-min / m 3 
and 15 mg/ man respectively). 9 

Toxins constitute another potential category of chemical warfare 
agents. As the non-living products of micro-organisms, plants or liv- 
ing animals, they can also be synthesized chemically. Inanimate and 
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unable to multiply, they are ‘more easily controlled and faster-acting 
than microbiological agents’ and so have a greater potential military 
utility. 10 Numerous toxic substances exist in nature: of those pro- 
duced by bacteria, the botulinal toxins are considerably more 
poisonous than nerve gases and staphylococcal enterotoxin b, though 
not normally lethal, can incapacitate temporarily by causing a sud- 
den and severe bout of food poisoning. Other toxins are generated 
by marine organisms (such as saxitoxin, a lethal toxin produced by 
certain algae), by fungi (aflatoxin and the trichothecene mycotoxins)* 
by castor beans (ricin), by poisonous plants and by venomous snakes, 
insects and spiders. 

Antiplant agents have also been used in chemical warfare. These 
are agricultural chemicals that act in various ways upon plant life and 
vegetables. Some act as defoliants, causing the leaves of plants to fall 
prematurely; others act as dessicants, drying out the tissues of a plant 
to leave its leaves brittle, shrivelled, and more easily detached by the 
wind. Some cause abnormal growth of buds or roots so that the 
plant dies from the disruption and plugging of its vascular tissues. 
Many chemicals act as herbicides, damaging or killing a plant when 
applied to the air, soil and water, or to the plant itself. In the Vietnam 
War, herbicides known as Agent Orange and Agent Purple, which 
included mixtures of phenoxy acids, like 2,4-D and 2,4,5-T, were 
employed to defoliate forest and bush growth; Agent Blue, contain- 
ing a hundred per cent sodium salt of cacodylic acid, was used to 
destroy rice crops. Some chemicals (such as Bromacil or Monuron) 
may also act as soil sterilants, preventing or retarding the growth or 
regrowth of plants by chemical treatment of the soil. 11 

By comparison with conventional ordnance, chemical weapons 
are capable of inflicting casualties over large areas, enveloping dis- 
persed formations or small targets whose precise location is unknown. 
Unlike conventional weapons, including fuel-air explosives, which 
have significant area coverage, chemical weapons will not damage 
vital economic or military objectives such as bridges, ports, factories, 
railways and airfields. They may act as ‘search weapons’, penetrating 
shelters, buildings, trenches and other types of fortification. Unlike 
explosives, clouds of nerve gas or biological agent can surprise an 
enemy by an off-target attack (that is, by letting the agent drift down- 
wind). Conversely, if delivered on target, chemical agent may build 
up rapidly, and in a concentrated form, over a target in fifteen to 
thirty seconds. Casualties will occur, especially if an enemy is caught 
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unawares, either lacking protective kit or if they don or adjust masks 
improperly as they seek cover from the fragmentation effects of 
exploding-type munitions. 12 Persistent agents may also be employed 
as weapons of area denial, contaminating large areas of ground and 
foreclosing avenues of movement and resupply. Chemical weapons 
may also be employed alongside conventional ordnance as ‘force 
multipliers’, complementing and compounding the effects of con- 
ventional weapons. In counter-insurgency campaigns, they could be 
used against enemies in remote and relatively inaccessible areas or 
supported by local populations. Above all, chemical weapons inspire 
more fear than conventional munitions; they could terrorize civilians 
and demoralize ill-trained or poorly protected combat units. 

Characteristics of Biological Weapons 

Potentially, bw agents also have specific attractions as military 
weapons. On account of their extreme potency only small quantities 
are necessary to take effect and, as living organisms, they can injure 
or kill over far greater distances than cw agents. As Judge William 
Webster, when director of the Central Intelligence Agency, com- 
mented, ‘biological warfare agents, including toxins, are more potent 
than the most deadly chemical warfare agents, and provide the broad- 
est area coverage per pound of payload of any weapons system’. 13 
The delayed effects of bw agents may mean that they leave only a 
minimal ‘signature’, especially if a naturally occurring disease is 
selected. Militarily useful quantities of bw agents may also be pro- 
duced in dual-use facilities (that is, plants that could be employed for 
legitimate civilian purposes), and manufactured more cheaply than 
chemical or nuclear weapons. They could be employed in diverse 
ways: either covertly in advance of hostilities, or in tactical strikes on 
isolated targets, or in more localized and specifically targeted actions 
(such as the assassination of Georgi Markov with ricin in September 
1978). Like chemical incapacitants, they could be employed to inflict 
extensive casualties, with the aim of overloading medical services and 
disrupting the movements and co-ordination of mobilized forces 
prior to the outbreak of hostilities. 

Yet bw agents have not been used extensively in war, and their 
potential military impact has only been demonstrated ‘by all means 
short of their actual use in war’. 14 More susceptible than cw agents to 
sunlight, temperature and other environmental factors, bw agents are 
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often described as unpredictable and indiscriminate weapons but the 
use of modern meteorological techniques, coupled with the appro- 
priate choice of agents and munitions, could make these weapons 
highly effective. For example, anthrax spores are not infectious (and 
so their disease could not be passed from man to man); they also 
remain alive in soil or water for many years and so could be employed 
with a degree of discrimination. Highly potent (estimates of the 
mean lethal dose of anthrax range from 8,000 to 20,000 spores but 
even the larger number weighs about one hundred-millionth of a 
gram), its pulmonary form could prove fatal in 95 per cent of cases 
over seven days. Although vaccines are now available, they ought to 
be administered before exposure and antibiotics should be adminis- 
tered before the signs of the disease become apparent. In 1993 the us 
Office of Technology Assessment (ota) calculated that if an aero- 
plane were able to disperse 100 kg of anthrax spores in a line to the 
windward of a city of the size and population density of Washing- 
ton, DC, the effects would be catastrophic: on a clear sunny day with 
a light breeze, 46 km 2 would be affected and between 130,000 and 
460,000 people could die; on an overcast day or at night, with a mod- 
erate wind, 140 km 2 would be affected and 420,000 to 1,400,000 could 
die; and on a clear, calm night, 300 km 2 would be affected and 
between one and three million could die. 15 

Dispersing Chemical and Biological Warfare Agents 

Compounding the attractions of chemical weapons are their flexibil- 
ity in the method of dispersal: they can be adapted for delivery by 
mines, mortars, artillery, rockets, missiles, bombs and aerial spray 
tanks. In theory, any delivery system may be employed that can 
deliver a payload of bulk solid or liquid agent over a designated target 
area, and disseminate it in a form that utilizes the toxic properties of 
the agent effectively. In releasing the cw agent, the munition must 
convert the payload into an even distribution of droplets or solid par- 
ticles in the appropriate size for the target hazard. The size should 
range from one to five microns in diameter for inhalation and lung 
penetration, and droplets of at least 70 microns in diameter or larger 
for penetration through the skin. The belligerents of the First World 
War experimented with three methods of dispersing a chemical 
agent - vaporization, pressure and explosion. Initially, they employed 
burning-type munitions in the form of grenades whereby irritant 
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agent, mixed into a pyrotechnic composition, was ejected into the 
atmosphere by a fusing mechanism, whereupon it cooled rapidly and 
recondensed into aerosol droplets or solid particles. Such weapons 
are still employed by some police forces to disperse cs smokes for 
purposes of riot control. As some cw agents were liable to decompose 
in heat, they either had to be disseminated by a special pyrotechnic 
composition that burned at low temperatures, or be placed in a separ- 
ate compartment above the composition. In the latter process, used 
in mechanical smoke generators, the vapour was forced out into the 
atmosphere through a slot or nozzle for rapid cooling and condensa- 
tion. Although these munitions produced particles of uniform size, 
they dispersed the agent relatively slowly and their clouds were visible, 
at least initially.' 6 

Discovered by the British towards the end of the First World 
War, the thermo-generator, or the ‘M’ device as it was then known, 
had the attractions of being relatively cheap to produce and light to 
install. Brigadier-General Charles H. Foulkes, the director of the 
British Gas Services, envisaged that 'hundreds of thousands' of toxic 
smoke candles could be employed in a surprise attack to 'open the 
road for our infantry in the minimum of time, without any warning 
and practically without loss’. 17 Though unused in France, toxic can- 
dles were employed as the first aerial gas weapons when dropped as 
bombs (with vanes to retard their flight and so time the burning of 
the agent) in the allied intervention against Bolshevik Russia in 
August and September 1919. They were also employed by the Japan- 
ese in operations against the Chinese in the late 1930s. In both cases 
they reportedly caused panic among unprotected enemies but the 
toxic clouds proved highly susceptible to variations in meteorologi- 
cal and topographical conditions.' 8 

Much larger toxic clouds had been launched during the First 
World War from batteries of cylinders, with some 6,000 cylinders 
deployed along a six-kilometre front at Ypres on 22 April 1915 consti- 
tuting the first major cloud-gas attack of the conflict. Whereas the 
Germans ejected their liquid gas by using compressed air, the British, 
employing much larger cylinders, relied upon the pressure of the 
toxic gas itself to empty their cylinders. Under favourable climatic 
conditions, these batteries of cylinders could disperse large gas 
clouds over a distance roughly equal to the front from which they 
were discharged. Yet cylinder-based operations had profound disad- 
vantages: the full cylinders were cumbersome to carry, laborious to 
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install (usually at night as their installation in front-line trenches 
could not be concealed), had to remain in place until favourable con- 
ditions occurred (so placing nearby soldiers at risk from accidents, 
leaks or cylinders bursting under direct hits), and then emitted a dis- 
tinctive hissing sound when the gas was released, so inviting an 
artillery barrage in response. The effects of cylinders were also 
blunted by the development of anti-gas defences, including warning 
systems, the training of soldiers in anti-gas drills, and the use of gas 
masks and other protective measures. Cylinders, nonetheless, 
remained a relatively cheap delivery system, and were used to harass 
an enemy by forcing him to wear protective kit for protracted periods 
of time. In spite of experiments to reduce the logistical burden and 
move batteries by ropeways and trench tramways, cylinders were 
generally more suited to fighting from fixed positions than fighting 
in a war of movement. 

For more precise and accurate gas attacks, the belligerents came 
to rely upon artillery, mortars and gas projectors. Although gas 
artillery accounted for only 4.54 per cent of the artillery ammunition 
expended in the conflict, it delivered some 85 per cent of the toxic 
gases and caused some 85 per cent of the 1,296,853 gas casualties. 19 
Gunners experimented with tear gas shells, lethal gas shells, mixtures 
of gases, and refinements in the fusing and the design of shell cas- 
ings. By launching bombardments with mustard gas from July 1917, 
they inflicted their heaviest casualties and began to deny the enemy 
ground by contaminating large tracts of terrain. The 4-inch Stokes 
mortar proved even more effective as a rapid means of establishing 
a high vapour concentration over a target, albeit over a limited range. 
Specially designed for gas warfare, it was a practical weapon that 
could be carried fairly easily and was not heavily dependent upon 
favourable meteorological conditions. Another specially designed 
chemical weapon was the Livens projector, named after its inventor. 
Captain William Howard Livens, and first employed by the British at 
the preliminary bombardment for the battle of Arras on 4 April 1917. 
By employing batteries of Livens projectors, the British could launch 
massive concentrations of agent over a large target area with maxi- 
mum surprise in a way that neither artillery nor mortar units could 
emulate. Unlike cylinders, these were not weather-dependent 
weapons and could be discharged from behind the front lines by 
means of an electrical detonating wire. In the First World War, 
though, the projectors, each weighing 60 pounds and containing 


another 30 pounds of agent, were laborious to install, had a limited 
range of 1,700 yards, and could fire only at pre-determined targets. 

Like other chemical weapons the Livens projector would be 
refined after the war, with its range increased to 2,500 yards and a 
stand, base block and drum provided for each device to enable it to 
be used, if required, in more mobile warfare. Gunners received time- 
and-percussion quick fuses that greatly enhanced the ability of 
artillery shells to disseminate chemical fillings. By means of these 
fuses, they could fire chemical shells for overhead bursts like shrapnel 
or for bursts on the surface of the ground (and not in the bottom of 
craters). They also fired more accurately, exploiting improvements in 
post-war ballistics. However, the Germans devised a whole range of 
munitions to supplement their use of artillery shells and exploit the 
potential of mustard gas as a means of ground contamination. They 
built bulk contamination vehicles, fitted with pressure nozzle attach- 
ments that could spray a belt of ground 700 metres long by 22 metres 
wide, with a contamination of 100 grams of mustard gas per square 
metre. They also devised a range of mines that could be laid at the 
last minute or by motorized transport, relying upon a spike on the 
bottom end of the mine to penetrate the ground and keep the mine 
upright. Finally they developed multiple rocket launchers (mills) that 
were potentially more effective than guns or howitzers in delivering 
surprise chemical strikes because of their optimum rate of fire and 
agent-ammunition ratio. Although they employed these rockets to 
deliver conventional ordnance during the war, both the Americans 
and the Soviets enhanced the range and rate of fire of multiple rocket 
launchers after the war. As the Soviet BM-21 had a capacity to fire 40 
rounds in twenty seconds over a range of 20.5 kilometres, the 18 mrls 
of a Soviet motor-rifle division could fire 720 rounds (of which about 
15 per cent of each would be chemical fill) in some twenty seconds. 
By delivering chemical agents so quickly, and in such quantities, the 
mrls could lay down an effective concentration of fast-acting and 
quickly evaporating agents, like sarin or hydrogen cyanide. 20 

Yet the innovation that transformed the potential of chemical 
(and biological) warfare lay in the realm of aerial warfare. Giulio 
Douhet, the famous Italian advocate of air power, was only one of 
many writers who forecast that aerial gas attacks would become an 
integral aspect of strategic bombing in the future. 21 These attacks 
could involve either use of spray apparatus, involving pressure or 
non-pressure as a mode of release or bombs. Low-level spraying at 


20 


21 


CHEMICAL AND BIOLOGICAL WEAPON'S if 

subsonic speeds had an enhanced capacity for area coverage, and jj 

could achieve surprise through an off-target attack. Before, during If 

and after the Second World War the major powers experimented with J 

various forms of spray apparatus, and the Soviets perfected a 'line |l 

source’ mode of attack, whereby they could disperse biological : 

agents from tanks or Ilyushin bombers along a straight line for hun- |j 

dreds of miles. By such operations the Soviets envisaged the I 

possibility of large-scale anti-livestock or anti-crop attacks to wipe out fj 

agricultural activity over wide areas in a matter of months/ 2 The fast- ]| 

acting properties of nerve agents had even more potential in an jj 

anti-personnel mode within the context of a high-intensity battlefield. { j 

4,000 kg of sarin, if sprayed by eight low-flying aircraft across wind jj 

over six km of open or lightly wooded terrain, on an overcast day jj 

with a gentle breeze ( about ten km /hour), could inflict heavy casual- |j 

ties on soldiers five km downwind. If the troops attacked only donned || 

their respirators when they felt the first symptoms of nerve-agent jj 

poisoning, and if other medical countermeasures proved efficient, j| 

they could anticipate 20-30 per cent severe or fatal casualties and jj 

70-80 per cent light casualties. With inefficient countermeasures, they jj 

might experience 80 per cent severe and 20 per cent light casualties. 2 * |j 

Bombing remained an attractive alternative because chemical Jj 

bombs could use conventional bomb racks, be dropped from high jj 

level, and, as they did not rotate in the air like artillery shells, had neg- 11 

ligible difference between liquid-filled and solid-filled ordnance. § | 

Chemical bombing involved much less risk than low-level spraying j j 

and possessed the potential of mounting attacks upon an enemy j j 

throughout the entire depth of his deployment, including specific tar- I ; 

gets such as railheads, supply points, air bases, headquarters and ports. 

The typical chemical bomb of the Second World War had a large fjj 

streamlined container with a central high-explosive burster, liquid j 

chemical filling, fin assembly and fuse. It could be used to disseminate • 

various agents, including mustard or thickened mustard gas, for the j 

purposes of ground contamination. To reduce the problem of over- jjj 

dosage around the point of burst, cluster bombs, and later bomblets, | 

spread the area of coverage. Indeed, bomblets, whether dispersed by | 

aerial bombs or by missile warheads in off-target attacks, across the B 

wind and upwind of the target area, could create an intense upwind j 

source of agent. The Americans later developed the mk-ii6 Weteye j 

bomb and the blu-8o/b Bigeye bomb, which released aerosol sprays { 

on detonation. ii 
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Missiles and rockets were another means of delivering chemical 
and biological payloads in long-range strikes without imperilling 
either aircraft or pilots. The Soviet armed forces possessed an exten- 
sive array of such delivery systems. Each division had four Frog 7 
free-flight rockets, capable of delivering a chemical warhead over a 
range of 65 kilometres. The Scud b missile was able to deliver a chem- 
ical warhead of 500 kg over a range of 280 kilometres. Both the Scud 
B and the Scaleboard missile, with a range of 800 km and a larger 
payload, delivered their agents in bulk form or as small bomblets, 
which could be released in flight 'creating a lethal rain over several 
square kilometres’ , M If the large warheads of these missiles compen- 
sated for their inaccuracy, their replacements - the ss-21 for the Frog 
rocket and the ss-23 for the Scud *» combined longer ranges with 
larger payloads and much greater capability, so extending the poten- 
tial threat throughout the enemy’s operational theatre. Even more 
devastating potentially was the extensive Soviet testing of cruise and 
intercontinental ballistic missiles (icbms) as a means of delivering bio- 
logical agents. As defectors revealed, the Soviets envisaged the launch 
of bw attacks with cruise missiles, exploiting their onboard electronic 
guidance and mapping systems to fly sub-sonically at very low levels, 
evading most radar systems. Consequently, whether launched from 
the air, sea or land, cruise missiles had the potential to launch sur- 
prise biological attacks by spraying aerosol clouds over their target 
areas. An alternative method of attacking large strategic areas was 
by means of launching icbms loaded with biological agent. After sev- 
eral decades of flight-testing, the Soviets possessed the capacity to 
deliver anthrax, plague and smallpox by their icbms: as Dr Ken 
Alibek, the former first deputy chief of the Soviet Biopreparat 
agency, observed, 'A hundred kilograms of anthrax spores would, in 
optimal atmospheric conditions, kill up to three million people in any 
of the densely populated metropolitan areas of the United States/* 3 

Variable Effects of Chemical and Biological Weapons 

Underpinning the reference to optimal atmospheric conditions is one 
of the major imponderables affecting the impact and effectiveness of 
chemical and biological weapons, namely their susceptibility to 
atmospheric and topographical conditions. In this respect they differ 
markedly from any other form of weaponry, earning a reputation for 
unpredictability and unreliability on the field of battle. The amount 
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of agent used, even the feasibility of an attack at all, may depend 
upon the weather and terrain: variables in wind strength and direc- 
tion, temperature and rain, coupled with the nature of the ground, 
could all have a bearing on the effects of an agent. Once a toxic agent 
is released in the air, it will form a toxic cloud whose effectiveness 
depends on its concentration and the length of time it takes to pass 
its target. A sarin attack of 500 kg/km would only pose a significant 
hazard 100 kilometres downwind in highly stable atmospheric condi- 
tions, that is, when the cloud is propelled by gentle winds (seven 
km/hour) over a period of about fourteen hours. Such conditions are 
likely to occur at the end of a sunny day, when a temperature inver- 
sion occurs and a layer of cooler air becomes trapped beneath a mass 
of hot light air (and the cooler air, because of its greater density, fails 
to rise, so leaving the atmosphere in a stable equilibrium). Similar 
conditions may persist at night or for several days during overcast 
weather in winter and often in valleys or plains surrounded by high 
peaks. Whereas high temperatures will accelerate evaporation, snow 
will inhibit it and increase the persistence of ground contamination. 
Similarly, light rain will disperse and spread a chemical agent; heavy 
rain will dilute and displace the agent, facilitating ground penetra- 
tion but accelerating the destruction of water-sensitive compounds 
such as lewisite. 26 

Topographical factors, including the contour of the ground, 
vegetation and man-made structures, will compound the effects of 
meteorological factors. While gas clouds can move steadily over flat 
countryside under stable atmospheric conditions, they divide to avoid 
high ground, flow down valleys and accumulate in hollows, low 
ground and depressions. The persistence of the agent will be influ- 
enced by the texture and porosity of the soil, and by the presence or 
absence of vegetation. Chemical contaminants, though slow to pene- 
trate the canopy of woods or forests, will persist for much longer in 
woods than if dispersed over barren terrain. They will also persist 
for longer in urban areas, despite their higher surface temperatures, 
than over open ground because building materials are frequently 
porous and tend to retain liquid chemical agents. Moreover, the fac- 
tors that tend to reduce the persistence of contamination in open 
country (sunshine and wind over the ground) are of less importance 
than in a city, where local inversions may occur in narrow streets 
during the night. Variables in climate and terrain may alter the per- 
sistence of contamination of the same agent over periods ranging 


from several days to weeks, or even months, depending upon local 
circumstances. Hence a un report concluded ‘that a priori classifica- 
tion of chemical agents as persistent or non-persistent, solely on the 
basis of different degrees of volatility, is somewhat arbitrary’. 27 
Though true, this hardly detracts from the fact that persistent agents, 
such as mustard gas or vx nerve agent, dispersed in the form of 
liquid droplets, are less susceptible to the vagaries of the weather 
than non-persistent agents. 

As living organisms, biological agents are more vulnerable than 
chemical agents to sunlight, temperature, humidity and other environ- 
mental factors, especially the effects of ultraviolet light. Biological 
agents have several characteristics, notably infectivity (the ability to 
infect a human host and cause disease), virulence (severity of the re- 
sulting disease), transmissibility (the ability of the disease to spread 
from person to person) and persistence (the duration of a microbe’s 
survival once released into the environment). 28 Once disseminated, a 
bw agent can retain its ability to live and multiply but lose its virulence, 
and so the effectiveness of aerosol-borne bw agents depends upon 
their ability to survive in the air. Accordingly, the use of modern me- 
teorological forecasting, coupled with the choice of appropriate agents 
and delivery systems, would be a prerequisite in the planning of a 
biological attack. Admittedly, abrupt changes in climatic conditions 
could prejudice the prospects of a successful attack but the bw agents 
need not decay in the process. Soviet scientists found that special addi- 
tives could prevent their bw agents from decaying when they were 
transported over long distances and keep them alive in adverse weather 
conditions. 29 With sufficient scientific resources, access to micro- 
meteorological techniques and adequate planning, climatic obstacles 
can be surmounted but they can never be discounted entirely, even 
if less significant in small-scale covert or terrorist operations. 

The capacity of Soviet scientists to manipulate microorganisms 
to make them more stable and more lethal underscores another 
dynamic in biological weaponry, namely the application of bio- 
technology and genetic engineering to improve the efficiency of 
potential bw agents. Mooted by Joshua Lederberg as early as 1970, 
this use of genetic engineering aroused intense debate in the last two 
decades of the twentieth century. If such usage seemed unlikely to 
produce novel bw agents with greater potency than naturally occur- 
ring agents, genetic engineering might facilitate, as the ota argued, 
the modification of ‘standard agents to make them more stable 
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during dissemination or more difficult to detect or defend against'. 30 
They could do so by altering their antigene structures to overcome 
immunity barriers, changing the markers normally used in diagnos- 
tics, enhancing their resistance to antibiotics, making them more 
resistant to ultraviolet radiation and desiccation (and so more usable 
in aerosol form), restricting them to particular target organs or tis- 
sues, or unrestricting them and making them easier to produce and 
store. The jason study by several American scientists in 1997 agreed 
that bacteria and viruses could be engineered to imbue them ‘with 
such "desirable” attributes as safer handling, increased virulence, 
improved ability to target the host, greater difficulty of detection and 
easier distribution'. 31 More recently the scientists who have created 
live, artificial viruses or discovered how to preserve the potency of 
botulinum toxin have warned that their findings could be misused 
for the purposes of bioterrorism. 32 Were terrorists able to acquire and 
use genetically engineered microbes or viruses, they might bypass 
bio-defences designed to detect and counter traditional agents. 

In short, chemical and biological weapons have constituted an 
evolving military capability whose effects were difficult to predict and 
whose impact ranged from the negligible or inconsequential through 
a variable level of casualties, both physical and psychological, within 
specific target areas, bw agents, in particular, if dispersed in favourable 
conditions by an effective means of delivery, could cause casualties 
over an extensive area: as a Pentagon report, issued in November 1997, 
concluded, 

Biological weapons have the greatest potential for lethality 
of any weapon . . . there are few barriers to developing such 
weapons with a modest level of effort. The current level of 
sophistication for many biological agents is low, but there is 
enormous potential - based on advances in modern molecu- 
lar biology, fermentation, and drug delivery technology - for 
making sophisticated weapons. 33 
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The Legacy of Gas Warfare 
in the First World War 


The First World War represented a watershed in the history of chemi- 
cal (and to a lesser extent, biological) warfare. Although the use of 
chemical and biological weapons, including attempts to contaminate 
water supplies, had lengthy historical precedents, with examples or alle- 
gations from ancient warfare through the Middle Ages to the South 
African War (1899-1902), chemical warfare occurred in the Great War 
on a scale, and with a sustained application of scientific expertise and 
effort, never previously witnessed. This total war, then known as the 
war to end all wars, has been dubbed as the first ‘interstate industrial 
war’, with entire state economies and populations committed to the 
conflict. 1 Chemical weaponry represented only a part, and a relatively 
small part, of the weaponry engaged. It involved the expenditure of 
some 125,000 tons of poison gas compared with two million tons of 
high explosive and 50,000 million rounds of small arms ammunition, 2 
but reflected a large-scale investment of scientific and industrial 
resources in an innovative form of warfare. The conduct of offensive 
biological operations took place on an even smaller scale and never 
required the construction of the large organizations that sustained the 
chemical conflict. The latter form of war evolved and adapted through- 
out three and a half years, arousing intense passions at the time, and in 
its aftermath, and provoking lasting debates about its utility and poten- 
tial. ‘The history of chemical warfare’, wrote Major Victor Lefebure, a 
wartime cw authority and later an executive in Imperial Chemical 
Industries (ici) Ltd, ‘becomes one of continual attempts, on both 
sides, to achieve surprise, and to counter it by some accurate forecast 
in protective methods. It is a struggle for the initiative.’ 3 


Historical Antecedents 

However shocking the first major use of gas in 1915, chemical and bio- 
logical warfare has an historical pedigree stretching back over several 
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millennia. In ancient warfare European, Indian and Chinese commen- 
tators described the recurrent use of poisonous smokes, with Thucy- 
dides recounting how the Peloponnesians had tried to reduce the town 
of Plataea with sulphur fumes in the fifth century bc. The Byzantines 
employed Greek Fire, an incendiary weapon (possibly based on petro- 
leum with resins added as a thickener) in naval and military battles, 
and it reportedly contributed to the salvation of Constantinople from 
two Arab sieges. Insect bombs were used in the defence of walled cities, 
with bees released in tunnels to disperse sappers or secreted in booby 
traps, while bombs containing ‘stinging insects were hurled at scaling 
parties (possibly including scorpions in the defence of Hatra against 
Roman assault). The Greeks and Romans also utilized a wide range of 
poisonous substances in military operations, notably the Athenians 
in dumping cartloads of poisonous hellebore into the river that sup- 
plied the besieged city of Kirrha, near Delphi in Greece (c. 600 bc). The 
contaminated water induced violent diarrhoea, incapacitating so many 
defenders that the Athenians were able to overrun the city and slaugh- 
ter its inhabitants . 4 

The deliberate spreading of infectious disease assumed different 
forms in land battles and naval warfare as combatants sought to debil- 
itate their adversaries. The catapulting of beehives recurred between 
1000 and 1300 ad, exploiting the vulnerability of horses even when 
soldiers wore protection in heavy clothing and armour. In 1346 the 
besieged Genoese seaport of Caffa (now Feodosia) on the Crimean 
coast incurred a biological onslaught when plague-stricken Mongols 
began hurling infected cadavers over their walls (probably us in g the 
trebuchet, a much more powerful machine with a longer range than 
a catapult). As the disease took hold survivors fled by boat, constitut- 
ing one of several sources of infection that spread the disease through 
the Mediterranean basin. Less well documented are the allegations 
and effects of similar tactics at other sieges, notably those of Karl- 
stein (1422) and Reval (1710): at the former an epidemic did not erupt 
and city held out, at the latter plague did occur but its contribution to 
the fall of the city is not so clear . 5 

Where suitable poisons could be found, they were employed to en- 
hance the effects of weapons such as arrows, spears and darts, and in this 
role remained a longstanding feature of combat in parts of the develop- 
ing world. Limited in range and sometimes uncertain in effect, these 
tactics seemed eclipsed by the development of cannons and gunpowder 
and hardly appropriate within the rules of European warfare as codified 


by Hugo Grotius, Dejure belli acpacis (1625) and Emmerich de Vattel, 
The Law of Nations (1758). These works included strictures, condemning 
the use of poisoned weapons and the poisoning of water supplies, but 
they only applied to ‘just’ wars between ‘civilized’ nations. In wars against 
‘savage’ or ‘heathen’ peoples European rules licensed extreme meas- 
ures as reprisals to punish or even exterminate adversaries. Within this 
context came the best-documented account of biological warfare in 
North America, namely the distribution of blankets and a hand- 
kerchief infected with smallpox from Fort Pitt in June 1763 during 
Pontiac’s rebellion. The subsequent eruption of smallpox among the 
Delaware, Shawnee and Mingo Indians may have had other contribu- 
tory factors but the epidemic accorded with the vituperative comments 
of Major-General Jeffery Amherst in his New York headquarters, exhort- 
ing the use of every method that would ‘extirpate this execrable race’. 
The recurrent outbreaks of smallpox during the American Revolution- 
ary War also led to allegations of deliberate infection. 6 

Natural outbreaks of disease continued to afflict mass armies 
from the French Revolutionary and Napoleonic wars onwards, often 
accounting for the majority of casualties and fatalities incurred. The 
multiple infections known as 'Walcheren fever’, with malaria as the 
major component, destroyed a British expeditionary force in 1809, 
while bubonic plague swept through Napoleon’s forces in his Egypt- 
ian expedition (1799), yellow fever devastated French forces in Haiti 
(1802-3), an d various diseases, including typhus, accounted for over 
half of the 400,000 fatalities among the Grande Armee in Russia (1812). 
Whenever concentrated forces moved across terrain where disease 
was endemic, intermixed with other peoples, congregated at pol- 
luted supplies of water (like the British army outside Bloemfontein 
in 1900), and lacked high standards of hygiene and medical care, cas- 
ualties from disease multiplied rapidly. Disease accounted for ten 
times as many men as the British lost in action during the Crimean 
War (1853-6), for nearly two-thirds of the fatalities on both sides in 
the American Civil War (1861-5) and for about two-thirds of fatalities 
in the South African War. In these circumstances, the deliberate 
spreading of poison was likely to arouse further ire. Raised as an issue 
at the peace conferences of 1868 and 1874, and at the Hague conference 
of 1899, all the principal belligerents, except Britain and the United 
States, agreed to ‘abstain from the use of projectiles the sole object of 
which is the diffusion of asphyxiating or deleterious gas’. Britain later 
adhered to a similar declaration at the Peace Conference of 1907/ 
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The First Major Gas Attack 

In light of these pronouncements Germany incurred most of the 
opprobrium for initiating large-scale chemical warfare, but both Britain 
and Germany had conducted pre-war experiments with irritant agents 
while France had developed the first practical chemical weapon - a 
hand grenade containing a relatively mild tear gas (ethyl bromoac- 
etate) for use by the French police from 1912. By August 1914, the 
French army had procured 30,000 26-mm cartridges filled with the 
liquid agent and fired them from special rifles (fusils lance-cartouches 
eclairantes) on the Western Front in 1914 and in the Argonne sector in 
March 1915. In September 1914 Lieutenant-General Douglas M.B.H. 
Cochrane, 12th Earl of Dundonald, informed Lord Kitchener of the 
plans left by his grandfather. Admiral Sir Thomas Cochrane, during 
the Napoleonic Wars for the use of sulphur dioxide clouds to drive 
an enemy from fortified positions. Although Kitchener discounted 
these, Winston Churchill, then First Lord of the Admiralty, kept the 
scheme alive and eventually the proposal, in a modified form, was 
implemented not as lethal gas clouds but as naval smoke screens. 8 

Yet the major innovation of the gas war was the first large-scale 
use of chlorine gas, discharged from cylinders at Ypres on 22 April 
1915- German interest in chemical munitions had quickened after 
the onset of trench warfare, following their reverse at the Marne in 
September 19x4. Early experiments with irritant agents proved inef- 
fectual, notably the shelling of the French at Neuve-Chapelle with 
3,000 rounds of Ni-Shrapnell (27 October 1914), the bombardment of 
the Russians at Bolimow with 18,000 T-Stoff shells (31 January 1915), 
and the firing of tear gas at Nieuport against the French (March 1915). 
However, Professor Fritz Haber convinced the German military 
authorities that cloud-gas attacks with chlorine launched from cylin- 
ders emplaced in the front line would prove more effective. Although 
the allied intelligence had detected preparations for the impending 
attack (they could hardly miss the installation of several thousand 
cylinders in the enemy's trenches), they totally underestimated its 
potential effects and their forces lacked any form of protection. 
When the Germans released the chlorine from 5,730 cylinders along 
a 6-kilometre front, they precipitated the flight of the French forces 
(the 45th Algerian and the 87th Territorial Divisions), opening up a 
gap of some eight to nine kilometres and enabling their infantry to 
capture some 50 guns, 2,000 prisoners and a substantial tract of the 
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Ypres Salient. But the Germans lacked reserves and dug in at night 
rather than press on to Ypres, only 2,500 yards away, thereby allowing 
the allies to regroup, to bring forward ten battalions to cover the gap 
and counter-attack. 9 

Like the allies, the German high command failed to anticipate 
the surprise effects of the first major gas attack. By approving the 
attack as an experiment that would divert attention from the trans- 
portation of German forces to Galicia, 10 they wasted its potential. By 
24 April, when the Germans launched another chlorine attack, the 
Canadians, aided by improvised protection, resisted with only mini- 
mal loss of ground, and neither this attack nor the four subsequent 
gas attacks in May broke the deadlock of the trenches. The Germans, 
as Brigadier Harold Hartley asserted after the war, 

made almost every possible mistake in their earliest gas 
attacks. They chose a gas against which protection could be 
obtained with comparative ease, they used it in small quanti- 
ties on narrow fronts in discharges of long duration and low 
concentration, thus losing the effect in depth, and finally they 
failed to exploit the partial advantage they gained. Within 
three weeks we were protected." 

The Germans also handed the allies a propaganda coup. Both in 
the wake of these attacks and after the war, the allies protested over 
the German initiation of 'frightfulness’ (as gas warfare was dubbed) 
and about the breach of international law (the spirit, if not the letter, 
as projectiles were not involved). Although the number of gas cas- 
ualties in the first attack could not be assessed accurately as the French 
failed to keep any records, and the Algerians retired too quickly to 
have lost many men, spurious accounts of the gas casualties were 
published. The claim that 5,000 men died out of 15,000 gas casualties, 
still reproduced in some histories of chemical warfare, is almost 
certainly an exaggeration as British field ambulances and casualty- 
clearing stations only treated about 7,000 gas casualties, of whom 350 
died. 12 Numbers of casualties, though, were less important than the 
demonstration of large-scale gas warfare: as a German officer, 
Rudolph Binding, wrote in his diary on 24 April 1914, ‘I am not pleased 
with the idea of poisoning men. Of course, the entire world will rage 
about it at first and then imitate us." 3 
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Organization of the Gas War 

Imitation involved the organization of scientific, military and indus- 
trial expertise to support the evolving gas war; the design, development 
and refinement of chemical protective kit, with the preparation of 
accompanying warning systems and anti-gas training; and the research, 
development and production of various methods to retaliate-in-kind. 
Based in the Kaiser Wilhelm Institute for Physical Chemistry, Haber, 
promoted to the army rank of captain, had perceived the need to 
organize and concentrate German resources in the gas war. He drove 
forward the research and development of war gases, advised on the 
requirements for weapon-development, assisted in the formation of 
special forces (later Pioneer Regiments 35 and 36) to undertake gas 
operations in the field, and collaborated with industry in the design 
of protective devices against chemical agents, both Germany's gases 
and later those of the enemy. His institute expanded steadily, became 
fully committed to the military in February 1916, and evolved into nine 
departments at various locations in Berlin and its suburbs. By the 
end of the war it employed 150 academically trained staff, 1,300 non- 
commissioned officers, soldiers, other workers and additional support 
personnel. Despite the commitment of skilled scientists, relatively 
simple lines of command and some delegation of responsibility to 
section heads in 1916, the organization reflected Haber’s autocratic, if 
inspiring, leadership, and the increasingly military tone, secrecy and 
compartmentalization of its activities. Although German research 
sometimes pursued unproductive lines of inquiry, relied excessively 
on diphosgene and responded slowly to the Livens projector, it seized 
the initiative repeatedly in the gas war, introducing chlorine, phosgene 
and later mustard gas. 14 

Neither Britain nor France possessed a commanding authority to 
lead, inspire and organize their chemical warfare responses. The 
extreme centralization of French science enabled scientists and lab- 
oratories to forge close links between the offensive and defensive 
research, with another department responsible for application and 
pilot-plant operation and a third for purchases and dispatch. By con- 
trast, the British organization evolved with entirely separate groups 
working upon the defensive and offensive aspects of gas warfare, 
according defensive research priority and leaving offensive research 
isolated, producing ‘duplication, vexation, and delay'. 15 Despite even 
more problems in the production of chlorine and the supply of 


32 


THE LEGACY 6E &AS WARFARE 


cylinders, the British pressed ahead with plans to retaliate-in-kind, 
exploiting the generally favourable westerly winds in the cloud-gas 
war. Initially they formed four ‘Special Companies’ to undertake the 
gas operations in France. Under the command of Major (later Major- 
General) Charles H. Foulkes, Royal Engineers, who would become a 
doughty champion of cloud-gas warfare, the companies included 
soldiers posted from other units and men with scientific experience or 
qualifications, who were enlisted as corporals with higher rates of 
pay. Within five months of the first German use of gas, the British 
were able to retaliate at the battle of Loos (25 September 1915). 16 

In the following year the War Office acquired an initial 2,886 acres 
at Porton Down as an experimental ground with hutted laboratories. 
The site would be expanded steadily over the course of the war, 
eventually occupying 6,196 acres, with another 310 acres at the nearby 
Arundel farm for animal breeding. It enabled Britain to conduct field 
trials of chemical weapons (cylinders, shells and Livens projectors), 
the examination of 147 toxic substances, assisted by work in the first 
physiological laboratory erected on the site, a meteorological section, 
and individual and collective protection when the Anti-Gas Depart- 
ment was moved to Porton from the Royal Army Medical College in 
1917. By the Armistice, Britain had 916 officers and other ranks, 500 
civilians and 33 women of Queen Mary’s Auxiliary Corps working at 
Porton. Although there were frustrations in the British gas effort, re- 
flecting the original separation of the offensive and defensive research, 
the wide range of departments involved, both at home and on the 
Western Front, and shortcomings in the productivity of the chemical 
and munition industries, this was a remarkable period of experimen- 
tation and often imitation in response to the German gas initiatives. 17 

In an industrial war, though, Germany possessed an indisputable 
advantage in the scale and productivity of its manufacturing plant. 
Of an estimated 150,000 tons of gases manufactured during the war, 
Germany produced 68,100 tons or about 45 per cent, with the Bayer 
plant alone producing 32,317 tons of gases - more than Britain (25,735 
tons) and only marginally less than France (36,955 tons). 18 Close con- 
tacts between Carl Duisberg, the chief executive of Bayer, with 
Haber and the military high command, facilitated the responsiveness 
of industry to the many demands of chemical warfare. Even so, the 
legendary organization of the German industry only evolved slowly 
and it was not until well into 19L6 that Bayer and other dyestuff 
plants, now working at less than full capacity, combined to form ig 
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(Interessengemeinschaft der Deutschen Teerfarbenfabriken). Plants 
within this massive combine specialized in the production of precur- 
sor chemicals, war gases, munition filling and gas-mask components. 
Newly built plants, including Adlershof near Berlin and Breloh on 
the Liineberger Heide in northern Germany, were placed under mili- 
tary control. The French never matched the German economies of 
scale and developed a mixture of government-owned and small-scale 
independent enterprises, while the British industry had to expand 
rapidly from its initial reliance upon Castner-Kellner of Runcorn as 
the sole source of liquid chlorine, eventually engaging 70 factories in 
the cw effort. However, Britain and France struggled to respond to 
the German introduction of mustard gas (12/13 July 1917) and sus- 
tained use thereafter, exploiting ample supplies of thiodiglycol, a key 
precursor in the German manufacturing method. French production 
only began in May 1918 and the British in September 1918, after 710 of 
the 1,100 workers at the Avonmouth plant had incurred mustard gas- 
related illnesses, producing a mere 500 tons by the Armistice. The 
United States, entering the war in 1917, followed neither the French 
nor British approach; it chose to build a federal gas factory alongside 
the principal shell-filling plant at Edgewood, Maryland. Rapidly built 
and efficiently managed, this factory employed over 7,000 personnel 
at its peak, and began producing phosgene, chloropicrin and mustard 
gas in August 1918. 19 


Anti- Gas Defences 

As an early victim of poison gas, Britain regarded anti-gas protection 
as its main priority. Within 36 hours of the first gas attack, the army 
issued impregnated pads to its troops in France. These were followed 
by hoods with a mica window (the Hypo" Helmet), then the Phen- 
ate Helmet, which saved many lives when the Germans launched 
their first phosgene attack on 19 December 1915, and later the Phen- 
ate-Hexamine or W Helmet that gave enhanced protection against 
phosgene. Despite the manufacture of 14 milli on ‘ PH ’ Helmets, fur- 
ther refinements in 1916 included the ‘phg’ Helmet, with goggles to 
protect the eyes against lachrymators; the Large Box Respirator, a 
somewhat cumbersome attempt to emulate the high standard of 
protection achieved by the German cartridge design; and finally, the 
Small Box Respirator, a highly efficient mask relying upon charcoal 
and other chemicals as adsorbents in the box and much lighter to 
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wear than the German mask with its canister screwed into the face- 
piece. Sixteen million Small Box Respirators were issued to British 
and American troops before the Armistice. 20 

Although these respirators protected the eyes and respiratory 
tract against the effects of mustard gas, the ability of mustard to burn 
and blister, even through clothing, confounded wartime research. 
When the Germans became victims of French mustard-gas attacks, 
they issued boxes of bleaching powder or permanganate so that sol- 
diers could treat any contaminated skin with reactive chemicals. This 
proved impractical as supplies of bleach never matched requirements 
and the boxes only added to the burdens of the soldiery. Similarly, 
attempts to protect soldiers by issuing them with a cream or protec- 
tive paste before an assault failed to provide sustained protection in 
the field. Mobile bathing units, as employed by the Americans, were 
another attempt to decontaminate soldiers and keep them in the field 
but the units were few in number, extremely heavy and confined to 
roads. The only real solution was to equip soldiers with mustard-gas- 
proof clothing but the oiled suits prepared during the war proved too 
cumbersome and were only worn by a few artillery formations. 

With the coming of mustard gas, decontamination became a 
much more daunting task as ammunition dumps, gun emplacements 
and factories all became liable to contamination. Bleaching powder, 
which broke down dichlorodiethyl sulphide into sulphur chlorides 
and ethylene dichloride, became the primary decontaminant. After 
barrages with mustard-gas (or Yellow Cross) shells, guns and camou- 
flage had to be cleaned (often with chloride of lime) and both the 
ground round the gun emplacements and the impact points of the 
shells dusted with bleaching powder. The white patches from the 
decontaminants then had to be covered with earth to conceal them 
from aerial observation. Similar precautions had to be taken in any 
sheltered place where the gas could penetrate. 

Physical protection, though, was never the sole concern in anti- 
gas defence. As soldiers could wear their masks for only limited periods 
of time, they required adequate warning of an impending gas attack. 
If it were a cloud-gas attack, like the first German phosgene attack 
when the cloud travelled over 8,500 yards, gongs and klaxons in the 
front-line trenches would not alert men in the rear. The British duly 
installed Strombos horns, with their distinctively loud noise caused by 
compressed air, in both the front-line trenches and at intervals towards 
their rear. Likewise, when the Germans found that shell-fire rendered 
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their system of bells and sirens inaudible, they introduced a warning 
system based upon electric bells and light signals in the dug-outs. 
Following these warnings, soldiers were supposed to perform anti-gas 
drills but the response was always variable. Commanding officers and 
gas specialists regularly attributed a significant proportion of their gas 
casualties to men being caught by surprise, lapses in gas discipline, 
and the loss, neglect or misuse of their anti-gas equipment. Although 
general service officers, staff and men received anti-gas instruction 
from specialist chemical advisers in gas schools, the instruction often 
seemed theoretical, and another burden, until a gas attack was experi- 
enced at first hand. As this experience varied considerably, anti-gas 
discipline remained erratic. For example, Anglo-American soldiers 
repeatedly used the satchels that accompanied their box respirators to 
carry extraneous items that damaged the respirator inadvertently or 
impeded its rapid removal, but German soldiers were just as prone 
to mistakes. As a gas officer of the Sixth German Army recorded in 
November 1916, 

The casualties were mainly due to the men being surprised 
in dug-outs, to the neglect of gas discipline, masks not being 
at hand, to faulty masks, and to the use of old pattern drums 
which could not afford protection against the type of gas 
employed by the enemy.* 1 

Offensive Gas Tactics 

The tactical use of gas evolved as the war gases and new munitions 
became available, taking account of the integration of chemical and 
conventional operations, the enduring problems of communications 
across ‘No Man’s Land’, and the supply shortages, particularly of 
shells, that recurred throughout much of the war. Any hopes that 
poison gas as a new weapon of war could break the stalemate of the 
trenches quickly vanished in 1915. The failure of the initial German 
attack at Ypres, followed by the failure of a British chlorine attack at 
Loos, eroded confidence in gas as a breakthrough weapon. In the 
preparations for the Loos attack Sir Douglas Haig, once a sceptic 
about gas, had become an enthusiastic convert, and insisted that the 
attack could not be mounted without the aid of gas. He was aware, 
nonetheless, that cloud-gas attacks were highly weather-dependent. 
Although the winds helped on the right flank at Loos and provided 
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assistance in the centre, they proved a liability on the left, blowing 
back on the British troops. Over the next three weeks of inconclusive 
fighting, some 2,000 British soldiers succumbed as casualties of their 
own gas, ten fatally and 55 severely wounded. 2 * 

By persevering with cloud-gas attacks thereafter, the British ex- 
ploited the prevailing westerly winds in France and compensated for 
their continuing problems in shell production, but their aims became 
those of harassment and attrition. During the battle of the Somme 
and its immediate aftermath, Britain launched no cylinder operations 
between 24 June 1916 and 19 March 1917. Given the depth of the attacks 
and the aim to incapacitate, demoralize or exhaust the enemy’s 
reserves, inflicting casualties whenever men were caught by surprise, 
field commanders could only gather fitful information about the 
effects of the gas from raiding parties, deserters or prisoners of war. 
While some commanders, like Sir Henry Wilson, commended these 
attacks, others doubted their value and the commander of the First 
Army reckoned that the advantages were uncertain, variable and a 
matter of conjecture. Any losses and demoralization inflicted on the 
enemy, he argued, were outweighed by the labour of installing cylin- 
ders in the front line and the danger they posed to British troops. 23 

More accurate attacks that infantry could follow up required 
the use of lethal gas shells (introduced by the Germans and French 
in 1916) or projectors (first used experimentally at the Somme and 
then on a large scale by the British at the preliminary bombardment 
before the battle of Arras, 4 April 1917). Initially, the Germans wasted 
the effects of lethal gas shells by bombarding wide areas and so fail- 
ing to achieve high concentrations of gas. By the autumn of 1916 the 
French sought to exploit the rate of fire by slow, steady shelling of 
the German batteries over several hours but bombardments using 
hydrogen cyanide, a highly toxic blood agent, rarely had the desired 
impact, as they seldom achieved the requisite concentrations. The 
Germans experimented with phosgene, diphosgene (another lung irri- 
tant) and diphenylchloroarsine (da), sometimes mixing the agents, 
sometimes using them separately, notably da shells marked with a 
blue cross and diphosgene shells marked with a green cross. When they 
introduced mustard gas (known by its shell marking as Yellow Cross) 
in attacks upon the area around Ypres (July 1917), they found that this 
was a potent means of inflicting casualties. 

Colonel Georg Bruchmiiller refined the gas artillery tactics in 
pounding Russian positions during the autumn and winter of 1917 
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before introducing them on the Western Front in the spring offensive 
of 1918. By mounting short, intense bombardments, they achieved 
surprise concentrations of gas in their counter-battery fire; by bom- 
barding enemy positions with non-persistent gas shell (Green Cross), 
they paved the way for follow-up infantry assaults. In the famous attack 
across the Dvina at Riga on 1 September 1917, the German counter- 
battery fire began at 4 a.m„ the bombardment of the Russian infantry 
at 6 a.m. and the crossing of the river at 9.10 a.m,, encountering a very 
weak counter-barrage from the Russian guns. 

In the subsequent spring offensive on the Western Front, Bruch- 
muller allocated about too guns per kilometre and launched short, 
intense pre-dawn bombardments in the five major attacks (21 March, 
9 April, 27 May, 9 June and 15 July 1918). German gunners fired the 
arsenic Blue Cross shells in the hope of penetrating enemy respira- 
tors, causing the victims to sneeze and remove their respirators, so 
breathing in the lethal Green Cross gas. They also bombarded allied 
artillery with Blue and Green Cross shells, targeting each allied battery 
m rectangles with co-ordinated fire from three or four German bat- 
teries, before pounding targets some 600 yards from the German 
infantry with Blue Cross and Green Cross shells, and then launching 
the attacks with creeping barrages of Blue Cross shells some 600 
yards ahead of the advancing infantry. They also inflicted heavy cas- 
ualties on the flanks of these attacks, with massive barrages of Yellow 
Cross shells, pounding Armentieres so heavily between 7 and 9 April 
that gutters reportedly ran with mustard gas. Although the Blue 
Cross shells never fulfilled expectations, allied soldiers had to wear 
respirators for protracted periods, adding to their strain and fatigue 
and impeding their movement and communications. 

When the allies launched their own offensive in August 1918, the 
Germans began using their gas shells, particularly Yellow Cross 
shells, defensively. Although they still employed large quantities of 
Blue Cross, and sometimes Green and Blue Cross, shells in defensive 
barrages and in preparation for counter-battery attacks, they relied 
primarily upon Yellow Cross shells to disorganize the allied opera- 
tions. They employed these shells in pounding front-line positions, 
counter-battery work, and in trying to create impassable barriers or 
zones of mustard gas to impede the forward movement of allied 
forces. Only by maintaining very high standards of gas discipline at 
night (when most of the attacks occurred) could allied forces contain 
their gas-casualty rates. As the allied offensive progressed, German 
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gas shelling, hampered by dwindling stocks of gas shells, became 
less organized as it sacrificed large-scale bombardments for smaller 
and more disparate ones. Hartley reckoned that the enemy had failed 
to exploit ‘an extremely fine defensive weapon as ‘they neglected its 
use on roads and did not hamper our communications nearly as 
much as they might have done’. 24 

The British found themselves doubly handicapped in the offen- 
sive gas war. The lack of mustard gas meant that they could not 
retaliate-in-kind until late September 1918, and their shell-manufac- 
turing difficulties compelled an undue reliance upon cylinders and 
shorter-range weapons such as Stokes 4-inch mortars and projectors. 
They mounted some gas artillery attacks but initially neglected vari- 
ations in the rate of fire; only subsequent refinements in tactics 
enabled them to produce surprise concentrations of gas at night to 
interfere with enemy movements and in counter-battery bombard- 
ments. When they moved onto the offensive, though, the British did 
not employ projectors in creeping barrages and the speed of move- 
ment rendered gas operations increasingly difficult. In this respect 
the British approach differed from that of the American Expedi- 
tionary Force (aef), late entrants into the war, who had suffered 
disproportionately from gas, incurring 26.8 per cent of its casualties, 
including dead and wounded, from gas. The 1st Gas Regiment real- 
ized the potential of Stokes mortars and projectors as a means of 
supporting the offensive war, and envisaged discharging gas, in con- 
junction with smoke and thermite, to force enemy troops to don 
their respirators and so reduce their morale, vision and operational 
effectiveness. The Americans believed, too, that by moving their 
Stokes mortars with advancing troops they could build up local con- 
centrations of gas in attacks upon machine-gun nests, strong-points, 
trench intersections and other sensitive points in the German 
defences. After an initial gas operation at San Mihiel (12 September 
1918), Company F was called upon to support the French xvn Corps 
in the Meuse-Argonne sector. Having installed 230 Livens projectors 
in two nights, they launched the largest American gas bombardment 
of the war on 16 October 1918, so prompting requests for further gas 
support. With his six companies badly in need of rest, Brigadier- 
General Amos A. Fries, the American Director of Gas Services, asked 
his British counterpart to transfer any of the underused British Special 
Companies to the American front. Although nine were despatched, 
they were not employed before the Armistice took effect. 25 
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Imagery of Gas War 

If one legacy of the gas war was the massive scientific, industrial and 
military effort involved over a period of four years, another legacy, 
which in some respects was more enduring, was the imagery of the 
gas war. From the first major use of gas at Ypres in April 1915, the 
allies had depicted this new form of war as peculiarly odious, a 
breach of international law, and yet another atrocity perpetrated by 
the Germans. Senior British military commanders, like Sir John 
French, castigated the Germans for playing ‘a very dirty “low down” 
game in shooting out that damnable gas’ before seeking both respi- 
rators and a capacity to retaliate-in-kind. 26 The Times, possibly unaware 
of the likely British response, denounced ‘an atrocious method of 
warfare' that would ‘fill all races with a new horror of the German 
name’; Wellington House, the propaganda bureau of the Foreign 
Office, drew attention to these ‘inhumane’ methods of war in the 
hope of influencing opinion in the neutral United States; and ‘Eye- 
Witness’, the British government’s official war correspondent, 
described how a German officer had laughed at the sufferings of 
British gas wounded. All these charges and allegations, coupled with 
other allied atrocity stories, like the crucifixion of a Canadian soldier 
and the publicity accorded to the sinking of the rms Lusitania, en- 
sured that gas remained a central issue in allied propaganda. Despite 
the readiness of the allies to retaliate-in-kind, and to introduce new 
weapons of war, including the flame-thrower, Germany would be 
arraigned for introducing poison gas as one of 32 crimes by the Com- 
mission of Responsibilities at the post-war peace conference. 27 

Of more importance as an influence upon the lasting image of gas 
warfare were the writings, poetry and paintings associated with gas. 
Few of these works placed the injuries inflicted by gas in any form of 
context; in other words, they failed to mention that gas shells, though 
responsible for some 85 per cent of gas casualties, constituted a mere 
4-54 per cent of the artillery ammunition expended. Whether em- 
ployed by gunners or by engineer-combat forces, gas comprised only 
a small fraction of the ordnance used and inflicted a mere 5.7 per cent 
of nonfatal battle injuries and 1.32 per cent of battle deaths. 28 Instead 
the wartime writers, poets and painters dwelt upon the peculiar ag- 
onies inflicted by gas. Sir Arthur Conan Doyle, writing on the British 
Campaign in France and Flanders 191J (1917), described the ‘agonies of 
asphyxiation’ inflicted by a ‘mechanical and inhuman’ ordeal; Wilfred 


Owen, in ‘Dulce et Decorum Est’ (1917), one of the great war poems, 
depicts the feelings of fear, exhaustion and choking to death from gas 
(but greatly compresses the likely period of a gassed soldier’s demise); 
and John Singer Sargent, in his memorable painting Gassed (1918), 
portrays blinded and helpless men on their way to a casualty-clearing 
station - an image that fails to reveal that most victims of mustard 
gas recovered from temporary blindness within two weeks. 29 

Post-war writing reached a far wider audience. Erich Maria Re- 
marque described both the fear of gas and the suffering of its victims 
in All Quiet on the Western Front, which was translated into English in 
1929 and sold two and a half million copies within eighteen months 
of publication. In Goodbye to All That (1929), Robert Graves denounced 
gas as ‘a nightmare’, evincing little confidence in respirators and 
claiming that ‘accessories’ (as the cylinders were called) were unwel- 
come in the trenches as their gas could blow back on British soldiers 
and attract artillery fire from the enemy. Although Graves vividly 
described the ‘yellow-faced and choking’ gas victims with buttons 
tarnished green, and trenches stinking ‘with a gas-blood-lyddite- 
latrine smell’, he was not a dispassionate commentator on poison gas. 
Afflicted by a breathing difficulty, he could not wear the respirator 
issued on the eve of the Somme and a nose operation spared him 
from service on the first day of the battle. He retained an obsessive 
fear of gas, even trembling in later life from the strong scent of flow- 
ers. In Memoirs of an Infantry Officer (1930), Siegfried Sassoon expressed 
similar distaste for the changes wrought by modern warfare: by the 
winter of 1916-17, he wrote, war had become ‘undisguisedly mechan- 
ical and inhuman’ , 3 ° 

Buttressing these sentiments were popular and perceived fears of 
poison gas that lived on into the interwar years. Military impressions 
of gas varied considerably; some veterans, imbued with fatalism, came 
to regard gas as a tiresome and chancy facet of war; others remained 
stricken with fears of gas. Whereas Edmund Blunden, in Undertones 
of War (1928), reckoned that he had suffered no ill effects from gas 
shelling in 1917, others in receipt of post-war pensions for the ‘effects 
of gas' ascribed all manner of long-term illnesses to wartime gassing. 
In a study of 103 such pensioners, all of whom had respiratory condi- 
tions that might have been affected by smoking, industrial pollution 
or bad housing, and of whom only eleven died before the age of 70, 
they attributed their enduring illnesses and continuing ill health to 
the debilitating effects of wartime gassing. Their feelings doubtless 
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conveyed to friends and family and more broadly reflected in popu- 
lar folk memory, sustained ‘popular convictions' about the ‘potency 
and systemic effects’ of gas poisoning. 31 J 

Was Gas Warfare a Failure? 

Another legacy of the war, though less apparent to contemporaries, 
was the perception that chemical warfare had proved a failure. ‘Gas’, 
wrote Brigadier-General James Edmonds, the official war historian,’ 
achieved but local success; it made war uncomfortable, to no pur- 
pose. This view, though endorsed by another historian who served 
in the trenches, was probably too dismissive 33 but it was taken up by 




The Poisonous Cloud (198 6). Having reviewed the chemical war in its sci- 
entific, industrial and operational dimensions, Haber sought to explain 
how Germany repeatedly seized the initiative in the conflict but failed 
to secure any decisive successes. This outcome he ascribed to the fit- 
ful commitment of the German high command, the ‘mutual incom- 
prehension of officers and scientists’, the unreliability of the weapon 
system, weaknesses in the manufacturing and organization process, 
and the superiority of gas defences by 1918. On its own, argued Haber, 
gas was a failure; only in combination with artillery did it cause cas- 
ualties and deny access to terrain that high explosive would have 
churned over . He compared gas unfavourably with the tank, aircraft 
or light machine guns that ‘changed the face of war in 1918’, and cast 
oubt on predictions of an allied gas breakthrough in 1919T . 

Few contemporaries would have endorsed this assertion- after 
the first aerial gas attacks upon the Bolsheviks (August and Septem- 
er 1919), Fries anticipated that gas would be used by every branch of 
the armed services in a future war® The Great War had witnessed a 
steady increase in the use of gas, almost doubling from 32,500 tons in 
1917 to 61,000 tons in 1918. By July 1918, gas shells comprised 50 per 
cent of the ammunition in some German ordnance dumps and, by 
the Armistice, they comprised 35 per cent of the French, 25 per cent 
of the British and fifteen per cent of the American ammunition 
expended. Had the war continued into 1919, the Americans, British 
and French had plans to expand their production of mustard gas and 
use of gas shell considerably. The British hoped to support a mobile war 
y use of a sled-mounted projector (a battery of sixteen tubes towed 
y a supply tank) and by dispersing a powerful sternutator, adamite, 
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code-named dm, from its Handley Page bombers, against which the 
German respirator offered no protection. The chemical conflict 
may or may not have become a ‘ubiquitous condition of warfare on 
the Western Front’,® but, by mid-September 1918, Canadian forces 
were encountering mustard-gas attacks every night, regardless of the 
atmospheric conditions as the German tried to disrupt their offensive 
preparations. Throughout that month Canadian gunners endured 
‘continuous chemical bombardments’, suffering 2,389 casualties, of 
whom 344 were due to gas, and throughout the ‘Last Hundred Days’ 
of open warfare, the Canadian forces suffered ‘both physically and 
mentally’, losing at least 2,500 casualties to gas. 36 

In his excellent study of the Canadian gas experience, Tim Cook 
underlines the utility of gas both offensively and defensively. From 
the seizure of Vimy Ridge (9-13 April 1917), where Canadian gunners 
pounded the German artillery with gas to consolidate their triumph, 
they honed their gas drills thereafter. By integrating gas shelling 
into their fire-plans, the Canadian artillery employed it to bombard 
German batteries, deny jumping-off points for German infantry, 
disrupt lines of communication, damage morale and degrade the 
Germans’ ability to fight. In the successful actions at Hill 70 (15 August 
1917) and later at Passchendaele (30 October-io November 1917), gas 
provided crucial assistance in Canadian counter-battery work and in 
harassing enemy jumping-off points. Similarly, in preparing for the 
breakthrough at the Canal du Nord (27 September-i October 1918), 
the Canadians bombarded German gun positions in Bourlon Wood 
with some 17,000 gas shells over fifteen days before launching another 
7,600 lachrymatory and lethal gas shells into the woods on the morn- 
ing of the successful attack. In this assault, and in others spearheaded 
by the Canadians in the ‘Final Push’, they restricted their number of 
gas casualties by virtue of the intense gas doctrine drilled into the 
men by the Canadian Gas Services. Even so, Cook concedes that gas 
caused acute psychological fears and depressed morale, not only 
among victims but also among those who tended those casualties - 
stretcher-bearers, medical staff and padres. Gas encumbered logis- 
tics, particularly in the removal of casualties to the rear, disrupted 
communications and crippled fighting efficiency whenever men had 
to fight wearing their respirators. 37 

To claim, nonetheless, that gas failed because it failed single-hand- 
edly to break through the trenches is to measure it by an unreasonable 
yardstick. Gas was only introduced because conventional ordnance 
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had failed Co break the deadlock in 1915, and neither the tank nor the 
aeroplane 'changed the face of war subsequently. The Germans used 
only nine tanks in their spring offensive of 1918 while the British failed 
to exploit their initial successes with tanks (at Cambrai on 20 Novem- 
ber 1917 and at Amiens on 8 August 1918) because they lost so many 
machines (of the 414 sent into battle on 8 August, only 145 followed 
up one day later and a mere six by 12 August). As John Terraine wrote. 
The German empire was not going to be overthrown by six tanks, 
any more than by Trenchard s ten bomber squadrons at Nancy/ 38 
Chemical warfare was only one of several new forms of war- 
fare introduced during the First World War. Having failed to break 
the deadlock of trench warfare in 1915, it was used increasingly as an 
ancillary weapon to harass the enemy inflict casualties and support 
operations. It was not used on every front - although the British con- 
sidered the use of gas at Gallipoli on several occasions, they rejected 
it because of difficulties in supply, training and employment, and the 
loss of prestige in using gas other than as a weapon of retaliation. Only 
as precautionary measures were several hundred thousand respira- 
tors and some 600 cylinders sent to the Gallipoli theatre: gas was 
not used there. 39 Wherever gas was employed, though, it influenced 
the military experience, not least upon the principal victims - the 
poorly prepared Russians, who incurred horrendous gas casualties 
( 475 , 340 , of whom some 56,000 died), and the Italians, whose disas- 
trous defeat at Caporetto was precipitated by a projector attack upon 
their forces in a gorge at Zaga (24 October 1917). That attack caught 
the Italians by surprise and the gas failed to dissipate because of the 
nearby mountain range, so inflicting heavy casualties and facilitating 
the Austrian advance. 40 Quite apart from these effects, the war had 
demonstrated how chemical weapons could be integrated in methods 
of war. Chemists on both sides had investigated over 3,000 chemical 
substances, selecting 30 for use in combat of which about a dozen 
achieved the desired results. By refining these options, and by devel- 
oping mustard gas that would be used in war 70 years later, they had 
demonstrated the military utility of certain agents. By exploiting this 
r&d and massively expanding their industrial production, the main 
belligerents employed gas increasingly as an ancillary weapon, both 
offensively and defensively. Whether it had become a ‘standard 
weapon' is debatable 41 but few contemporaries doubted that it would 
be used in a future war. 


THE LfeSACY OF OftS WARFARE 

Sabotage with Biological Weapons 

Unlike the large-scale battlefield operations involving chemical 
weapons, those involving biological agents were smaller in scale, covert 
in form, and directed against draft, cavalry and military livestock. 
Launched by the Germans (and possibly the French), these were vet- 
erinary sabotage missions. The German programme was particularly 
ambitious; it was sustained over the period 1915-18 and spread across 
three continents, mainly against neutral suppliers of the allies but 
later against the belligerents as well. The best-documented accounts 
involve the role of German agents, trying to inoculate horses with 
glanders and anthrax in the United States prior to that country's en- 
try into the war, but similar operations were mounted in Argentina, 
Romania, Norway and possibly Spain. By confining the programme 
to livestock, the German general staff sought to circumvent legal 
proscriptions that prohibited the use of pathogens against humans; 
indeed, the German military authorities rejected several proposals 
to employ anti-human pathogens (partly for legal reasons, partly 
for practical concerns lest these weapons act too slowly and unpre- 
dictably, and pose a risk to German troops). 41 

From the summer of 1915 to the autumn of 1916, the first major 
sabotage operation was undertaken on the eastern seaboard of the 
United States. Anton Dilger, a physician, brought the bacilli into the 
country, set up a covert laboratory in the Chevy Chase district of 
Washington, dc, and produced cultures of Bacillus anthracis and Pseudo- 
monas mallei, the causative agents of anthrax and glanders. These 
cultures were suspended in liquid and packaged into tubes for distri- 
bution by Captain Hinsch to German agents, who hired teams of 
men at various shipping points to inoculate remounts destined for 
the allied war effort. The Germans also undertook a similar opera- 
tion in Romania, profiting from the surface transport connection to 
grow cultures in Germany and transport them overland to agents in 
Romania. If the surviving evidence about operations in Norway, and 
possibly Spain, is less conclusive, cultures in the form of ampoules 
embedded in sugar cubes were shipped to Argentina over the period 
from mid-June 1916 to 1918. Unlike the American cultures, these 
cubes were to be used directly for purposes of sabotage. One such 
shipment, thought to be on board a commercial steamship, and 
reportedly concealed in the false lid of a trunk belonging to the 
mistress of the German naval attache, evaded the Royal Navy in a 
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fog and reached Buenos Aires in early 1918. As Mark Wheelis ob- 
serves, The effectiveness of the biological sabotage programme in 
Argentina is, like its American and European progenitors, impossible 
to assess.' 43 

Neither these programmes nor the sporadic sabotage missions 
behind enemy lines on the Western Front were ever on a sufficient 
scale to cause widespread disruption, and the capture of agents often 
terminated the operations. Nevertheless, these activities constituted 
the first organized national programme of offensive biological war- 
fare. Sustained over several years, exploiting a network of German 
agents in three continents, it was the first large-scale clandestine bio- 
logical warfare operation, and one that was directed primarily against 
neutral countries, targeting animals and not humans. All this under- 
scored the diverse potential of biological warfare agents to be em- 
ployed covertly and indirectly as weapons of war. 
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Deterrence and Disarmament: 
Responses to Chemical and Biological 
Warfare, 1919—93 

The ‘war to end all wars’ held out the prospect of fundamental change 
in the conduct of international relations. Politically, the armistice 
agreement committed the United States, its European partners and 
Germany to seek a peace based on the Fourteen Points and speeches 
of President Woodrow Wilson, which included a reduction of national 
armaments ‘to the lowest point consistent with domestic safety’ 
(point 4) and the creation of a ‘general association of nations’ (point 
14). Underpinning many of the post-war hopes were the assumptions 
that enhanced co-operation through the future League of Nations 
would reduce international tensions, obviate the recurrence of arms 
races, and remove the incentives for waging aggressive wars. Such 
aspirations complemented beliefs that the world must never witness 
another conflict that replicated the nature, scale and costs of the 
Great War. That war had inculcated a loathing of the new ‘horror’ 
weapons - not only recourse to chemical and biological weapons but 
also the indiscriminate killing of civilians by submarine attacks on 
allied and neutral shipping, and the bombing of civilians far behind 
the battle lines from aircraft and dirigible airships. Both the rapidly 
expanding capacities of bomber aircraft and submarines, and the 
weakening of legal and moral distinctions between attacking com- 
batants and non-combatants, underlined popular fears that warfare, 
if unchecked, could precipitate a descent into barbarism. Prominent 
among these fears were concerns that civilian populations would 
face new perils from even more lethal combinations of weapons, 
including chemical and biological warheads. 1 Such fears would inspire 
some politicians, writers, artists, poets, journalists and philosophers 
to campaign alongside pacifist organizations not merely for the limi- 
tation and prohibition of certain weapons but also for general and 
comprehensive disarmament. 

Such fears were not shared universally; the British general staff was 
not alone in suspecting that ‘no nation can take the risk of abandoning 
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it [gas warfare] without the absolute certainty - which will be im- 
possible to attain - that it will never be used by an adversary’. 2 In 
both official commentary, and the early interwar writings of Basil 
Liddell Hart andJ.F.C. Fuller, gas was depicted as a weapon standard- 
ized by its usage from 1915 to 1919, one that was relatively humane 
(inasmuch as it achieved effects without causing as many fatalities and 
permanent disabilities as high explosives), versatile (since it could 
be dispersed by tanks, ships and aircraft), and a weapon of the future 
usable in offensive and defensive operations. Although military writ- 
ers often differed about how chemical weapons might be employed, 
and some changed their opinions altogether, 3 they agreed generally 
that their armed forces should retain capabilities to protect them- 
selves from these weapons and, if necessary, to retaliate-in-kind. By 
retaining these capabilities, nations sought to deter recourse to chem- 
ical and biological warfare. 


Interwar Disarmament 

Disarmament, though, took precedence as the British prime minister, 
David Lloyd George, sought to disarm Germany at the Paris Peace 
Conference. He sought reductions in the size of the German army and 
armaments as precursors to general disarmament, his ultimate objec- 
tive, which he considered a means of crushing militarism throughout 
Europe, bolstering peace, and enabling Britain to concentrate upon 
her domestic difficulties. Supported by Woodrow Wilson, they man- 
aged to define the purpose of German disarmament not as a means of 
curbing German power but as a means of ‘render[ing] possible the 
initiation of a general limitation of the armaments of all nations’ 
(preamble to Part v of the Treaty of Versailles). Within this overall 
context, Article 171 of the treaty declared: 

The use of asphyxiating, poisonous or other gases and all 
analogous liquids, materials or devices being prohibited, 
their manufacture and importation are strictly forbidden in 
Germany . 4 

Making progress towards disarmament, whether of all weapons or 
of chemical and biological, proved immensely difficult. A British mis- 
sion sent to inspect the German gas factories of the ig combination 
found extensive evidence of dual-capable processes. Just as many of 
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the war gases (such as chlorine, phosgene and hydrogen cyanide) 
served perfectly legitimate purposes, so the bulk of the plant had ex- 
isted pre-war, producing dyestuffs or pharmaceutical products. Con- 
sequently, as long as Germany was allowed to retain its dye industry, 
part of a policy to create a German democratic bulwark against Bol- 
shevism, other countries would have to retain their chemical industries, 
so preserving a residual capacity to retaliate-in-kind. Unwilling to en- 
gage in unilateral disarmament, the victorious states retained their 
r&d facilities, albeit in Britain’s case, preserving Porton Down on a 
much-reduced scale and in an unobtrusive manner. Nor were these 
states pressed unduly on the disarmament issue by the newly created 
League of Nations. Despite the League’s commitment under Article 
8 of its Covenant to 'formulate plans’ for ‘the reduction of national ar- 
maments to the lowest point consistent with national safety’, and the 
passionate advocacy of disarmament by enthusiasts like Lord Robert 
Cecil (president of the League of Nations Union from 1923 to 1945), 
technical sub-committees of the League reported repeatedly that it 
would be impractical to prohibit the use of gas in war or to limit its 
manufacture in peace. 5 

Nevertheless, the United States, a non-member of the League 
(after the Senate failed to ratify the Treaty of Versailles), proved a 
champion of disarmament, most notably at the Washington Con- 
ference convened in November 1921. Despite the doubts of another 
technical committee about the practicality of gas disarmament, other 
committees deprecated the suffering caused by chemical weapons 
and their threat to non-combatants. When the us delegation, pander- 
ing to popular sentiments, promoted the abolition of gas warfare as 
one of several disarmament measures, the British empire delegation, 
though sceptical about gas constraints but eager for naval arms con- 
trol, found itself in an impossible dilemma. Unable to resist a policy 
in line with the pre-war Hague declarations and Article 171 of the 
Treaty of Versailles, it supported the proposal but reserved the right 
to take precautions against any future violation by an ‘unscrupulous 
enemy’. Article v of the Washington Treaty duly declared that 

The use in war of asphyxiating, poisonous or other gases, 
and all analogous liquids, materials or devices, having been 
justly condemned by the general opinion of the civilized world 
and a prohibition of such use having been declared in treaties 
to which a majority of the civilized powers are parties, 


49 



CHEMICAL AND BIOLOGICAL WEAPONS 

The Signatory Powers, to the end that this prohibition 
shall be universally accepted as a part of international law 
binding alike the conscience and practice of nations, declare 
their assent to such prohibition, agree to be bound thereby 
as between themselves and invite all other civilized nations 
to adhere thereto. 8 

Although this treaty never came into force since France refused to 
ratify the submarine clauses, gas disarmament remained on the agen- 
das of the League and us foreign policy. When the issue was referred 
to a conference on the Control of the International Trade in Arms, 
Munitions and Implements of War, which convened at Geneva on 
4 May 1925, the us delegation seized the initiative again. Its spokes- 
man, Theodore E. Burton, urged the adoption of a convention that 
practically reproduced the wording of the Washington Treaty but 
extended it to include a ban on the trade in war gases. On the advice 
of another technical committee, deprecating any regulation of the 
trade in dual-use chemicals, the latter point was jettisoned, but, in 
passionate debates, several states supported the American resolution 
and the Polish representative advocated the inclusion of bacteriolog- 
ical as well as chemical warfare. Forty-four states, including the United 
States, France, Germany, Poland, Italy, Japan and the British empire, 
duly signed the Geneva Protocol on 17 June 1925, affirming that 

Whereas the use of asphyxiating, poisonous or other gases, 
and of all analogous liquids, materials or devices, has been 
justly condemned by the general opinion of the civilized 
world; and . . . the prohibition of such use . . . shall be uni- 
versally accepted as part of International Law, binding alike 
the conscience and the practice of nations . . . [and shall] 
extend this prohibition to the use of bacteriological methods 
of warfare, and agree to be bound as between themselves 
according to the terms of this declaration. 

By only banning the use of chemical and biological weapons, the pro- 
tocol was a distinctly limited agreement. It failed to address the r&d, 
production, possession or transfer of such weapons, avoided any ref- 
erence to how the agreement could be verified or enforced, and 
allowed states who ratified it to enter one or both of the following 
reservations: first, that it was binding only in relation to other states 
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who were a party to the protocol, and second, that it would cease to 
be binding whenever enemy states used gas warfare. In effect, the 
Geneva Protocol became known as a no first use’ agreement. 7 

Although 43 states ratified the protocol in the interwar years, 
several, including Britain, entered reservations, and both the United 
States and japan failed to ratify it at all. The failure of the United States 
Senate to ratify the protocol was both a major surprise and a blow to 
the credibility of the agreement (since Japan followed the American 
policy). Hitherto the results of opinion polls in the United States, 
supported by the declared views of General Jack Pershing at the 
Washington Conference, and the readiness of the Senate to ratify the 
Washington Treaty in 1922, had indicated the depth of popular antipa- 
thy towards poison gas. Yet in the Senate debate of 1926 proponents 
of chemical warfare, marshalled by Major-General Amos A. Fries of 
the Chemical Warfare Service, campaigned formidably against the 
protocol. His briefing of sympathetic senators, and supply of copious 
testimony from the Veterans of Foreign Wars, the Association of Med- 
ical Surgeons and the American Chemical Society, prompted the 
chairman of the Senate Foreign Relations Committee to withdraw 
the treaty from the Senate’s consideration. 8 It remained with the 
committee until 1947, when President Harry Truman withdrew the 
executive’s request for Senate action on it. When resubmitted by 
President Richard Nixon on 19 August 1970, it was eventually ratified 
in 1975. 

Nevertheless, the disarmament movement, driven on by Lord 
Cecil and others, ensured that the abolition of gas warfare remained 
on the international agenda, first in the Preparatory Disarmament 
Commission (1926-30) and then in the World Disarmament Confer- 
ence (1932-6). In neither forum was much progress made, largely 
because disarmament became subsumed within broader, and more 
important, debates about security. The latter reflected the differing 
priorities of Britain, reluctant to become committed in Europe, and 
France, primarily concerned about her security vis-a-vis Germany. 
French anxieties reflected at least partially the many violations of the 
disarmament clauses of the Treaty of Versailles by Weimar Germany, 
not least in her collaboration with Russia under the Treaty of Rapallo 
(1922). 9 By the time of the ill-fated Disarmament Conference, over- 
shadowed by the Manchurian crisis and Adolf Hitler’s rise to power, 
Franco-German differences were becoming acute. While Germany 
demanded equality of treatment in matters of disarmament, France 
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refused to countenance any agreement without the security guar- 
antees that neither Britain nor the United States would supply. In 
these circumstances there was scant prospect of reaching any agree- 
ment upon gas disarmament, whether Cecil's proposal to abolish all 
weapons that would assist the offensive or President Herbert Hoover's 
sweeping disarmament plan. When Germany eventually withdrew 
from the conference in October 1933, and announced its decision to 
leave the League of Nations, the prospects for gas disarmament were 
left in ruins. 


cbw Rearmament in the 1930s and ’40s 
Opposition to cw disarmament did not derive primarily from a de- 
sire to employ poison gas offensively. Although scientists, like J.B.S. 
Haldane, and some military commanders championed the use of gas 
as a normal weapon 10 - and it would be used against the Bolsheviks, 
and in several Third World conflicts during the 1920s and '30s (see 
chapter Three) - the scepticism reflected doubts about the practi- 
cality of relying upon international agreements that could be neither 
verified nor enforced. In attaching reservations to their ratifications of 
the protocol, most of the great powers affirmed their right to protect 
their own citizens and soldiers against gas attacks and to maintain a 
capacity to retaliate-in-kind if necessary Similarly, preserving the option 
of gas preparedness underpinned much of the American opposition 
to the protocol. Yet preserving such options did not ensure that appro- 
priate expenditure would follow, especially as no interwar us admin- 
istration envisaged military commitments in Europe. For Britain, the 
return to 'normalcy' after the war had produced wholesale demobi- 
lization, and slashed defence expenditure, a trend accentuated by the 
Locarno agreements (1925) and the entry of Weimar Germany into 
the League of Nations. Any research on chemical weapons at Porton 
had to be done ‘under the rose', and it was not until the gas bombing 
of the Italo-Ethiopian War (1935-6) that interest in gas preparedness 
revived. As the Prime Minister Stanley Baldwin observed: ‘if a Great 
European nation, in spite of having given its signature to the Geneva 
protocol against the use of such gases, employs them in Africa, what 
guarantee have we that they may not be used in Europe?' 11 

Given the proximity of the great powers, and their capitals in 
Europe, air defence assumed an overwhelming priority. In Britain, 
where the response of local authorities was at best uneven, the 
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government assumed increasing responsibilities, establishing anti- 
gas schools at Falfield and Easingwold in 1936 and 1937 to train the 
instructors, who then trained volunteers in the Air Raid Precautions 
(arp) service. In 1937 it secured the passage of the Air Raid Precau- 
tions Act that compelled local authorities to prepare measures of local 
defence, and authorized the mass production of civilian gas masks. 
It distributed 38 million during the Munich crisis (September 1938), 50 
million by the beginning of the war, and 1,400,000 anti-gas helmets 
for babies and two million ‘small child's respirators’ by January 1940. 
The aim was not merely protection for individual citizens, but also 
the bolstering of public morale (in the hope of mitigating panic if gas 
attacks ensued), and deterrence by publicizing the scope of these pro- 
visions. By contrast, French arp provisions emphasized collective 
protection and the defence of the capital. They included the con- 
struction of public shelters in the Paris Metro, the approval of 60,000 
cellars as shelters and the preparation of an evacuation plan for Paris. 
Civilian instruction and training paled by comparison with the British 
and German standards; indeed, Germany formed an Air Defence 
League with thirteen million members, aided by 5,000 schools and 
28,000 instructors . 12 

Chemical rearmament in peacetime was a more formidable 
undertaking, partly because states were seeking to resolve interna- 
tional sources of tension and partly because it had to compete for 
scarce resources with other forms of military expenditure. It was also 
peculiarly complex, requiring critical choices and trials over several 
years to determine which chemical agents and weapons to develop 
and how they might be used alongside high-explosive and incendiary 
bombing. In some states, too, this required the construction and test- 
ing of the requisite manufacturing and storage capacity, involving 
additional plants, charging units, roads, rail and sewage facilities. In 
Britain, this proved a lengthy process for which Treasury approval 
was not forthcoming until 3 February 1939, so leaving Britain with a 
minimal stock of about 500 tons of gases when war broke out. France 
had production facilities for adamsite, mustard and lewisite at Le 
Bouchet but the large-scale production plant at Soussens remained 
incomplete by July 1940. In Germany, where Gerhard Schrader had 
discovered nerve gases - tabun in 1936 and sarin in 1938 — the tabun 
plant at Dyhernfurth, started in September 1939, would not begin 
production before April 1942 and the sarin plant, not authorized until 
1942-3, was unable to begin production before March 1945.® 
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Of all the European powers, the Soviet Union had the potential 
to be more prepared for chemical warfare than any other. Motivated 
by Russia’s horrendous casualties in the First World War, and by the 
allied gas attacks in I 9 i 9 > the Soviet Union had every incentive to develop 
its cw capability. After the Treaty of Rapallo, it had access to German 
expertise and technology (until banned by Hitler in 1933), and with the 
foundation of the Military Chemical Agency of the Red Army under 
General jacov M. Fishman in August 1925 it had an organization re- 
sponsible in peacetime for the activities of chemical troops and pla- 
toons, anti-gas defences, cw r&d institutes, and the production and 
supply of cw materials. From the early 1920s civilian and military in- 
stitutes, particularly the Moscow-based Chemical Scientific Research 
Institute, undertook R&d, while the testing facility at Tomka near 
Shikhany became the focus for studies of aerial spraying apparatus, 
mustard gases with enhanced persistence, decontaminants, toxic smoke 
generators, gas shells, protective clothing and various cw agents, espe- 
cially those suited to cold weather conditions (including a mixture of 
mustard and lewisite). 

The German engineer and entrepreneur Dr Hugo Stolzenberg 
tried to build the first Soviet mustard-gas plant at Samara (later 
Chapaevsk) but, after its failure in 1928, Professor E. I. Spitalskij and 
the Chapaevsk manager launched a crash programme, building five 
factories by 1932. Thereafter the Soviets developed an extensive cw pro- 
gramme, encompassing the weaponization of fifteen chemical agents, 
an impressive array of anti-gas equipment, numerous ground and 
aerial delivery systems, and the integration of chemical weapons, 
albeit on a secondary level, into the operating doctrine devised by 
Marshal Nikolaevich Tukhachevskii and embodied in the 1936 Pro- 
visional Field Service Regulations, In 1937, though, the Stalinist purges 
undermined much of this work by executing twenty per cent of the 
Soviet military leadership and purging three-quarters of the high 
command, among them Marshal Tukhachevskii and General Fish- 
man. Tukhachevskii’s innovative doctrine was dismissed as bourgeois’ 
and subversive’, but the cw infrastructure remained. 14 

Covert preparations and intelligence misperceptions compounded 
the difficulties of rearmament. Such factors detracted from the ability 
of the great powers to choose priorities and allocate appropriate re- 
sources to mitigate the perceived threats from potential belligerents. 
Just as British intelligence completely missed the German discovery 
of nerve agents, confidently quoting a Polish assessment in 1937 that 
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ho highly effective new gases have been discovered’, so it failed to 
grasp Hitler’s disdain for a form of warfare that had injured him in 
1918, and the feeling within the German cw fraternity that its rearma- 
ment programme, launched in the mid-i930S, was fifteen development 
years behind those of the allies.’ 5 

Intelligence gaps and fears of enemy intentions and capabilities 
were even more prominent in the preparation for biological war- 
fare. Memories of German biological sabotage efforts in the Great 
War stimulated an active French r&d and testing programme in the 
early 1920s under the leadership of Andre Trillat, director of the 
Naval Chemical Research Laboratory. Mutual fears and suspicions 
festered between Germany and the Soviet Union, as the Treaty of 
Rapallo never fostered any bw collaboration between them. These 
anxieties underpinned the drive of the Red Army to launch a wide- 
spread bw research, development and testing programme under the 
direction of General Fishman. The intelligence fears even became 
public in 1934 when Henry Wickham-Steed, a former editor of The 
Times, published an article in which he claimed that German docu- 
ments had come into his possession that showed that they had con- 
ducted bw testing in the Paris Metro. This both revived the French 
bw programme, which appears to have become dormant after the 
signing of the Geneva Protocol, and prompted the organization of 
the British bw programme under Sir Maurice (later Lord) Hankey in 
1936. The British programme was defensive until the outbreak of 
*%ar, whereupon it became increasingly offensive in orientation, 
both in laboratory research and field testing, pursued partly with 
Canada and later the United States. Eventually the uk acquired a 
modest retaliatory capability of five million cattle cakes contamin- 
ated with anthrax spores, intended for use against livestock in the 
event of a biological attack on Britain.’ 6 

Ironically Germany was probably the least prepared of all the 
European great powers for biological warfare. Despite the sabotage 
efforts during the Great War, Germany’s military scientific experts 
were not convinced that biological warfare was feasible until they 
gained access to French research and testing data following the fall 
of France in 1940. Even so, German biological warfare languished 
under Hitler’s personal interdict against any bw offensive research, 
which precluded the option of retaliating in kind. The ban persisted 
despite alarmist (and largely inaccurate) intelligence reports about 
the bw activities of Britain, Canada, the Soviet Union and later the 
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United States, and despite encountering localized bw sabotage by 
Soviet and Polish resistance groups in 1943- Confined to a defensive 
remit, German bw research included aerial trials in the dispersal of 
Colorado potato beetles but never collaborated with the other axis 
powers. While Italian bw research and open-air testing remained rela- 
tively limited, the Japanese bw programme was probably the most 
extensive of all programmes in the Second World War (see chapter 
Three). British fears of German-Japanese collaboration proved un- 
founded as the Japanese and German officials exchanged little mater- 
ial, with the former never revealing the scope of the bw operations 
in China. 17 

Dr Heinrich Kliewe, the leading German bacteriologist who eval- 
uated the French bw programme, which included research on anthrax, 
brucellosis, tularaemia and animal diseases, the loading of bombs and 
projectiles with bacteria, and the examination of bacterial aerosols as 
a usable means of attack' , feared the Soviet bw programme above all 
others. As launched by Fishman, the Soviet strategy had involved a 
crash programme of r&d across the numerous institutes of the min- 
istries of Health and Education. This led subsequently to the creation 
of larger and more specialist institutes in the Moscow and Leningrad 
areas under the control of the Red Army, and the use of Vozrozh- 
demya Island in the Aral Sea as a testing ground for large-scale bw 
experiments and tests on slow-acting' agents (1936-7). Like its chemi- 
cal counterpart, though, the bw programme suffered from the Stalinist 
purges, which removed both Fishman's leadership and many of the 
leading bacteriologists and microbiologists, who were charged with 
treasonable sabotage activities. 19 

Arguably the most sustained progress in bw research occurred 
in the allied camp. The Anglo-Canadian defensive research on anti- 
animal and anti-crop diseases began in the mid- to late 1930s, well 
before the American bw programme came into existence in 1942-3. 
All too aware of the uk's vulnerability to bw attack, Hankey secured 
the approval of the cabinet to undertake offensive bw research in case 
Britain had to retaliate-in-kind. Under Hankey 's authorization, Dr 
(later Sir) Paul Fildes, who led Britain's bw programme at Porton, 
shared the results of the anthrax tests on Gruinard Island with 
Canada and the United States in May 1943. 20 Anglo-American liaisons 
were not always harmonious but they assisted the fledgling American 
bw programme, which began in the summer of 1942 in great secrecy 
under the guise of a civilian agency, the War Research Service, 

5<S 


DETERRXN’Cjfi AND DISARMAMJENT,' j 

housed within the Federal Security Agency. Crippled by the lack of 
verifiable intelligence, but fearful lest the axis powers enjoyed a 
ten-year lead in bw activities, the us programme focused initially 
upon bw protective measures and r&d into the wartime feasibility of 
various anti-personnel, anti-animal and anti-plant agents. Once can- 
didate agents were identified, the information was passed onto the 
Chemical Warfare Service (cws) for field testing and pilot plant pro- 
duction. By mid-1944 the cws had received the r&d on all promising 
projects, and by September 1944 the War Department had taken over 
the bw programme as a whole. 

The United States had the resources to develop a far more exten- 
sive bw programme than the United Kingdom, investigating eighteen 
diseases as promising bw agents and two groups of potential herbi- 
cide agents: plant growth regulators and defoliants. It weapomzed 
one compound, ln-8 (2,4-dichlorophenoxyacetic acid) for potential 
use against Japanese rice and other crops, although the war ended 
before this compound or any of the defoliants could be used. The us 
also developed facilities that could follow through on some of the 
laboratory work at Porton and had the potential to mass-produce the 
bw retaliatory agent sought by Winston Churchill (set at 500,000 4-lb 
‘N’ (anthrax) bombs). At Fort Detrick, Maryland, the lethality, infec- 
tiousness and stability of agents disseminated in aerosol form were 
tested. Field testing was undertaken at Horn Island, in the Mississippi 
Sound, and later at the Granite Peak installation, a substation of the 
Dugway Proving Ground, Utah. The mass-production of bw agents 
was planned to take place at the Vigo Plant, Indiana, including the 
British request for ‘N' bombs, but it was still only functioning as a 
pilot plant at the end of the war. J 

Non-use of CBW during the Second World War 
Lack of preparedness was a principal reason for non-use of chemical 
or biological weapons between the major belligerents m the Second 
World War. It affected states to different degrees during the course 
of hostilities but it was particularly apparent in September 1939, and 
at the entry of the United States into the war after the bombing of 
Pearl Harbor (7 December 1941)- Diplomatic declarations to abide by 
the terms of the Geneva Protocol bought limited respite, especially 
in view of the continuing intelligence misperceptions, while the allies 
retained understandable fears about Hitler's intentions and Japanese 
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militarism, the axis powers remained fearful of Soviet cbw capabili- 
ties. However, the startling successes of the German blitzkrieg in the 
early months of the war underscored the advantages of a fast-moving 
assault with conventional forces. Neither Britain nor France could ini- 
tiate gas warfare at this time; their stocks of gas and gas munitions 
were distinctly low and Britain s high-level aerial spraying capacity 
could not easily be employed in the vicinity of allied civilians. Britain 
wished neither to offend neutral American opinion by initiating gas 
warfare nor give the Luftwaffe justification for launching gas reprisals 
against Britain. Moreover, British political and military planners had 
every reason to fear lest a gas war started in one theatre might spread 
to the Mediterranean and Middle Eastern areas, where British anti- 
gas provisions were far less extensive than those at home. 

Yet the prospect of Germans landing on British beaches after the 
fall of France provoked a review of whether gas should be used. While 
senior British officers debated the options of low-level spraying of 
German forces crowded on beaches, and of using liquid mustard 
gas to slow down any breakout, the chronic shortage of gas stocks 
prompted Winston Churchill, who became prime minister on 10 May 
1940, to assume personal oversight of the cw programme. Bereft of any 
moral qualms about using gas, he harried officials, demanding weekly 
reports on gas production and pressing for a rapid build up of gas 
stocks (securing 15,262 tons by 26 December 1941 with 4,351 tons in 
storage and the remainder in a plentiful supply of gas-filled munitions 
for the army and Royal Air Force). By the end of the war Britain had 
amassed 35,000 tons of gas. 21 

Germany entered the war with a larger stock of gas than Britain 
- 2,900 tons and a production capacity of 515 tons per month - but it 
was inadequate for the ambitions of the Nebeltrwppe (gas troops) and 
ig Farben, who wished to avoid the mistakes of the previous war and 
use gas decisively. In their view, decisive results required a massive 
use of gas initially, followed by continuous and uninterrupted attacks 
thereafter to overload the enemy's medical support, exhaust supplies 
of protective equipment and demoralize enemy forces. Accordingly 
ig Farben had to produce vast tonnages of chemical agent, a task that 
would involve twice as many scientists as Britain required and neces- 
sitate twenty factories to accumulate stocks of about 70,000 tons of 
poison gas and a vast array of gas-filled munitions by the end of the 
war. Apart from tabun and sarin, the Germans developed two new 
types of mustard gas (Lost) - sommer-lost for hot climates, winter-lost 


for cold - new gas weapons, and even tested their Vi and V2 rockets 
with chemical warheads. Yet Hitler, irrespective of his personal reser- 
vations about poison gas (and he never visited the cw proving ground 
at Raubkammer), had strategic, operational and logistic reasons for 
resisting the option of first use. Desperate to avoid a war on two 
fronts, and hence the willingness to conclude the Nazi-Soviet pact of 
24 August 1939, he initially sought an accommodation with Britain, 
for which a gas war would have been an extra impediment. When he 
subsequently launched his drive for Lebensraum in the east (6 June 
1941), speed was imperative as German assault forces pressed on 
towards Moscow and the industrial heartland. Any major use of gas 
would have encumbered German logistics as the supply lines length- 
ened from the Third Reich and risked provoking retaliation-in-kind 
from the much-feared Soviet cbw arsenal. The use of the latter became 
increasingly unlikely as the Red Army lost vast amounts of anti-gas 
clothing and equipment in the early defeats and later had to plan its 
counter-offensive on Soviet soil. Soviet first use would have compli- 
cated operations on the Eastern Front, while possibly spreading the 
gas war to other theatres and giving the allies a further reason for 
delaying the Second Front so desired by Stalin. 23 

Deterrence was now the determining factor in the non-use of gas. 
In a broadcast on 10 May 1942, Churchill revealed that Britain had 
made gas preparations on ‘a formidable scale’, and would launch gas 
attacks against the towns and cities of Germany in the event of ‘un- 
provoked’ German use of gas against Russia. On 5 June 1942 President 
Franklin D. Roosevelt, though wedded to no first use of chemical 
weapons, issued a similar warning to Japan, threatening retaliation- 
in-kind if ‘authoritative’ reports confirmed the continuing use of gas 
by Japanese forces in China. In an era of woefully inadequate intelli- 
gence and fears of reprisals, such threats contained an element of bluff 
(as in May 1942 the United States possessed only 1,250 tons of mustard 
gas), but they were taken seriously, as General Hideki Tojo, Japan’s 
war minister, confirmed in post-war interrogation. Japan appreciated 
the huge industrial potential of the United States. 24 

By exploiting its vast resources, and opening thirteen new cw 
plants, including the Pine Bluff Arsenal, Arkansas, and the Rocky 
Mountain Arsenal near Denver, Colorado, the United States accumu- 
lated the world’s largest stock of poison gases (over 135,000 tons) 
and a multitude of gas-filled munitions by 1945. As the allies also 
acquired a growing aerial superiority, this provided cover for their 
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most hazardous undertaking - the D-Day landings of June 1944 - 
and enabled them to reconsider the option of first use from a posi- 
tion of strength. Once again opinion was split: military reservations 
prevailed over Churchill's desire to use gas in retaliation for the V- 
rocket attacks on Britain, and, in the summer of 1945, us military 
planners reviewed the option of chemical attacks rather than further 
costly conventional assaults upon Japanese islands. The American 
debate was only feasible after Roosevelt’s death (12 April 1945), and 
the ending of the war in Europe (7 May 1945), but the planners found 
that huge logistical and time-consuming difficulties would beset any 
movement of gases and munitions from continental United States to 
bases in the Far East. In any event the dropping of the atomic bombs 
upon Hiroshima and Nagasaki (6 and 9 August 1945) ended the war, 
so saving American lives more quickly than the moving of gas stocks 
across the Pacific. 25 

CBW Developments during the Cold War 

Although nuclear weapons came to dominate international relations, 
triggering a massive arms race and serving as the principal means of 
deterrence during the Cold War, chemical and later biological 
weapons retained a prominence that they had not had after the First 
World War. The discovery of large German stocks of highly potent, 
odourless, colourless nerve agents provided a new focus for chemical 
r&d. The Soviets, having captured two plants capable of manufactur- 
ing tabun and sarin, dismantled the plants and removed them to the 
Soviet Union, where they were reassembled. When the United States, 
having deactivated much of its cw programme in the late 1940s, found 
itself embroiled in the Korean War, it restored the wartime status of 
key facilities, notably the Dugway Proving Ground, with an additional 
279,000 acres of land. At the Rocky Mountain Arsenal, it resumed pro- 
duction of artillery shells filled with distilled mustard and constructed 
a secret installation (1951 to 1953) for the mass-production of sarin from 
1953 to 1957. In 1954 British research on nerve agents produced the even 
more potent ‘V’-agent compounds, and shared this information with 
its American ally, us scientists selected one of these compounds, vx, for 
manufacture, producing tens of thousands of tons of the agent in the 
1960s. As the Soviets developed exactly the same agent as the Ameri- 
cans had. East German espionage may have obtained the formula for 
mass-production from the mid-1960s onwards. 26 
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Although Britain abandoned its offensive cw capability in 1957, 
preferring to rely exclusively upon nuclear weapons for deterrence, 
the two remaining superpowers sustained the modernization of their 
chemical arsenals. In the 1950s and ’60s, the United States filled how- 
itzer rounds, mortar rounds, shells, battlefield rockets, bombs and 
airborne spray tanks with mustard or nerve agent. It also produced 
M-23 land mines, containing vx, to counter human-wave infantry 
attacks similar to those encountered in Korea, and cluster munitions 
containing a non-lethal hallucinogenic agent called bz that was later 
abandoned as too unpredictable for military use. Above all, American 
research produced the binary munition in which the warheads or 
bombs contained non-lethal chemicals in two separate compartments 
that did not mix and react to form a nerve agent until after launching. 
These munitions offered the prospect of greatly enhanced safety in 
production, storage, transportation and handling. 27 

Equally extensive were the post-war Anglo-American bw research, 
development and testing programmes. Porton’s Microbiological 
Research Department, housed in a vast new building, completed in 
1951, determined the infectious levels for some fifteen species of 
micro-organisms, and in five secret sea trials using pathogens off the 
Bahamas and the Scottish coast between 1948 and 1955, gained greater 
insights into the airborne travel of aerosol particles. Although Britain 
abandoned its bw retaliatory option in 1957, preferring to rely on a 
nuclear deterrent, subsequent trials using inert particles or harmless 
microorganisms as simulants demonstrated that biological agents 
could be employed strategically against the uk and that they had con- 
siderable potential as weapons of sabotage. The us programme 
involved the development of anti-personnel and anti-crop agents as 
potential weapons. It tested pathogens and simulants in hundreds of 
open-air trials between 1949 and 1969. These included onshore tests 
from ships and releases in urban areas, airports and subway systems, 
with further testing at the Dugway Proving Ground until 1962, in 
Florida and California, and, after 1963, in the Caribbean, Central 
America, and over parts of the Atlantic and Pacific Oceans. The Pacific 
tests confirmed that biological weapons, though much cheaper than 
their nuclear counterparts, had a similar strategic potential, with a 
capacity to spread over a vast area. From 1954 to 1969 the us stock- 
piled anti-crop agents (36,000 kg of wheat rust and some goo kg of rice 
blast pathogen), and manufactured and loaded bw munitions with 
anti-personnel bacteria, viruses and toxins at the Pine Bluff Arsenal. 28 
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On 25 November 1969, at a time when the United States was 
incurring widespread censure for its use of herbicides and riot-control 
agents in the Vietnam War (see chapter Three), President Richard M. 
Nixon announced the termination of the American bw programme. 
In a policy statement that reaffirmed the renunciation of the first use 
of lethal chemical weapons, he extended that policy to include non- 
lethal incapacitating agents and renounced all methods of biological 
warfare (extended to include toxins in the following year). Nixon 
affirmed that the us would destroy its existing agent stockpiles and 
munitions, and convert its biological r&d to focus exclusively upon 
biological defence. In a declaration that effectively halted any further 
production of chemical weapons, Nixon also announced that he 
would resubmit the Geneva Protocol to the Senate for ratification. In 
bowing before domestic public protests and congressional criticism, 
the Nixon administration set aside the findings of its secret research 
and testing programme and claimed that biological warfare posed 
massive, unpredictable and potentially uncontrollable consequences’. 
Heeding the advice of Matthew Meselson, a Harvard professor with 
security clearances, it chose to rely upon the us nuclear deterrent and 
to promote bw disarmament in the hope of deterring smaller nations 
from acquiring a relatively cheap weapons technology with immense 
strategic potential^ 1 


CBW Disarmament and Secret CBW Programmes 

Hitherto chemical and biological disarmament had been debated in 
various fora under the auspices of the United Nations, but in July 
1969 Britain proposed that the two weapon systems should be treated 
separately. The unilateral renunciation of the us bw programme 
enhanced the prospects for reaching a bw agreement, especially as 
the two superpowers were negotiating bilateral strategic agreements 
on nuclear weapons, the Strategic Arms Limitation Talks (salt i). 
Within this spirit of superpower detente, agreement was duly 
reached on the Biological and Toxin Weapons Convention (btwc) of 
10 April 1972, which banned the development, production and stock- 
piling of biological and toxin weapons but permitted defensive bw 
research. Containing no means of verification or enforcement, the 
btwc entered into force on 26 March 1975, and, by 2007, 155 states had 
signed and ratified it, becoming 'states parties’, and another sixteen 
had signed it. 
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At least two states, the Soviet Union and Iraq (see chapter Five), 
were willing to join the treaty regime without any willingness to 
abide by its rules and precepts. Indeed the Soviets proceeded to develop 
the world’s largest and most ambitious offensive bw programme. Its 
roots lay in the aftermath of the Second World War, with the con- 
struction of facilities at Sverdlovsk in 1946 and Kirov in 1953. Further 
r&d institutes were established under the ministries of Defence, 
Agriculture and Health, and under the Biopreparat group, an ostensibly 
civilian pharmaceutical agency which had vast production factories in 
some 40 sites. Altogether 60,000 scientists, technicians and support 
staff worked in over 100 institutions; they produced hundreds of 
tons of classical bw agents, conducted open-air tests of pathogens 
at Vozrozhdeniya Island in the Aral Sea, and filled bombs, rocket war- 
heads, artillery shells and even intercontinental ballistic missiles with 
agents such as anthrax, smallpox and plague. They developed anti-crop 
agents (wheat rust, rice blast and rye blast), anti-animal agents (African 
swine fever, rinderpest and foot and mouth disease virus (fmdv) and 
anti-personnel /anti-animal agents (anthrax and psittacosis). They also 
conducted research on bio-engineered pathogens and combinations 
of several types of microbes. 

Conducted under the greatest secrecy, the Soviet bw programme 
aroused the suspicions of Western intelligence, notably over allega- 
tions that an outbreak of anthrax, causing numerous casualties in 
Sverdlovsk in April 1979, had come from an accident at the bw facility. 
An impassioned debate erupted between the Reagan administration 
and its critics, both internationally and within the United States. In 
1985 an independent commission claimed that us intelligence in this 
area was ‘strikingly deficient’, and that ‘the Department of Defense 
does not have an adequate grasp of the biological-warfare threat’. 30 It 
required two defections to reveal the extent of the Soviet pro- 
gramme, first by a Soviet biologist, Vladimir Pasechnik, to Britain in 
1989, and then by Kanatjan Alibekov, the second-in-command at Bio- 
preparat, who changed his name to Ken Alibek after defecting to the 
United States in 1992. Alibek confirmed that the Soviets had employed 
some 60,000 people in their bw programme, operating in over 70 
facilities. They had not only produced, tested and weaponized trad- 
itional anti-personnel, anti-animal and anti-plant bw agents but they 
had also created genetically altered, antibiotic-resistant strains of 
plague, anthrax, tularaemia and glanders. The research costs had not 
proved prohibitive: ‘A few million dollars. This is what it cost us for 
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making the smallpox-VEE chimera at Vector in 1990 and 1991/ 31 Such 
evidence enabled the United States and Britain to press the Russian 
regime of Boris Yeltsin into admitting that the former Soviet Union 
had violated the btwc systematically. It also conceded that the out- 
break of anthrax at Sverdlovsk had been caused by an accidental 
release from the bw facility (and not a natural outbreak as claimed by 
Soviet propagandists and believed by some Western commentators), 
and that Russia had maintained bw production facilities. President 
Yeltsin, seeking improved relations with the West, promised to close 
down all bw activity and, under a Trilateral Agreement of Septem- 
ber 1992, Russia, Britain and the United States sought to resolve their 
differences over the programme. 

Almost as impressive was the Soviet cw programme, which sur- 
vived the nuclear obsessions of Nikita Khrushchev and emerged as the 
largest and most diverse capability in the world. The large, well-trained 
and equipped Soviet chemical troops, possibly numbering between 
80,000 and 100,000 personnel, eclipsed the 5,000 chemical forces in the 
Bundeswehr and the 9,000 in the us Army. Assigned to front-line com- 
mands and the Air Force, they discharged major duties, often mounted 
in vehicles, in nuclear, biological and chemical (nbc) reconnaissance and 
large-scale decontamination. These troops and the widespread intro- 
duction of collective protection (air filtration and sealing devices) on 
main battle tanks, self-propelled artillery, armoured personnel carriers 
and anti-aircraft guns enhanced the Soviet capability to carry out 
tactical operations in a contaminated environment. Moreover, Soviet 
offensive cw seemed to enjoy a marked growth in investment from the 
mid-1960s onwards, involving at least fifteen r&d centres, the increase 
of storage capacity at nine major sites, and a substantial expansion of 
the testing facilities at the Shikhany Proving Ground. 

This build-up gathered momentum at a time when nato’s doc- 
trine of flexible response emphasized the possibility of a conventional 
phase at the outset of any war in Europe, employing weapons that 
were supposedly more predictable in their effects than chemical 
weapons. As the only retaliation-in-kind could come from the ageing 
cw capability of the United States, the main deterrent to a Soviet 
chemical strike lay in the risk that it might trigger nuclear escalation. 
There was little sign that this deterrent had had much effect upon 
Soviet doctrinal thinking. On the contrary, the Soviets envisaged using 
chemical weapons throughout the entire depth of the combat zone, 
including rear-area attacks upon enemy airfields, nuclear weapon 
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sites, munitions depots, ports, command and control facilities and 
major road and rail junctions. They also seemed equipped to use 
chemical weapons to protect the flanks of fast-moving offensive 
operations, to degrade the combat effectiveness of nato forces that 
would be compelled to wear their protective kit, and to exploit the 
many weaknesses in the hugely variable state of nato’s defensive readi- 
ness. The us Defense Intelligence Agency claimed, too, that the Soviets 
were ready to conduct such operations with chemical munitions 
stored in 32 forward areas in Eastern Europe. 32 

The exact size and composition of the Soviet cw stockpile 
remained a source of intense speculation, even after the announcement 
of Mikhail Gorbachev that the Soviet Union possessed chemical 
weapons in March 1987 (the first such admission), and that it would 
cease further production one month later. Initially, Soviet spokes- 
men declared that the Soviet capability amounted to ‘no more than 
50,000 tons’ of agent (later reduced, without any visible means of 
destruction, to 40,000 tons). This was not only at the low end of West- 
ern estimates but it was also very much smaller than some Western 
estimates of 300,000 tons. When the Soviets subsequently displayed 
‘standard’ chemical munitions at Shikhany in October 1987, sceptics 
immediately noticed that these only included elderly munitions and 
classical nerve agents, mustard gas, lewisite and cs. While the Bush 
administration sought clarification of Soviet data through a Memo- 
randum of Understanding, signed by Secretary of State James Baker 
and Soviet Foreign Minister Eduard Shevardnadze at Jackson Hole, 
Wyoming (22-3 September 1989), Bush wanted to exploit the political 
symbolism of the agreement and to remove the ‘scourge’ of chemi- 
cal weapons (see Introduction). 33 

Although the Bush administration had entered office committed 
to the modernization of the us chemical capability through the devel- 
opment of binary weapons, it knew that these weapons aroused 
fierce controversy in the House of Representatives. Congressional 
opponents had seized upon technical difficulties in the development 
of the Bigeye bomb, and had only authorized funding for the 155 
mm artillery shell, with effect from 16 December 1987. As some of 
these difficulties persisted, congressional opposition to these ‘morally 
repugnant’ weapons grew, enabling the House to block funding for 
the entire programme in 1989. Making a virtue of necessity, and fac- 
ing Soviet demands to terminate the binary programme, the Bush 
administration abandoned the programme as part of a bilateral pact 
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with the Soviets, signed at the Washington summit (i June 1990). By 
this accord, the two superpowers affirmed a mutual cessation of cw 
production and a readiness to exchange data, accept monitoring of 
declared stockpiles, and accelerate their mutual destruction pro- 
grammes as soon as a multilateral ban entered into force. 34 

The pact had little long-term significance. It neither accelerated 
the destruction process (which was thwarted by mounting costs and 
a lack of political will in Yeltsin’s Russia and by safety and environmen- 
tal concerns in the United States) nor galvanized the disarmament 
process in Geneva. For over twenty years diplomats in the Conference 
on Disarmament (and its predecessors) had grappled with the com- 
plexities of cw disarmament without resolving key issues on retaliatory 
use and challenge inspection (a central component of the proposed 
verification regime). The credibility of the negotiations had also been 
put at issue by Iraq’s use of chemical weapons without paying any 
political penalty during the Iran-Iraq War (1981-8). Accordingly, after 
the us-led coalition triumphed in the Gulf War (1991) without any 
recourse to chemical warfare (see chapter Four), spokesmen for the 
Bush administration promptly claimed that chemical weapons had 
lost their former utility. As Ronald Lehman, director of the us Arms 
Control and Disarmament Agency, asserted: 

A lot of nations looked at the Gulf War and have come to 
the conclusion they don’t want to go down the chemical 
weapons path - the risks are too great - and they want to 
make sure nobody else does, either. It is this attitude that has 
given us a boost for the Chemical Weapons Convention . 35 

This may have been a premature judgement (see chapter Four) but the 
Bush administration had to make further concessions and compro- 
mises before it could accelerate the negotiations in Geneva. On 13 May 
1991 it renounced the right to retain a small stockpile of chemical 
weapons for security purposes and the right to retaliate-in-kind. It then 
modified several proposals that the us had formerly required of the 
draft convention, including the dilution of the 'anywhere/ anytime’ 
principle on challenge inspection. By breaking the impasse in Geneva, 
the administration could claim credit for facilitating the negotiations 
that led to the multilateral agreement. A Chemical Weapons Conven- 
tion (cwc) was opened for signature in Paris on 13 January 1993 and 
came into force, when 65 states had ratified it, on 29 April 1997. 


BETERREt®® AND DISARMAMENT 

The Chemical Weapons Convention 
The 174-page document, comprising 50,000 words in the English- 
language version, bans the development, production, use, transfer, 
retention or stockpiling of chemical weapons, and requires the destruc- 
tion of all production facilities and chemical weapons within a period 
of ten years. It established an international body, the Organization for 
the Prohibition of Chemical Weapons (opcw), located in The Hague, 
with a Technical Secretariat of 500 staff, including 200 inspectors re- 
sponsible for the implementation of the verification provisions. These 
provisions encompass the on-site inspection of declared storage and 
closed production sites, the destruction of production facilities (or the 
monitoring of those converted for civilian purposes), the destruction 
of stockpiles of declared agent and weapons, and the routine onsite 
inspection of facilities that handle specific chemicals. These chemicals 
are arranged in three schedules: first, very toxic chemicals that have 
been, or have the potential to be, chemical weapons (but are retained 
in strictly controlled amounts for research, medical, pharmaceutical 
or protective purposes); second, chemicals produced in limited quan- 
tities for peaceful purposes but that could be used militarily or as key 
precursor chemicals; and third, dual-use chemicals produced in large 
amounts for industrial purposes. The routine on-site inspections for 
each of these schedules varied in frequency and intensity. Unprece- 
dented in its intrusiveness, this verification regime, coupled with the 
•scope of a treaty affirming an international norm against the posses- 
sion and use of chemical weapons, attracted the adherence of 182 
states-parties in its first decade of existence. 

The cwc, nonetheless, is a limited agreement. As a voluntary 
treaty between states, it was aimed primarily at the activities of states 
and not sub-state groups such as terrorists. Secondly, it concentrated 
upon chemicals that had been used in war, or those perceived at the 
time as possible candidates for military usage, but many other toxic 
chemicals could be used as chemical weapons or as precursors for 
such weapons. Thirdly, the routine inspections were intended to con- 
firm that the activities at declared plants were consistent with their 
permitted activities, and that the risk of detection would deter the 
diversion of militarily significant quantities of agent for weapon- 
production. These inspections, though, would not necessarily detect 
the diversion of small quantities of these chemicals for the purposes 
of terrorists or sub-state actors (including the use of chlorine tankers 
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as suicide weapons in Iraq in 2008). Finally, the first decade of the 
treaty regime passed without any request by a state party for a chal- 
lenge inspection at any location, whether declared or not, of another 
state party. As making such a challenge would be politically conten- 
tious (and might backfire on account of faulty intelligence or the 
extended lead times allowed for the challenge inspections in the treaty), 
states have sought to resolve non-compliance concerns by bilateral 
discussions. 36 

Politics, in sum, had always figured prominently in the response 
of states to the prospect of chemical and biological warfare. Rarely 
were political leaders supplied with accurate intelligence about the 
cbw programmes of potential adversaries. Often they had to act in 
conditions of considerable uncertainty, seeking to exploit better rela- 
tions with measures of disarmament, whether in the mid-i920s or in 
the wake of the Cold War. Whenever war loomed or occurred, deter- 
rence became a natural response, not least because of the additional 
burdens, the psychological fears and the immense uncertainties asso- 
ciated with any recurrence of chemical warfare. Though biological 
warfare was potentially an even greater threat, whose feasibility and 
area coverage had been demonstrated by all measures short of war, 
chemical warfare had recurred in various theatres throughout the 
twentieth century. The legacy of those conflicts, and the rapid pace 
of scientific and technological change (see chapter Seven), would 
ensure that the use of chemical weapons remained an option beyond 
the signing of the Chemical Weapons Convention. 
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3 

Chemical Warfare in 
Third World Conflicts 


In debates about the utility of chemical weapons, and their purported 
failure in the First World War, critics claimed that these weapons had 
not only failed to prove decisive but that they had also not been assim- 
ilated as 'normal’ weapons of war. Examples of incomprehension 
between scientists and the military, the additional logistic burdens, 
risks and uncertain effects of some cw operations, particularly those 
dependent upon gas cylinders, and the effectiveness of anti-gas defences 
prior to the impact of mustard gas seemingly buttressed the sceptical 
case. Even the German advantage in mustard gas failed to stem the 
allied onslaught in the autumn of 1918; retaliation-in-kind eventually 
followed, gas never reproduced its impact as a weapon of surprise, 
and would not be used in the Second World War (see chapter One). 
Contemporary critics dwelt less upon the shortcomings and burdens 
of chemical weapons than upon their horrific effects, and their poten- 
tial to injure and kill, especially if delivered by aircraft in assaults upon 
defenceless civilians. While such criticism encouraged some states to 
promote disarmament, or at least to adjust their military priorities 
while disarmament diplomacy was underway, recourse to chemical 
warfare persisted, albeit without any blaze of publicity. 

Following the First World War, when the great powers were en- 
gaged in wholesale demobilization, limited intervention on behalf of 
the White Russians posed immense operational and logistical prob- 
lems. Those allied armies based in Archangel and Murmansk faced 
difficult fighting against larger Bolshevik forces in heavily forested 
terrain. Senior commanders pressed for aerial support to drop thermo- 
generators, or ‘M’ devices as bombs, capable of emitting toxic smoke 
clouds containing the vomiting agent adamsite or diphenylamine 
chlorarsine (dm). The sole concern of Winston Churchill, then Sec- 
retary for War and Air, was whether any limited application of the gas 
in northern Russia would reveal the secret of Britain’s new gas weapon, 
but, under pressure from his military advisors, he approved its use. 1 
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His concerns were vindicated inasmuch as Britain lacked sufficient air- 
craft to conduct aerial gas operations effectively in northern Russia. 
In eight bombing attacks from 27 August to 2 September 1919, pairs 
of aircraft, and on one occasion three aircraft, dropped 361 bombs to 
release clouds of toxic smoke, but these clouds were limited in area 
coverage and concentration. As the aircraft were unable to land at 
night, the bombs had to be dropped during the day, and the clouds 
tended to rise and become dispersed by the sunlight. Nevertheless, the 
non-lethal gas caused casualties and panic (as corroborated by enemy 
prisoners), prompting Lord Rawlinson, general officer in charge of 
Allied Forces, North Russia, to claim that ‘the moral effects on the 
enemy was [sic] very great and materially assisted the operations’. 2 
Although the intervention petered out as the allies withdrew, colonial 
powers would review and in some cases exploit their advantage in 
chemical weaponry against local insurgents. 

Interwar Colonial cbw Conflicts 

The defeat of the German and Ottoman empires had led to an in- 
crease in Britain’s imperial responsibilities at a time when she was de- 
mobilizing her forces and reducing her garrison in India. Faced with 
growing commitments in Ireland, Churchill and his military advisors 
looked to technology in the form of air power and poison gas as 
partial substitutes for manpower in imperial policing. As early as May 
1919, the War and Air ministries reviewed the option of employing gas 
bombs against ‘recalcitrant Arabs’ in Egypt. At that time, the Air 
Ministry lacked the requisite ordnance, and feared that it would take 
several months to produce. Military opinion was split; while Major- 
General WG.H. Salmond, the commander of the Middle East Royal 
Flying Corps, deplored the use of gas and contended that conven- 
tional bombs would suffice, the army council favoured the use of ‘gas 
against uncivilized tribes’. Churchill was 

strongly in favour of using poisoned gas against uncivilised 
tribes. The moral effect should be so good that the loss of life 
should be reduced to a minimum. It is not necessary to use 
only the most deadly gases; gases can be used which cause 
great inconvenience and would spread a lively terror and yet 
would leave no serious permanent effects on most of those 
affected, 1 


As the waging of the Third Afghan War (May-August 1919) had 
imposed a considerable strain upon the available manpower, Churchill 
sent Brigadier-General Foulkes to promote the case for chemical war- 
fare in India. After a two-month tour of the north-west frontier, 
Foulkes issued a stream of reports, confirming the potential effective- 
ness of mustard gas in the prevailing high temperatures (where the 
gas would vaporize more rapidly than on the Western Front, causing 
severe inflammation, blistering and skin lesions). He claimed, too, 
that British soldiers could be trained and equipped for gas warfare, 
that the problems of logistics and supply could be overcome, and that 
gas could be used to seal the flanks of attacking columns, to protect 
lines of communication and outpost pickets, and to attack fortified 
positions and enemy encampments. The untrained and unprotected 
Afghans would have to evacuate the combat zone to avoid incurring 
casualties. Although Foulkes convinced several front-line command- 
ers, persuading them to set aside beliefs in the purported chivalry of 
frontier fighting, he had less success with Lord Chelmsford, the 
viceroy, and Sir Charles Monro, the commander-in-chief. Like the 
political authorities in the India Office, they were primarily concerned 
about the political and moral implications of introducing gas warfare 
on the Indian sub-continent. As barely six months had elapsed since 
the disastrous killing of 400 unarmed Indians and the wounding of 
another 1,000 at Amritsar (13 April 1919), their concerns were reason- 
able even if the cabinet proved unwilling to renounce the use of gas 
without an international agreement. Ultimately gas equipment was 
sent to India but only for the purposes of retaliation and not as a 
weapon of surprise or as a means of quelling public disturbances. 4 

In 1920 Britain faced similar problems in Mesopotamia (later 
known as Iraq), which it had gained from the Ottoman empire. Des- 
perate to reduce the costs of garrisoning Iraq, Churchill looked to 
the newly founded Royal Air Force to police the country, backed by 
a limited body of British and Indian troops. Once again Churchill 
favoured using gas bombs that would release a non-lethal asphyxi- 
ating agent, but neither these plans nor the ordnance were available 
when an Arab revolt erupted in the middle of 1920. Large numbers of 
ground troops and reinforcements from India had to quell the upris- 
ing. Although raf squadrons were active before, during and after the 
revolt, undertaking reconnaissance, close support, the dropping of 
food and ammunition to beleaguered garrisons, and providing assis- 
tance in rapid pursuit, communications and in demonstration flights, 
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they did not bomb the rebels with gas. As late as 29 August 1920, only 
weeks before the revolt ended, Churchill was still pressing raf experts 
to work on the development of gas ordnance, including mustard-gas 
bombs. Over a year later, on 16 December 1921, he assured the raf that 
he was ‘ready to authorise the construction of such bombs at once; 
the question of their use to be decided when the occasion arises . 5 
Gas shells may have been used in Mesopotamia with ‘excellent moral 
effect , but the claim that Britain bombed the Iraqis with gases, as 
made by one author, appears to confuse what Churchill wished with 
what was practical at the time . 6 

The Spanish authorities were much less inhibited. After the dis- 
aster at Anual in Spanish Morocco (22 July-9 August 1921), when Rif 
tribesmen massacred some 8,000 to 12,000 Spanish troops, Spain no 
longer wished to rely upon its poorly equipped army, operating in 
difficult terrain, to suppress the Rif revolt. Within a month of the dis- 
aster Spain established contacts with the Reichswehr, and soon signed 
a contract with Hugo Stoltzenberg to construct a mustard-gas plant 
near Madrid that would be named after the king, Alfonso xm. Other 
plants were built to produce gas masks and weapons (both gas hand 
grenades and bombs), and further contracts were signed to procure 
equipment, materials and gas shells from France. In November 1921 
Spain began its gas war. Initially gunners fired shells, emitting phos- 
gene and chloropiciin. Two years later, Spanish pilots began dropping 
toxic bombs in low-level attacks, but had to do so selectively as they 
had only a limited supply. Mustard gas, dispersed by artillery, made its 
introduction reportedly at the battle of Tizzi Azza (15 July 1923), 
where the positive reports prompted military demands for large 
numbers of mustard-gas bombs. By 22 June 1924 the Spanish air force 
began its mustard-gas bombing, dropping 99 bombs (5,000 kilos of 
mustard gas) on the headquarters, house, home town and nearby 
villages of the Abdel Krim, the leader of the Rif revolt. Thereafter it 
launched a succession of massive bombing raids, involving high- 
explosive, incendiary and mustard-gas bombs, upon target areas - 
small towns, villages, often on market day, and cultivated areas dur- 
ing the harvesting season. Although villages were still targeted in the 
final two years of the revolt, 1926 and 1927, the bombing may have 
become more selective, increasingly focused upon fortifications and 
cannon emplacements. 7 

In his excellent account of the Spanish gas war, Sebastian Balfour 
explains that the Spanish authorities sought to conceal evidence of 
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the chemical operations both at the time and retrospectively. Spain 
did not ratify the Geneva Protocol until 1929, two years after the 
colonial war had ended. Spanish military attitudes about the use of 
gas seemed to veer across a spectrum from those who sought revenge, 
and wished to exterminate an enemy deemed ‘uncivilized’ and bar- 
baric in its treatment of prisoners, to those who believed that 
chemical attacks represented the most effective way of bringing the 
revolt to a rapid end, with a minimal loss of Spanish lives. Neither 
expectation was fulfilled. Gas certainly caused casualties, panic and fear 
among its victims, many of whom were women, children and elderly 
people, but the Rif learned to evacuate gassed areas and take to the 
hills. Moreover the gas campaign, according to British, French and Ger- 
man observers, was hardly a model of efficiency. Casualties occurred 
in the gas factories; the bombing was often inaccurate, especially if 
pilots proved unwilling to expose their aircraft to accurate rifle-fire in 
low-level operations; and co-ordination with conventional forces 
often proved defective, so Spanish troops, following gas attacks, suf- 
fered casualties from the vagaries of the wind or from precipitate 
offensives over contaminated terrain. The chemical war, nonetheless, 
acted as a force multiplier, compounding the effects of conventional 
weapons and starvation, thereby causing ‘extreme suffering and want 
amongst Moroccan soldiers and civilians’. If the ultimate victory 
depended primarily upon Franco-Spanish collaboration, without the 
use of gas by the French, chemical weapons had weakened the resist- 
ance of Abdel Krim’s supporters. 8 

Unlike the Spanish, the Italians embarked on their colonial cam- 
paigns of the interwar years with wartime experience of chemical 
warfare and of employing air power in colonial conflict, pioneering 
such activity in the conquest of Libya in 1911-12. Having been driven 
back over several years to the coastal towns of Tripolitania and 
several forts in Cyrenaica, the Italians launched the reconquest of 
both provinces in 1922. Despite the exploitation of tribal rivalries, the 
use of mobile columns and fiercely repressive policies, Italian expan- 
sion into the hinterland proceeded slowly. Over the vast spaces of 
the Libyan desert, air power provided reconnaissance for the plan- 
ning and conduct of ground operations, transported ammunition and 
supplies, removed the wounded, and provided close air support, 
particularly in the pursuit of retreating guerrillas. It also bombed con- 
centrations of the enemy, and in some actions bombed with phosgene 
gas under the orders of Governor Emilio De Bono. Occasionally 
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Caproni aircraft, dropping gas bombs, may have proved effective, 
possibly scaring Zintan tribesmen into surrender in 1925, 9 but gas 
bombing remained a small ancillary component of the aerial oper- 
ations. 'The absence of mass bombing action’, argues John Gooch, 
‘was due not to lack of interest in such activities but rather to the 
fact that the air base at Hon lacked the fuel, explosives and landing- 
fields to support such operations.’ 10 

Benito Mussolini, nonetheless, would ensure that Italian forces 
were much better equipped for the forthcoming invasion of Ethiopia, 
a war that would be described as a ‘civilizing mission’. When Italy 
was criticized over the use of gas in the ensuing hostilities, such 
usage was at first denied and then described as a limited reprisal for 
the emasculation of captured Italian airmen. In fact Italy had prepared 
thoroughly in advance of the gas war, pre-positioning military sup- 
plies in its East African colonies over a period of several years. Over 
1,000 bombs filled with mustard gas were sent to Mogadishu between 
1930 and 1932; some 56,000 artillery shells filled with arsine gas were 
ordered for Eritrea in the summer of 1935 and another 20,000 for Ital- 
ian Somaliland. Between 25 June and 25 December 1935, 45 tons of 
mustard gas, 265 tons of another poison gas and 7,483 gas bombs were 
shipped through the Suez Canal. After the first phase of the war from 
October 1935 to the fall of Addis Ababa, the Ethiopian capital, on 5 May 
1936, the Italians replenished their stocks of gas and bombs and used 
them extensively in seeking to pacify the remaining two thirds of the 
country. Over the next three years at least 459 gas bombs (243 emitting 
mustard gas, 216 non-lethal arsine) were dropped on the Ethiopians . 11 

Gas comprised only part of an arsenal of modern weaponry 
that Mussolini wished to employ decisively in seeking a rapid victory 
in Ethiopia. In launching the invasion, he sought not merely to avenge 
the shame of Adowa (a disastrous Italian military defeat by the 
Ethiopians in 1896) but also to display the military prowess of fascist 
Italy. He had to get the bulk of his army back before the onset of the 
rainy season in the summer of 1936 (and so restore his forces on the 
Brenner Pass) and to resolve the conflict before sanctions passed by 
the League of Nations could take effect or be extended to include oil. 
Determined to use all available weapons, he resolved to exploit Italy’s 
air superiority and its gas capabilities. Nevertheless, Italian forces had 
to experiment with various gases and modes of delivery on account 
of local meteorological conditions. In the north sudden and gusty 
winds, alternating with dead calm or sudden torrential showers, 


diffused vapour clouds, as did the hot equatorial sun rising in the 
daytime in the desert areas of the south. As these conditions mili- 
tated against the effects of non-persistent agents, such as phosgene or 
chloropicrin, the Italians came to rely increasingly upon mustard gas, 
which burnt more rapidly in the hot sun than in European conditions, 
and upon aerial delivery. Initially the aerial attacks involved the drop- 
ping of metal drums, whose thin walls ruptured on contact with the 
ground to leave puddles of agent that experienced warriors soon 
learned to avoid. Thereafter the Regia Aeronautica dropped 100-, 200- 
and 500-kg bombs that contaminated areas up to 200 yards in radius, 
and finally sprayed agent from nine, fifteen or sometimes eighteen 
aircraft so that the gas spread more evenly over much wider areas. 

In a two-front war, gas was employed on both fronts but primar- 
ily in the north as Italian forces crossed the high ground and passed 
through the mountainous defiles, using gas to protect their flanks. 
The Italians also used gas to terrorize civilians in the bombing of 
villages and to interdict enemy supply columns, killing cattle and pack 
animals, as well as frightening camp followers and disrupting com- 
munications. They dispersed gas over large enemy encampments to 
demoralize Ethiopian forces and encourage desertion; and, in major 
battles, followed up the artillery, machine gunners and high-explosive 
bombing by gassing the bare-footed and bare-shouldered warriors, 
thereby turning retreats into routs. Yet the actual effectiveness of 
the chemical attacks remains a matter of dispute as the Italians con- 
cealed evidence of the gas war, the Ethiopians kept few records, and 
most of the journalists on the Ethiopian side never ventured beyond 
Addis. As most of these correspondents had regurgitated optimistic 
reports from the Abyssinians in the earlier part of the war, they 
blamed the unexpected demise of Haile Selassie’s armies, as did the 
emperor himself, upon the ‘deadly rain’. If the gas was easier to 
blame than the emperor’s strategic blunders, and his resolve to seek 
battle against a vastly superior army, chemical weapons proved a force 
multiplier in battle. They helped to drive the Ethiopians from their 
prepared positions and ensured that Selassie’s armies, once beaten, 
could not easily reform and re-engage in further actions. Though the 
gas rarely proved fatal, its effects were horrific to experience and 
observe, and almost certainly undermined Ethiopian morale. 12 
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Chemical and Biological Warfare in China 

East Asia had been spared any recourse to chemical or biological 
warfare during the First World War. Japan’s Imperial Army, though, 
had begun to study chemical weapons and their methods of pro- 
duction as early as May 1918, and Japanese incursions into Siberia 
during the civil war intervention left a recurring fear that the Red 
Army might employ chemical warfare against Japanese forces. Having 
sent military personnel to study gas warfare in France, Germany and 
the United States in the early 1920s, and having followed the United 
States in refusing to ratify the Geneva Protocol, Japan began small- 
scale gas experiments in the late 1920s. A chemical production facility 
was built near the town of Tandanoumi on the island of Okuno- 
shima, and the production of chemical agent began in 1929. The plant 
was expanded in 1933, and again in 1935, by which time it was pro- 
ducing mustard gas, lewisite, several tear gases and hydrogen cyanide, 
all in the strictest secrecy. Trials of offensive and defensive equip- 
ment took place at various sites, including the tropical conditions on 
Formosa, and the army, always more interested in this option than 
the navy or air force, established a Chemical Warfare School at Nara- 
shino in August 1933. It produced some 3,350 cw experts over the next 
twelve years. 13 

Nevertheless, the Japanese failed to establish a balanced, co-ordi- 
nated and fully integrated cw capability. The Imperial Army never 
constituted a Chemical Warfare Service on the American model; its 
r&d programmes, which eschewed liaison with civilian scientists or 
industrial facilities, neither discovered any new gases nor invented 
new munitions; and its productive capacity neither produced rugged 
defensive kit nor sustained efficient, high-volume production. Yet 
when the so-called 'China Incident’ erupted on 7 July 1937, Japanese 
gas units were sent into Manchuria and they served there and in 
other provinces throughout the war until 8 May 1945. The initial 
deployments were cautious, including the Number One Chemical 
Experimental Battalion, and their operations were relatively small 
scale, mounting only nine gas attacks in the first six months of the 
war, all using non-lethal gases. Among the units despatched were a 
field chemical laboratory sent to Shanghai in October 1937 to gather 
intelligence on the lamentable state of China’s anti-gas defences; a 
field gas section of 119 officers and men armed with portable sprayers 
and toxic smoke candles; four chemical mortar battalions; and the 
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Morita Detachment, a battalion of 1,031 officers and men sent to 
support the Central China Expeditionary Force. 

Gas attacks expanded steadily in scope and diversity, with mus- 
tard gas employed against Guomindang and Communist forces from 
the summer of 1939 onwards. Dispersed primarily from short-range 
munitions - candles, gas grenades, mortar bombs and portable 
sprayers - the gas provided support at close range for ground opera- 
tions. Although aerial gas attacks occurred, the close-support on the 
ground, often with weather-dependent weapons, reduced both the 
element of surprise and the scope of combined operations. As cap- 
tured Japanese reports confirm, the Imperial Army employed gas to 
dislodge the enemy from fortified positions, facilitate river crossings, 
clear caves, engage numerically superior Chinese forces in encounter 
battles and, in the most extensive usage, deliver some 375 gas attacks 
during the four-month campaign to conquer Wuhan (12 June-25 
October 1938). The Japanese also used gas defensively in defending 
exposed positions or in covering retreats, and occasionally, as at 
Yichang (October 1941), employed gas shells and bombs to surprise 
the enemy prior to a counter-attack. 14 The increasing recourse to, and 
more diversified use of, poison gas indicates that some field com- 
manders appreciated the utility of gas as a means of exploiting 
Chinese vulnerabilities. If the gas caused relatively few fatalities, 13 and 
periodically failed to have any effect, 16 it could still harass, confuse 
and demoralize an ill-equipped and poorly trained adversary in local- 
ized engagements. 

Potentially biological warfare was an even more effective option 
in a war waged over a vast terrain against a country sorely deficient 
in its public health and sanitation provisions. However Major (later 
Lieutenant-General) Shiro Ishii, who was the driving force behind the 
Japanese bw programme, was originally much more concerned about 
the potential of a weapon whose use had been banned at Geneva. 
Once the Kwantung Army seized Manchuria (1931-2), he had a more 
immediate task of devising a weapon that could be used against the 
Red Army. During the border clashes of i 934 ~ 5 , and the fierce 
exchanges of the Nomonhan Incident (1939), both sides allegedly 
tried to spread diseases and to contaminate water supplies. 17 Ishii, 
supposedly working on water purification and epidemic prevention, 
gained approval from high-level officers in the Japanese Army to 
undertake bw research at centres in Manchuria. Initially he chose 
Harbin and later a village known as Beiyinhe, before acquiring more 
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extensive facilities at Ping Fan (a collection of ten villages, 24 kilo- 
metres south of Harbin). Completed in 1939, this massive installation 
involved some 150 buildings (laboratories, dormitories, administra- 
tive blocks, barracks, barns, a large farm, greenhouses, a prison to 
hold the human test subjects, a power plant, three furnaces, recre- 
ational facilities for the staff and a railway connection to Harbin). It 
housed 3,000 scientists, technicians and soldiers, was self-sufficient in 
livestock, and was protected tightly on the ground and in the air, with 
regular aerial patrols over the plant. Ishifs department, later named 
Unit 731, was in charge of the undertaking, with an annual budget of 
ten million yen and substantial support from civilian scientists. The 
plant had a productive capacity of eight tons of bacteria per month 
and an ability to produce twenty million doses of vaccine per year. 

The staff developed techniques for growing bacteria in alu- 
minium tanks and harvesting them by scraping the tanks with metal 
rakes (a highly dangerous task). They conducted research on human 
reactions to plague, typhoid, smallpox, tularemia, anthrax, botulism, 
gas gangrene, dysentery, glanders, tuberculosis, frostbite and many 
other diseases. The death toll among the victims, known as marutas 
(or ‘logs' by the Japanese), was almost certainly far above the 3,000 
commonly given for Ping Fan. The Japanese conducted laboratory 
research in another eighteen facilities in China, the Dutch East Indies, 
Singapore and Rangoon, and sought to eliminate all trace of their 
activities towards the end of the war. As Sheldon Harris observes, the 
Ping Fan death toll overlooks the deaths in other branch camps 
within Manchuria, another 5,000 or 6,000 killed in factories at Muk- 
den, Nanking and Changchun outside Ishii’s control, and in the 
widespread murders of prisoners and Chinese workers that occurred 
in August 1945 as the Japanese tried to eliminate evidence of their 
experiments before the arrival of Chinese and Soviet troops. 18 

Cultivating and testing pathogens, though, proved much easier 
than developing viable means of dissemination. Ishii's staff examined 
two types of artillery shell, neither of which proved practical, and 
several types of bomb: steel-walled ha and Uji bombs, a ceramic and 
fin-guided Uji bomb, high-altitude Ro bombs supposed to release two 
quarts of bacteria-rich liquid, and a Mother and Daughter bomb, in 
which the daughter cluster was released on a radio signal from the 
mother bomb. Unit 731 also conducted (by their own admission) at 
least twelve field tests over civilian communities in China. In aerial 
operations, they dispersed contaminated wheat, millet and bits of 
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paper, plague-infested fleas, and experimented with dropping bacter- 
ial bombs from low altitudes. Saboteurs spread bw materials among 
Chinese forces and civilians, lacing wells with typhoid, injecting 
people with germs instead of vaccines, releasing rats with plague- 
infested fleas, and injecting chocolate bars, dumplings and sweet 
cakes with anthrax and typhoid. 

Unit too, operating out of Changchun, worked closely with the 
Intelligence Division of the Kwantung Army in conducting many of 
these field tests and sabotage missions in the period 1940-42. Largely 
experimental, the tests proved of limited value as the Japanese never 
developed an efficient means of large-scale dissemination. In one 
ghastly act on 20 August 1945, after the official Japanese surrender, six 
members of Unit 100 infected 60 horses with glanders at their former 
headquarters, and then released them, along with hordes of rats 
infected with plague germs and other pathogens, into the Chinese 
countryside. The resulting epidemics left parts of Changchun and 
nearby towns uninhabitable until the mid-1950s. Yet the Japanese bw 
programme was notable primarily for the data gathered on tissue 
pathology from human experimentation. Once they were aware that 
this information might be available, us interrogators would offer 
immunity to Ishii and many of his colleagues in exchange for the data 
about the Japanese bw programme. 19 

Cold War Conflicts and Allegations 

As the Cold War ensued, controversies attending chemical and bio- 
logical warfare multiplied, often becoming a focal issue in the 
propaganda battle. The American debriefing of Ishii and his co-prac- 
titioners in the bw programme, which took several years, proved the 
first bone of contention. By promising immunity from war crimes 
indictments, and by refusing Soviet requests to interrogate Ishii and 
the other Japanese scientists, the Americans had to keep the evidence 
on human experimentation secret. The Soviets, though, had overrun 
the ruined Japanese facilities in Manchuria and captured twelve Japan- 
ese officers, including General Yamada Otozoo, commander-in-chief 
of the Kwantung Army, and other ranks, all of whom either knew 
about or were directly involved in the bw programme. When the 
Soviets conducted a show trial of these men at Khabarovsk (25-30 
December 1949), they produced a comprehensive account of the acti- 
vities of Unit 731 and Unit too. The United States sought to dismiss 
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this evidence as a mere distraction from the controversy over the fate 
of an estimated 376,000 Japanese soldiers and civilians captured by 
the Soviets. 20 

This dispute resurfaced during the Korean War (1950-53) when 
the Chinese and North Koreans alleged that the United States had 
waged biological warfare against them. First raised briefly in a radio 
cablegram to the president of the un Security Council on 8 May 1951, 
the Communists then launched a massive propaganda campaign on 
22 February 1952, carefully timed to coincide with a dispute over the 
release of prisoners during the Panmunjon negotiations. Led by offi- 
cial protests from the ministers for foreign affairs of North Korea 
(Pak Hen Yen) and China (Zhou Enlai), the campaign fomented world- 
wide protests from every Communist government and media outlet, 
supported by supposedly 'impartial' investigations by scientists, inter- 
national lawyers and radical journalists, including the newspaper 
editor John W Powell, and the Canadian clergyman James G. Endi- 
cott. Although only one of many atrocity charges against the United 
States and its un allies, the bw allegations came to dominate the clos- 
ing months of the war. 

The Communists alleged that the United States had dispersed 
diseases from the air, and occasionally by artillery shells, and that air- 
craft had sprayed bw agents or dropped bacteria-laden bombs, 
containers or other packages throughout the target area. Numerous 
witnesses came forth, claiming that they had seen us aircraft drop- 
ping these bombs or containers that released a multitude of vectors, 
including flies, fleas, spiders, mosquitoes, butterflies, feathers, cotton 
wool, paper envelopes, clams, infected animals and even infected pan- 
cakes. From these carriers came a multitude of reported diseases: 
plague, anthrax, cholera, smallpox, encephalitis, typhoid and rick- 
ettsia, among others. Laboratory tests purportedly confirmed some 
of the evidence, with claims that the diseases or epidemics had erupted 
out of season or in anomalous circumstances or had been eradicated 
in the recent past, and that some of the insects appeared specially 
bred. Finally, the Chinese released confessions from captured Amer- 
ican airmen, four of whom were interviewed by an International 
Scientific Commission . 21 

Disconcerted by these charges, the initial American response was 
of dignified silence, followed by indignant denials from us Secretary 
of State Dean Acheson on 4 March 1952. Neither these denials nor 
similar protests from the un Command, the un Secretary General, 
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Trygve Lie, and the overwhelming majority of un members proved 
sufficient. Only scientists and journalists who had the approval of the 
Chinese and North Korean authorities were allowed to investigate 
the evidence, and the un was barred from undertaking any investiga- 
tion. Meanwhile the reputation of the United States suffered from a 
continual onslaught in every un forum. Although it never lost any 
votes, the United States could neither prove a negative nor determine 
the truth amidst the myriad of allegations. Faced with Soviet accusa- 
tions that the us had neither ratified the Geneva Protocol nor 
renounced the use of biological warfare, and that it had both shel- 
tered Japanese bw war criminals and used their expertise in their 
active bw programme, us spokesmen emphatically denied any use of 
biological weapons. They claimed that the alleged incidents involved 
naturally occurring diseases in wartime, and that the discovery of 
‘new’ species reflected scant understanding of the natural insect fau- 
nae of North Korea and China, and the effects of a government- 
induced flurry of entomological collecting. 22 They also defended 
their bw programme as a prudent, defensive precaution within the 
Cold War, a more practical option than relying on the paper 
promise’ of the Geneva Protocol. If the United States could never 
prove its case conclusively, even with recantations from captured air- 
men after the war, there are good reasons for doubting that the us 
initiated biological warfare in Korea. As John Ellis van Courtland 
Moon argues, such an operation would have broken with the exist- 
ing policy of ‘retaliation only’ and required presidential approval. 
President Harry S. Truman would have had to give his consent 
despite the popular revulsion against this option in the United States 
and the qualms of European allies opposed to first use. He would 
also have risked escalation in a local war, in which all manner of re- 
strictions had been placed upon us conventional bombing and naval 
operations, at a time when the us was more concerned about the 
longer-term needs of defending Europe. 23 

Controversy would again bedevil the United States when it 
employed riot-control agents and herbicides in the Vietnam War. 
Although the United States had supplied irritant agents to the Army 
of the Republic of Vietnam (arvn) as early as 1962, the first use by 
American forces occurred on 23 December 1964 when cs grenades 
were air-dropped in an abortive attempt to rescue American prisoners 
in An Xuyen Province. Described initially as a weapon of self defence, 
cs possessed an operational potential that was soon revealed. On 
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5 September 1965, Lieutenant-Colonel Leon Utter ordered the 2nd 
Battalion, 7th Marine Regiment to use cs in the first tunnel dearance 
exerdse, securing the emergence of 400 people, including women 
and children held by the Viet Cong, from a complex of tunnels, 
bunkers and ‘spider' holes without serious injury. Military Assistance 
Command promptly sought, and received permission (on 3 Novem- 
ber 1965), to use riot-control agents more extensively in support of 
military operations. This authority was delegated to subordinate 
commanders. 24 

Once approved for purposes of area denial, cs and cn gases 
became highly flexible as weapons of choice, spawning refinements 
in munitions, delivery systems and the agents themselves. In tunnel- 
clearing operations the burning-type cs grenades would be used with 
smoke grenades and later a portable blower, the mio6 Riot Control 
Agent Dispenser, dubbed Mighty Mite. As even these systems proved 
limited in clearing the multi-level tunnel systems, many of which had 
air locks, us forces detonated bags or cardboard containers filled with 
powdered csi to disperse an agent that could remain effective in a 
sealed tunnel for several months, just as the powdered csi was more 
durable than the aerosol cs, so csi coated with silicone and known as 
CS2 proved more resistant to moisture and could remain active in the 
field for several weeks. To maximize its impact, csi or CS2 was often 
disseminated in bulk over known or suspected base camps, rest areas, 
or infiltration routes from CH-47 helicopters, with locally fabricated 
racks that could dispense 30 55-gallon drums, each containing 80 
pounds of cs. The us Army also dispensed cs from the e8 riot con- 
trol launcher, the XM-630 cartridge for the 4.2-inch mortar, the m 79 
grenade launcher and the XM-631 projectile for the 155 mm howitzer. 
For longer-range aerial operations, us forces employed the M-5 bulk 
agent disperser, the XM-15, XM-165 and E-158 canister launchers and the 
BLU-52 chemical bomb, cs became so valued as a tactical weapon that 
the us Army purchased 13,736,000 pounds over the period from Fiscal 
Year 1964 to Fiscal Year 1 969, 15 

American commanders found that cs could be employed effec- 
tively in a whole array of offensive and defensive missions. Quite 
apart from using it to clear bunkers and caves, they employed it in 
suppressing enemy fire around helicopter landing zones, in the 
reduction of enemy resistance prior to taking prisoners, in releasing 
civilian hostages seized by the Viet Cong, and in support of house- 
to-house fighting, including Operation Hue City (3 to 15 February 
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1968). Defensively, they found cs even more useful in the perimeter 
defence of fixed installations, in protecting patrols against ambush, 
and in reconnoitring suspect areas within the tropical rain forest 
(where conventional firing was often blunted by the trees and failed 
to penetrate dug-in positions). American forces utilized cs to break 
contact with the enemy, as a favourite tactic of the North Viet- 
namese Army was to ambush small us forces and stay close to them 
to escape air or artillery counter-attack. Similarly, air rescue units 
found that cs could assist in the retrieval of wounded personnel or 
airmen shot down in enemy-controlled territory. Yet the life-saving 
purposes of cs, as promoted in press briefings, 26 represented only 
part of their tactical properties. Just as American tactics became 
increasingly systematic, so cs dispersal, often in vast quantities, 
became integrated into ‘search and destroy’ missions; it dislodged 
the enemy from entrenched positions and heavily forested terrain 
into the open, followed by artillery bombardments, B-52 bombing or 
sweeps of the targeted area by infantry forces. As these tactics in- 
curred increasing controversy, Rear Admiral William E. Lemos 
admitted in congressional testimony that cs had become an ancillary 
weapon ‘authorized for use in combat’. 27 

Spraying herbicides for the purposes of defoliation and crop 
destruction was another response to the peculiar demands of fighting 
in Vietnam. The Americans had developed and tested anti-plant 
agents for possible use against the Japanese during the Second World 
War, and the British had experimented with herbicides when fight- 
ing Communist insurgents in Malaya. Faced with similar problems 
that the Americans would encounter in Vietnam, British military 
authorities had sought the assistance of ici in providing herbicides 
that would clear roadside vegetation (to reduce the scope for 
ambushes) and destroy the crops grown by the insurgents. Within six 
months ici had tested and supplied appropriate chemicals, sodium 
trichloroacetate and a mixture of Trioxone and diesolene (to kill 
crops and keep the soil infertile), and spraying commenced using fire 
engines at selected roadside ambush sites and helicopters in crop 
destruction missions (1952-3). However, a shortage of helicopters and 
the indeterminate nature of the results (including the difficulty of 
distinguishing the crops of insurgents from those of peasants) lim- 
ited the scope of the aerial operations. British forces also found that 
it was cheaper to cut trees by hand than spray with expensive chem- 
icals ($664 per mile as against $1,700 per mile for chemical spray). 28 
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The Americans were not so constrained. After testing various 
herbicides and spraying systems in 1962, President John F. Kennedy 
approved requests from the government of South Vietnam that us 
assets and expertise should be deployed in crop destruction missions. 
As approved on 2 October 1962, this was to be a restricted pro- 
gramme carried out by South Vietnamese personnel, but, as the 
American involvement in the war deepened, particularly after the 
Tonken Gulf incident (August 1964), the first American aircraft, carry- 
ing temporary South Vietnamese markings, flew crop destruction 
missions (3 October 1964). The restrictions on herbicides operations 
were gradually relaxed as the area of operations was expanded. By 
December 1965, American aircraft, principally the twin-engine c-123, 
later designated the uc-123, began spraying the trails and footpaths of 
the Ho Chi Minh Trail in southern Laos; by the following year they 
were spraying along the Demilitarized Zone that separated North 
Vietnam from South Vietnam in the hope of uncovering infiltration 
routes and supply depots. In 1967 Operation Ranch Hand reached its 
peak, defoliating 1,486,4 46 acres of vegetation and destroying 221,312 
acres of crops, and over the period from 1962 to 1971 as a whole, it 
sprayed nearly six million acres of South Vietnam. 29 

Of the 18.85 million gallons of herbicides sprayed over Vietnam 
and adjacent areas, nearly 88 per cent was devoted to defoliation. 
Spraying Agent Orange and Agent Purple (which included mixtures 
of phenoxy acids, like 2,4-D and 2,4, 5-T), and Agent White (which 
included a less volatile form of 2,4-D and picloram for longer-term 
forest destruction) served a multitude of purposes. It defoliated a 
swathe several hundred yards wide along roads, railways, other lines 
of communication and tax collection points to reduce the scope for 
ambushes. It enhanced the defence of base perimeters by opening 
fields of fire and by facilitating observation from outposts. It revealed 
enemy base camps or bunkers, forcing him to move to avoid aerial 
observation, and uncovered infiltration routes, compelling the 
enemy to move by night or by different routes if he wished to avoid 
photographic surveillance and aerial bombardment. By 1968, the 
heavy use of spraying had denied the enemy cover in War Zones c 
and d and in Boi Loi Woods; increased the security of allied forces 
whether in base camps or moving along water and land routes of 
communication; and compelled the enemy, as confirmed by captured 
Viet Cong, to avoid certain areas and waste time and resources in 
non-combatant tasks, such as re-locating camps or waiting for the 
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hours of darkness. Accordingly a us military subcommittee, report- 
ing to us Ambassador Ellsworth Bunker, recognized ‘the military 
worth of defoliation beyond any doubt’. 30 

Crop destruction, primarily employing Agent Blue (which con- 
tained a too per cent solution of cacodylic acid) for the destruction of 
rice crops, did not merely deny food to the Viet Cong and North Viet- 
nam Army units. It diverted some of their manpower from combat 
missions to food production and food transportation. It compelled 
some farmers and their families to abandon contaminated fields and 
flee from the Viet Cong to government-controlled areas, where food 
and clothing was available. This deprived some Viet Cong of both 
food and labour and compounded the burdens upon their transporta- 
tion networks. Yet these benefits were largely notional. Even at its 
peak, in 1967, when the crop destruction programme constituted 
fifteen per cent of the herbicidal effort, it destroyed only about 1.75 
per cent of the South Vietnamese rice crop. It had not seriously 
encumbered the Viet Cong, who grew only about ten per cent of 
their own food and confiscated supplies to make up for any deficien- 
cies. Indeed, several wartime reports concluded that the crop 
destruction programme had proved largely counter-productive. As 
civilian farmers and their families bore the brunt of the spraying, crop 
destruction left a lasting sense of bitterness over the loss of food and 
the product of many months of labour and cultivation. 3 ' 

Even so, the controversy over the herbicidal programmes ranged 
far beyond their perceived effectiveness. As early as 1964, the Federa- 
tion of American Scientists had denounced the herbicidal missions as 
field-testing for chemical and biological warfare. 32 They were followed 
by groups of American and other scientists, who condemned the use 
of herbicides as immoral, indiscriminate in their effects since they 
attacked combatants and non-combatants alike, and as such liable to 
erode the barriers to the use of more lethal chemical weapons. Some 
anguished, too, about the ecological consequences of the herbicide 
campaign, prompting the Department of Defense and the American 
Association for the Advancement of Science to commission several 
wartime studies. After fears surfaced that some of the chemicals 
might damage human health, the programmes were suspended tem- 
porarily from 15 April 1970, with the last crop destruction mission 
flown on 7 January 1971. Engulfed by the swirl of adverse publicity, the 
programme was neither likely to be resumed nor repeated after the 
profusion of post-war lawsuits from Vietnam veterans, attributing 
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physical and behavioural changes, cancers and birth deformities 
among their offspring to the effects of Agent Orange . 33 

Coinciding with the American gas operations in Vietnam was the 
gas bombing of royalist villages in the Yemen by the Egyptian air 
force. Authorized by President Gamal Abdel Nasser, these gas oper- 
ations were directed against his ideological enemies, the royalists, 
who opposed the republican regime in Yemen. After an experimental 
gas attack upon the village of al Kawma on 8 June 1963, Egyptian gas 
bombing became more systematic in 1966, with a major chemical 
attack upon the village of Kitaf on 5 January 1967 and more sustained 
gas attacks until the Six-Day War with Israel began in the following 
June. The gas attacks supported the more extensive and costly con- 
ventional attacks, launched on the ground and in the air. By June 1967, 
the royalists claimed that their people had suffered over twenty cw 
attacks and more than 400 fatalities from poison gas. Despite corrob- 
oration in the western press, and protests from the Saudi government, 
the un Secretary General U Thant had refused to intervene, and, 
after the war with Israel, Egyptian planes resumed their attacks upon 
royalist villages with mustard gas and phosgene-filled bombs. While 
the United States, having recognized the Yemen Arab Republic, was 
preoccupied in Vietnam, Egypt encountered little more than moral 
condemnation from newspapers and parliamentarians in the United 
Kingdom. No state wished to intervene in an inter-Arab war from 
which Egypt was willing to withdraw after the Khartoum summit of 
August 1967. 34 

Controversy over chemical and biological warfare erupted again 
in the last decade of the Cold War. Within a few years of the end of 
the Vietnam War, refugees fleeing into Thailand alleged that the Viet- 
namese had employed chemical weapons in Laos since 1975 and 
Kampuchea since 1978. H’Mong refugees from Laos described how air- 
bursted rockets and spraying had released poisonous clouds over their 
villages. Western journalists described these clouds as yellow rain’ 
because they were often, though not exclusively, yellow in colour, and 
sounded like raindrops as they fell on the roofs of huts and surround- 
ing fields. As further charges of chemical warfare emanated from the 
mujahideen after the Soviet invasion of Afghanistan, several govern- 
ments investigated these charges. The Reagan administration made the 
first charges when Secretary of State Alexander Haig informed the 
Berlin press association on 13 September 1981 that the United States had 
gathered physical evidence to substantiate the allegations, specifically 


samples containing three highly toxic mycotoxins. However the man- 
ner of the announcement (as a last-minute insertion into a speech 
about nato to forestall press revelations about the mycotoxin evi- 
dence), the nature of the evidence presented in a subsequent briefing 
(leaf and stem samples from Kampuchea), and assertions that the tri- 
chothecene mycotoxins were not indigenous to the region aroused the 
scepticism of some journalists and scientists.® 

Thereafter the us State Department published a series of reports 
claiming that bombs, spray, rockets and artillery had delivered several 
hundred chemical attacks upon Laos, Kampuchea and Afghanistan, 
spreading an array of chemical agents, including a rapid-acting inca- 
pacitant, as well as the mycotoxins. Eyewitnesses, journalists, defec- 
tors, doctors and ‘national technical means’ established the time and 
place of the attacks. The reports were corroborated from other 
sources, including film of reported chemical attacks by a Dutch jour- 
nalist, Bernd de Bruin, in the Jalalabad area (15 and 21 June 1981), and 
cross-checked with knowledge of the Soviet cbw data base and infor- 
mation from the corresponding data base of the United States. More 
physical evidence was gathered from two gas masks, five environmen- 
tal samples and biomedical samples (blood, urine and/or tissue) from 
sixteen individuals, showing the presence of trichothecene myco- 
toxins in Laos, Kampuchea and Afghanistan. The State Department 
insisted that the evidence and accompanying control samples had 
been collected, transported and analysed properly in independent 
laboratories. 36 

Although other Western governments conducted their own sur- 
veys of alleged attack sites, they failed to find anything other than 
circumstantial evidence that cw attacks had occurred, and un investi- 
gation teams, denied access to the war zones, had to rely upon the 
voluminous circumstantial evidence. After several thorough investi- 
gations, the Canadians eventually detected the presence of mycotoxins 
not only in samples handed to them from the war zones but also in 
the blood of Thais who were not the victims of chemical attacks. 
Sceptical scientists, including Matthew Meselson, now focused upon 
the pollen found in the ‘yellow rain’ samples analysed by Thai, Cana- 
dian and Australian scientists. As the spots of ‘yellow rain’ resembled 
the natural excreta of bees of the genus Apis, and as Meselson demon- 
strated that the bees swarmed and defecated in Thailand, he argued 
that the ‘yellow rain’ was a natural phenomenon. In other words, at 
the time when the bees were swarming and illness was occurring 
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from people eating mouldy bread, eyewitnesses erroneously linked 
the two actions with rumours of poison falling from the sky . 37 

The State Department and its scientific advisors demurred. They 
maintained that this alternative hypothesis left many questions unan- 
swered - about the evidence from gas masks and water which 
contained no pollen, the coincidence of the reports of ‘yellow rain' 
emanating solely from war zones after over-flights or attacks with 
artillery or rockets, and the many reports of illness and death . 38 Yet 
they were unable to resolve the controversy in the absence of inde- 
pendent investigations or incontrovertible evidence (such as intact 
munitions or remnants of munitions containing compounds used 
exclusively as cw agents). Only timely and unimpeded access to the 
sites of the alleged attacks could have facilitated this sample collec- 
tion but many of the reported attacks occurred in remote areas 
(other than in Kampuchea) or required long journeys (sometimes 
twenty days in Laos) before refugees could bring samples or seek 
medical treatment. Moreover, as the preferred mode of the reported 
attacks in Laos and Afghanistan involved aerial spraying, it left nei- 
ther munitions nor canisters for post-attack recovery. 

Ironically the Cold War ended, as it began, with a propaganda bat- 
tle, fuelled by allegations of chemical or biological warfare. Unable to 
prove their cases conclusively, the main protagonists relied on the 
manner in which they presented their allegations, the quality of the 
evidence, and a limited degree of external support. The controversy 
sparked in both cases, like the bitter debates aroused over the use of 
riot-control agents and herbicides in Vietnam, underscored the polit- 
ical costs of using these ancillary weapons or of alleging their usage. 
However effective tactically, as chemical weapons undoubtedly were 
in one-sided Third World conflicts, where the victims often lacked any 
means of defence and still less of any ability to retaliate-in-kind, the 
political costs often seemed to outweigh these tactical benefits. 
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The Proliferation of Chemical 
and Biological Weapons 


Concern about the proliferation of chemical (and later biological) 
weapons erupted in the 1980s and ’90s, reflecting anxiety about the 
number of states that possessed these weapons or had a capability to 
produce them. Spokesmen for the Reagan administration, referring 
to classified intelligence information, began a process that has been 
sustained by successive us and allied governments, all of them allud- 
ing to a phenomenon whose momentum has varied over time but 
still appears to be underway. In giving evidence on 5 February 2008 
before the us Senate Select Committee on Intelligence, J. Michael 
McConnell, the Director of National Intelligence, affirmed that 

the ongoing efforts of nation-states and terrorists to develop 
and/or acquire dangerous weapons and delivery systems 
constitute major threats to the safety of our nation, our 
deployed troops, and our friends. We are most concerned 
about the threat and destabilizing effect of nuclear prolifera- 
tion. We are also concerned about the threat from biological 
and chemical agents . . . The time when only a few states had 
access to the most dangerous technologies has been over for 
many years. Technologies, often dual-use, circulate easily in 
our globalized economy, as do the scientific personnel who 
design and use them . . . We assess that some of the coun- 
tries that are still pursuing wmd programs will continue to 
try to improve their capabilities and level of self-sufficiency 
over the next decade . 1 

As the statement implies, proliferation is an evolutionary and 
developmental process. It derives from both political will, embodying 
a desire to improve military capabilities (and thereby reflects qualita- 
tive as much as quantitative desires for the states concerned), and 
from a diffusion of scientific expertise and technology, part of the 
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industrialization of the developing world that cannot be easily 
arrested. Where the statement of McConnell differs from many pre- 
vious statements is in its level of generality and lack of precision 
about how many states were engaged in the process. In the 1980s and j ; 

’90s, when us administrations first sounded the tocsin over chemical 
proliferation beyond the Soviet Union, they were more emphatic. In y j 

statements and briefings spokesmen described a rapidly growing phe- j j 

nomenon from about five or seven states possessing or seeking to y j 

possess chemical weapons in the early 1960s to about 20 by 1989." j 

They also named various states engaged in the process, many of > j 

whom were in the Middle East, north Africa and Asia. Amplified in 
the popular press, these charges provoked predictable denials from if 

many of the states concerned and fuelled propaganda disputes. 3 Sim- J 

ilar statements on bw proliferation appeared more slowly, possibly 
reflecting the difficulty of determining the intent of clandestine pro- 
grammes, but by 9 February 1989, Dr Barry j. Erlick, a bw weapons JT 

analyst for the us Army asserted that ‘The number of nations hav- :f | 

ing or suspected of having offensive biological and toxin warfare j 

programs has increased from 4 to 10 since 1972/ In the same hearings j 

Judge William Webster, then Director of the cia, claimed that ‘at 1 

least 10 countries are working to produce previously known and j 

futuristic biological weapons'. He added that ‘at least 15 developing { 

countries will be producing their own ballistic missiles' by 2000, and |g| 

that ‘one of the causes for alarm here ... is not only the proliferation I 

of chemical and biological weapons, but the development of new j 

means of delivering them, particularly ground-to-ground missiles.' 4 ' J 

The Proliferation Debate j 

just as the ‘yellow rain' controversy provoked a vigorous debate, the j 

proliferation charges aroused scepticism among certain scientists and j 

political opponents. Critics neither denied that proliferation had ! 

occurred (as was evident in the Iran-Iraq War, see chapter Five) nor * j 

denied that it was potentially serious, but they chided officials over . I 

the way in which they presented their findings. As secret intelligence j 

is not normally released into the public domain, whether in published j 

statements or in off-the-record briefings, some suspected ulterior j 

motives. S. J. Lundin, Julian Perry Robinson and Ralph Trapp sug- 
gested that these aims might have included boosting support for the 
expanding market in chemical protective equipment or mobilizing j 


support for binary rearmament. 5 Such suspicions not only lacked sub- 
stantive evidence but more importantly seemed less perceptive as 
official warnings about proliferation continued long after the demise 
of the binary programme. 

Gordon Burck and Charles Floweree, co-authors of a substantial 
work on chemical proliferation, worried about the quality of infor- 
mation released to the public. The summaries of intelligence reports, 
they feared, might give only the conclusions of the authors and not 
the ‘nuances and qualifications' that underpinned their analyses. 
Even the latter might be inherently limited if the ‘bulk’ of the infor- 
mation was derived from National Technical Means (ntms), that is, 
surveillance systems that can monitor the least concealable facets of 
a cw programme — anti-chemical equipment, exercises and delivery 
systems. The latter, they argued, might not indicate an offensive pro- 
gramme, and ntms would prove much less useful in determining the 
intent of an r&d programme or the products of some production 
facilities. Where the proliferation claims involved unverifiable allega- 
tions of chemical attacks in civil wars or in inter-state conflicts, they 
also suspected that the allegations might serve diverse propaganda 
purposes. Yet verifying circumstantial evidence was inherently difficult. 
On 12 June 1992 a un mission reported on its investigation of the 
alleged use of chemical weapons within Mozambique. It had found 
effects on soldiers ‘consistent with the use of an atropine-like chem- 
ical warfare agent and also with severe heat stress', and could not be 
more precise because a ‘considerable delay’ had elapsed between the 
alleged attack and the investigation. 4 

Compounding this element of uncertainty was a bewildering 
array of assertions about the scale and rate of proliferation. Initially 
officials, in ‘on the record’ briefings, refrained from identifying the 
specific countries involved and simply quantified the numbers in- 
volved. However these numbers, deriving from the differing estimates 
of various intelligence agencies, varied from briefing to briefing. On 
1 March 1988 the Director of Naval Intelligence, Rear Admiral William 
O. Studeman, revealed that ‘Worldwide, some ten countries possess 
a chemical warfare capability. As many are known or thought to be 
actively seeking it'; eight days later. Dr Thomas Welch, Deputy Assis- 
tant to the Secretary of Defense, maintained that ‘at least 16 countries 
have an offensive chemical warfare capability’. 7 Pressed by several 
commentators to provide more detailed briefings with states listed 
under categories such as ‘known cw states’, ‘probable cw states’. 
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'seeking to possess cw states’ and ‘doubtful cw states’, officials pre- 
sented increasingly candid and specific reports. On 24 January 1989 
Major-General William Burns, then director of the Arms Control 
and Disarmament Agency, distinguished between a capacity to pro- 
duce chemical weapons (as possessed by some twenty states, including 
the two superpowers) and stockpiles of chemical weapons (as retained 
by ‘a handful, five or six’ besides the two superpowers). 8 

Julian Perry Robinson, though, was still not satisfied. In several 
articles he belaboured us and British spokesmen for their use of 
‘muddy language’. He asked what was meant by ‘possession’, when 
officials distinguished between states that possessed such weapons or 
were ‘actively seeking to acquire’ them. Similarly he wondered 
whether the term ‘chemical-capable’ meant anything more than hav- 
ing an industry capable of producing these weapons, or even what 
was meant by the term ‘chemical weapon’ as this could include obso- 
lete munitions or a ‘research tool for assessing chemical threats or for 
developing antichemical protection’ or chemical agents that were not 
usable as weapons. 9 Ultimately he envisaged the introduction of a 
Chemical Weapons Convention as a potential remedy and a remedy 
that was within reach. 10 

In answering the critics, Judge Webster confirmed that intelli- 
gence agencies rarely favour public disclosure. ‘Much of the 
information’, he affirmed, ‘that is currently being developed is quite 
sensitive and could readily be attributed to a limited number of dis- 
crete [sic] sources . . .’. Public disclosure, moreover, could lead to a 
‘slippery slope’ whereby once an accusation is made, ‘more proof is 
called for, and then people who have been entrusted with the infor- 
mation are sometimes not as discrete [sic] as they might be.’ 11 Doug 
Feith, a Deputy Assistant Secretary of Defense (Negotiations Policy), 
had anticipated many of the criticisms from within the scientific 
community. In June 1984, he had argued that the likelihood of cw 
proliferation and increased cw use was ‘symptomatic of the con- 
tempt in which international legal norms are held’, and that it was 
unrealistic to respond to ‘apparent and proven treaty violations’ by 
demanding absolute standards of proof. 12 Nevertheless, the debate 
proved productive inasmuch as the official reports became increas- 
ingly specific and informative. In August 1993, the us Office of 
Technology Assessment published a voluminous report on the Pro- 
liferation of Weapons of Mass Destruction: Assessing the Risks. In 1996 
and 1997, the Office of the Secretary of Defense issued reports on 


Proliferation: Threat and Response, with accounts of proliferation devel- 
opments in various regions and the Pentagon’s response. 

During the 1990s, the Clinton administration began to evaluate 
the phenomenon in light of the dissolution of the former Soviet 
Union, and the possibility of so-called ‘rogue regimes’ acquiring sen- 
sitive equipment, weapons, materials or expertise from the former 
Soviet Union. Identifying certain states as ‘rogues’ because they pur- 
portedly had scant commitment to the existing international order 
was bound to be controversial but, in the wake of the Gulf War 
(1990-91), in which Iraq had defied the un Security Council, it high- 
lighted problems in the post-Cold War era. Iraq was not the only 
regime intent on acquiring weapons of mass destruction, whose 
behaviour was hard to predict and difficult to deter. Iraq had also 
been a party to various disarmament regimes, and a target of inter- 
national bodies seeking to control the export of sensitive materials 
and dual-purpose equipment, and yet had made considerable progress 
with its wmd developments (see chapter Five). 

Although the Chemical Weapons Convention had entered into 
force in 1997, it did not remove the threat of chemical warfare recur- 
ring. The convention has enabled states like Russia, the United States, 
India, South Korea, Albania and, after considerable pressure, Libya 
to declare their cw stocks for destruction and another twelve states to 
report cw production facilities, but it has not been implemented rig- 
orously. In the absence of any challenge inspections suspicions remain, 
as reflected in a report to Congress (20 February 2008) that several 
countries may still be developing or producing chemical weapons. 
They include some signatories (China and Iran), as well as several 
countries that have not ratified the convention (Egypt, Israel, Syria 
and North Korea). On 26 October 2002, Russia also revealed that its 
special forces retain undisclosed gases when they employed a fen- 
tanyl-based gas to end the hostage siege at the Palace of Culture in 
Moscow. The gas accounted for all but five of the 129 fatalities and 
injured many more. 13 

Finally, several states remain listed in unclassified sources as 
possessing a bw capability. Just as the Soviet Union and Iraq denied 
possessing such a capability, none of the states concerned have admit- 
ted possession but the possible possessors include China, Cuba, Egypt, 
Iran, Israel, North Korea, Russia, Syria and Taiwan. Some of these 
suspicions dated from reports in the 1990s when Libya and Iraq were 
also listed among potential bw proliferators but, upon subsequent 
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inspection, neither Libya nor Iraq was found to possess an active bw 
programme. The bw allegations, therefore, have to be treated with 
reserve, and the vagueness of McConnell's report in 2008 reflects the 
caution induced by recent intelligence failures. 14 

Proliferation Motivations 

Underpinning any acquisition of chemical or biological weapons is 
the relative ease and cheapness of their production. Proliferation is a 
derivative of industrial development, particularly the diffusion of sci- 
entific competence and the requisite technology from the richer to 
the less developed parts of the world. As many of the requisite chem- 
icals and manufacturing equipment are dual-use, and have perfectly 
legitimate applications in commercial production, the expansion of 
petrochemical, fertilizer, pesticide and pharmaceutical industries 
enhanced the feasibility of proliferation. Some industrial chemicals, 
like phosgene and hydrogen cyanide, could serve directly as cw agents 
as they did in the First World War. Other widely used chemicals 
could be used as precursors, like thiodiglycol in the production of 
mustard gas or phosphorus oxychloride in the production of tabun. 
As these agents were deliverable from various munitions, including 
artillery shells, rockets, aerial spray tanks, gravity bombs and surface- 
to-surface missiles, they could prove effective against an enemy lacking 
in protective equipment or poorly trained in how to use its kit. More- 
over, if the enemy was highly vulnerable, say a small insurgent force 
operating in a localized area, massive quantities of chemical agent 
might not be necessary. As Gordon Vachon argued, the production 
of nerve agents is not ‘beyond the reach of certain developing states’, 
and the dissemination of these agents by available delivery systems 
is ‘well documented in the open literature'. 15 

In any case, large quantities of biological and toxin agents could 
be produced rapidly by the process of fermentation. Anthrax bacteria 
can be produced from seed culture in 96 hours, and, with new com- 
puterized systems, the process can produce greater yields and higher 
quality products than in the past. As the relevant materials can be 
obtained from natural sources, such as infected wild animals, soil or 
infected food, and as most of the essential production materials and 
equipment can be acquired legitimately for vaccine development on 
the open market, concealment is eminently possible. ‘The ultimate 
objective,’ asserted Erlick, ‘be it vaccine or weapon, depends on the 
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intent of the user. Most production facilities utilizing micro-organ- 
isms, including pharmaceutical plants and even breweries, can be 
converted to produce biological or toxin agents in a matter of hours, 
with modest prior provision.’ 16 Compared with the development and 
production costs of nuclear weapons or a mass chemical warfare 
arsenal, the basic r&d and production costs of an effective bw capa- 
bility (on account of its relative potency on a weight-for- weight basis 
and potential area coverage) are likely to be far less expensive. 1 * 

Chemical or biological weapons have often been described in 
populist commentary as the ‘poor man’s atomic bomb’. The termi- 
nology reflects not merely the tendency to describe nuclear, chemical 
and biological weapons collectively as weapons of mass destruction 
(wmd) but also the relative differential between the costs and difficulty 
of producing cbw and those of acquiring fissile material and manu- 
facturing nuclear weapons. Developing a chemical or biological 
weapons capability may serve as a deterrent in its own right (as 
chemical weapons did for the major belligerents during the Second 
World War) or as a stepping-stone towards the acquisition of a nuclear 
weapons capability. Once a state has the latter it might be willing to 
jettison chemical weapons (as in the case of Britain in the 1950s) or 
biological weapons (as in the case of the United States in 1968). Even 
if a state was about to demonstrate that it possessed a nuclear 
weapons capability (as in the case of India in 1998), it might still 
reckon that it could derive some political benefits from declaring its 
cw programme in June 1997 after joining the Chemical Weapons 
Convention, without sacrificing its deterrent. Alternatively, if lacking 
a nuclear weapons option, states as in the Middle East and Iran might 
still link nuclear, chemical and biological weapons, arguing that they 
needed such weapons to deter local adversaries or that they could not 
disarm in one category unless their adversaries disarmed in all these 
categories too. 18 

More fundamentally, developing countries might simply be im- 
pressed by the military utility of chemical or biological weapons, 
regarding them as potential ‘force multipliers’ to offset the more 
powerful or larger conventional forces of an adversary. Taiwan, fac- 
ing a formidable threat from the People’s Liberation Army, may have 
considered this option, 19 and Iraq almost certainly made similar calcu- 
lations when faced with Iran’s human wave attacks (see chapter Five). 
Underpinning this potential was the linkage between states thought 
to be seeking chemical or biological weapons and those known to be 
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building, acquiring and / or testing surface-to-surface ballistic missiles. 
Even if the missiles had ranges of less than 1,000 kilometres, they 
might still serve as highly attractive delivery systems on account of 
their speed, range and ability to penetrate an enemy's defences. In the 
context of historic inter-state rivalries, whether on the Korean penin- 
sula or in parts of the Middle East, relatively short-range missiles might 
seem perfectly adequate, especially if an enemy's capital city or other 
high-value targets lay within range. Moreover, in coupling chemical 
warheads with ballistic missile systems, states may be able to construct 
an infrastructure upon which it could, with suitable refinements, sub- 
sequently develop a nuclear weapons delivery system. Even if this is 
not the aim, it might affect enemy perceptions and so act as deter- 
rent (or encourage an adversary to develop anti-tactical ballistic 
missile defences, develop a capacity to threaten retaliation-in-kind, 
or, as Israel has done, launch pre-emptive strikes, most recently 
against a suspected nuclear site in Syria on 6 September 2007). 20 

Finally, states may desire chemical or biological weapons to 
counter insurgency operations. Employing chemical or biological 
agents against internal insurgents may seem cost-effective as the oper- 
ations carry no risk of retaliation, economize on the use of manpower 
(particularly against guerrillas located in remote and inaccessible 
strongholds), and may inflict heavy casualties upon unprotected 
fighters, their families and civilian supporters. The delayed and insid- 
ious effects of a covert bw operation, especially if it involved the use 
of an agent that was indigenous to the area attacked, would lend 
itself to deniability by the perpetrator. The South African cbw pro- 
gramme of the 1980s reflects some of these assumptions. Launched 
initially with the aim of protecting the South African Defence Force 
as it engaged the Soviet-backed forces of the mpla (Popular Move- 
ment for the Liberation of Angola), and their Cuban allies, it evolved 
into the development of crowd control and covert assassination 
weapons for use against the enemies of the state. Dr Wouter Basson 
of the 7th South African Military Health Service Medical Battalion 
took charge of the programme known as Project Coast, which 
involved the development, testing and production of chemical agents 
at the military front company, Delta G. Scientific, and bw products at 
Roodeplaat Research Laboratories (rill). Evidence and documents 
presented to the South African Truth and Reconciliation Commis- 
sion (1998), and at a subsequent trial of Dr Basson (1999-2002), in 
which he was acquitted on all counts of complicity to murder, fraud 
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and dealing in drugs, indicates that his team was working on a range 
of chemical and biological agents. Although Delta G. Scientific had 
produced chemical agents on a fairly large scale, rrl had neither 
devised any weaponization plans for its bw agents nor conducted 
aerosol tests. 

For the South African military and police requirements of the 
1980s, natural vectors appeared to be adequate, namely water, food, 
alcohol and similar products. Among the bio- weapons provided were 
beer contaminated by botulinum toxin; coffee- or peppermint- 
flavoured chocolate laced with anthrax and botulinum toxin; salmonella 
hidden in paraquat bleach, whisky and sugar; thallium-contaminated 
whisky; and Camel cigarettes with anthrax-spiked filters. Supposedly 
designed for training purposes, some commentators believe that they 
were used against activists of the African National Congress or the 
bases of the South West African People's Organization in Namibia. 
There were also plans to develop an anti-fertility vaccine for South 
Africa’s black population but the vaccine was never produced. What 
is unclear from the surviving evidence is how effective these weapons 
were, if they were used as various commentators allege. 21 

Implications of Proliferation 

When Western governments first sounded the alarm about the 
growth and extent of the proliferation of chemical and biological 
weapons, they did so at least in part because these weapons remained 
potentially useful, not least in the developing world. Even if the states 
in question had been the victims of cbw attacks in the past, their lead- 
ers might not share the reservations forged and shaped by historical 
or cultural memories of the chemical conflicts in the First World 
War. They might actually resent Western strictures on such matters 
as examples of selective morality after the Western states failed to 
curb the spread of nuclear weapons within parts of the developing 
world. 22 Moreover, the issue of battlefield predictability might matter 
much less in some of these theatres than it did in central Europe dur- 
ing the height of the Cold War. Any one-sided use of chemical or 
biological weapons might not encounter any significant anti-chemical 
defences, still less civil defences (other than in a state like Israel), and, 
depending upon the context, it might not risk any nuclear escalation 
either. An appropriate choice of agents and modes of dispersal would 
have to allow for topographical and meteorological factors, and in 
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some operations the effects of these weapons could be magnified by 
psychological fears and civic disruption. Even if these weapons did 
not always function as instruments of mass destruction, they might 
function effectively as weapons of terror. 

As both chemical weapons and ballistic missiles had been used 
in the Iran-Iraq War (see chapter Five), there was understandable 
concern about the ability of some states to combine chemical or bio- 
logical warheads with ballistic missiles. In his careful study of these 
options, and comparisons with nuclear and conventional warheads, 
Steve Fetter argued that chemical warheads could not constitute a 
poor man s atom bomb’ in actual effects but that biological weapons 
'could approach nuclear weapons in lethality’. Conversely, ballistic 
missiles armed with chemical or some biological warheads were likely 
to prove more deadly than missiles armed with conventional war- 
heads. Chemical warheads may be 50 times more deadly if civil 
defense is ineffective or weather conditions are favourable, and 500 
times more deadly than conventional warheads when used against 
unprepared populations under favourable weather conditions’. 
Whereas some biological agents would not be suitable to delivery by 
air (as they decay rapidly in the sunlight), Fetter reckoned that ‘bacil- 
lus anthracis, the bacteria that causes anthrax, seems especially well 
suited’ because it forms ‘spores that can survive violent dissemination 
methods and exposure to sun, air, and rain’. 23 

If such calculations seemed largely theoretical in the early 1990s, 
they seemed less speculative by July 2008 as Iran renewed the test- 
firing of its improved version of Shahab-3, a medium-range ballistic 
missile capable of striking targets 1,250 miles from its launch sites. 
Like Syria, Iran is thought to have advanced chemical and biological 
weapons programmes, as well as a missile delivery capability. By 
these tests, argued Major-General Paul E. Valley, former deputy com- 
manding general of the us Army Forces Pacific, the Iranians were 

fine-tuning their systems to include perfecting command- 
and-control, launching, tracking, trajectory, those kinds of 
things. They’ve yet to perfect putting a warhead on the Sha- 
hab but they’re working towards full capability, including 
nuclear, biological, and chemical. 24 

Fifteen western industrialized countries had hoped that this would 
not happen. Faced with evidence that chemical weapons had been 
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used in the Iran— Iraq War, they had formed the Australia (Suppliers) 
Group in 1985. After an initial meeting in the Australian embassy in 
Brussels, the informal forum began to meet twice yearly in the 
Australian embassy in Paris. Operating by consensus, it sought to 
harmonize the export controls of participants and the European 
Community (later the European Union) in the hope of ensuring that 
their exports did not contribute to the proliferation of chemical 
weapons. Accordingly, the group shared information on proliferation 
and devised increasingly comprehensive lists of precursor chemicals 
that required controls (those originally placed on a ‘core list’ for 
worldwide control and others on a ‘warning list’). By May 1989, they 
had identified 50 chemicals that warranted controls, and, by May 
1991, they agreed that industries would require export licences for all 
50 precursor chemicals from the end of December i 99 t> effectively 
merging the ‘core’ and ‘warning’ lists. In December 1992 the group 
expanded its remit to agree measures of control over the export of 
human and animal pathogens, ten toxins, associated genetically modi- 
fied items, and dual-use equipment that could be used in producing 
biological weapons. 

Whether the group attained a limited measure of success , as 
some of its diplomats claimed - success being measured in impeding 
and adding to the costs of proliferation - is difficult to assess. Despite 
the movement towards the signing and implementation of the 
Chemical Weapons Convention (cwc) in the mid-1990s, the Australia 
Group continued its meetings, sharing information about proliferation 
and maintaining discriminatory export controls. As these controls 
applied to trade with some of the states that had become parties to 
the cwc, and were already parties to the btwc, they cast doubt on the 
effective functioning of both conventions. While the group maintained 
that national export controls enabled its members to uphold the 
objectives of both conventions more fully, they seemed at variance 
with obligations under both conventions not to impair the economic 
and technological development of other states parties. 25 Developing 
states have recurrently protested that the group has become a suppli- 
ers’ club’, with beneficial internal trading relationships, hence its 
attraction for new members. By 2007 the Australia Group had 41 
members, including all 27 members of the European Union. 

This expansion of membership hardly obscures the shortcom- 
ings of a group that operated by consensus and lacked any sanctions 
over its membership. As the members imposed export controls in 
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different ways (and with differing definitions of ‘worldwide' initially), 
their activities never stemmed the growing number of states reported 
as possessing or seeking to possess chemical and biological weapons. 
Proliferation also flourished because there were alternative sources 
of supply beyond members of the Australia Group, including the 
option of indigenous production. Even worse, it required bilateral 
action in the form of diplomatic demarches and public exposure by 
the Reagan administration before a member of the group. West 
Germany, took action over its own industrialists who were involved 
in the construction and equipping of a chemical weapons produc- 
tion plant at Rabta in Libya. 26 Aside from this celebrated episode, 
and the voluminous trade that sustained the development of weapons 
of mass destruction by Iraq (see chapter Five), export controls were 
always battling against the commercial pressures that were driving 
the trade in chemical and biological materials and equipment. As us 
licences for the export of micro-organisms and toxins grew from 90 
in 1991 to 531 in 1994, only one export-application was denied in 1991 
and four in 1994. 27 Legitimate exports could be retransferred to 
embargoed countries, and even where customs officials intervened, 
acting within the scope of domestic legislation, successful prosecu- 
tions did not always follow. In 2006 hm Customs and Revenue 
admitted that it had secured only five successful prosecutions since 
2000. As the department explained in an internal memorandum, 
prosecutions could be hampered by the complexity of the process, 
particularly the need to provide sufficient evidence, the requirement 
to disprove the defence, and the difficulty of disclosing all relevant 
evidence to the defence: ‘far more cases’, it admitted, ‘are carefully 
considered for prosecution and rejected, than are taken forward’. 
Despite the disrupting of another trafficking operation by 25 May 
2006, officials conceded that their efforts had not resulted in any 
individuals being retained in custody. 28 

The chequered history of export controls and the limited impact 
of multilateral arms control treaties failed to impress the us admin- 
istration of George W. Bush. Like its predecessor, the Bush adminis- 
tration never requested any challenge inspections under the cwc 
and preferred a more proactive approach through the Proliferation 
Security Initiative (psi). Announced by President Bush in Krakow on 
31 May 2003, and codified by eleven founding participants in Paris on 
4 September 2003, the psi represented a commitment to interdict 
WMD-related cargoes, whether by sea, land or air. Though hailed as an 
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innovative counter-proliferation initiative, it had an unfortunate prece- 
dent in 1993 when American inspectors searched the Chinese freighter, 
Hin Ye, fruitlessly for a cargo of chemicals to manufacture nerve 
gas. 29 Undeterred by the abject apology that the Clinton administra- 
tion had to proffer, the Bush administration acted upon more accurate 
intelligence to interdict centrifuge technology bound for Libya on 
board the bbc China in the Italian port of Taranto (October 2003). This 
seemed a success as Libya, already suffering from international iso- 
lation and diplomatic pressure from Britain and the United States, 
decided to abandon its wmd programmes. Over 70 states adhered to 
the psi within a period of three years. 30 By April 2006, Stephen G. 
Rademaker, a State Department official, described the psi as ‘not a 
treaty-based organization, but rather ... an active security coopera- 
tion partnership to deter, disrupt and prevent wmd proliferation . 

Conclusion 

Whatever counter-proliferation policies are pursued in the aftermath 
of the Bush administration, the policies will need to evolve and adapt 
to changing circumstances. In 1994 Kathleen Bailey perceptively 
warned the us Senate that ‘Just because our own leaders do not view 
chemical weapons as usable or necessary does not mean that the 
leaders of other countries view them similarly.’ 32 This warning cer- 
tainly applies to biological weapons, too. Neither the efforts of 
multilateral export control groups nor the norms upheld by the dis- 
armament regimes have arrested all the pressures driving the process 
of proliferation. If states like South Africa and Libya have succumbed 
to external sanctions, and sought international rehabilitation through 
abandoning their wmd programmes, others have not, and it is very 
unlikely that the form of counter-proliferation applied in another 
case, Iraq (see chapter Five), will ever be replicated. 
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Iraq's Chemical and Biological 
Warfare Programmes 

Military modernization was a longstanding objective of the Iraqi 
state. Saddam Hussein, who was originally second-in-command after 
the Ba’ath party’s putsch of July 1968, had become all too aware of 
the country’s military shortcomings. The belated and derisory contri- 
bution to the Yom Kippur War (1973) - a division that arrived on the 
Golan front ten days after the war began only to be ambushed by the 
Israelis at a cost of some 100 tanks - underscored Iraq’s military 
weakness. Faced with a Kurdish insurgency in the following year, and 
an Iranian incursion into Iraq on behalf of the Kurds (January 1975),, 
Iraq had to make territorial concessions to Iran along the Shatt al- 
Arab waterway in the Algiers Agreement (13 June 1975). The events 
of 1979, both Saddam’s seizure of the presidency of Iraq and the Iran- 
ian revolution that overthrew the Shah, emboldened Saddam to attack 
Iran in September 1980. Localized victories in Iran were soon eclipsed 
when Israel bombed Iraq’s nuclear reactor at Osiraq on 7 June 1981. 
Acquiring enhanced conventional armaments, ballistic missiles, and 
nuclear, chemical and biological weapons became crucial to securing 
Saddam’s regime and fulfilling its foreign policy agenda. Nuclear 
weapons, as his biographers argue, had now become ‘a personal ob- 
session. A symbol of Iraq’s technological prowess, a prerequisite for 
regional hegemony, the triumphal achievement of the self-styled 
Nebuchadnezzar . . . [and] the ultimate guarantee of absolute security.’ 1 
Following this massive setback to his nuclear ambitions, and the fail- 
ure to secure a decisive victory over Iran, Saddam invested heavily in 
his chemical and biological warfare programmes. 

Iraq’s Chemical Warfare Programme 

In the 1960s Iraq had launched its chemical and biological warfare 
programmes by sending officers for training to the Soviet Union. 
These officers later formed the nucleus of the Iraqi Chemical Corps. 
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Learning from foreign experience, including Egypt s use of gas in 
the Yemen (1963-7), the Iraqi corps sought authorization in 1971 to 
synthesize small amounts of cw agents in laboratories at al-Rashad 
near Baghdad for training purposes and to set up training facilities in 
Iraq. The us Defense Intelligence Agency reckoned that Iraq had 
established some fifteen cbr (chemical, biological and radiological) 
obstacle courses, whereby soldiers could be trained to operate in 
contaminated environments, wearing protective kit and performing 
contamination avoidance drills. Each Iraqi division acquired an organic 
chemical company ‘equipped primarily with Soviet-manufactured 
materiel such as the truck-mounted arsiz and DDA53 decontamina- 
tion apparatus’. 2 

In the 1970s Iraq also approached various Western industrial 
companies with requests for dual-use equipment and large quantities 
of pesticides for a production plant capable of manufacturing up to 
1,000 tons a year of organic phosphorus compounds. Although sev- 
eral companies rejected the lucrative contracts, and alerted Western 
intelligence agencies, the West German firm Karl Kolb through its 
affiliate. Pilot Plant, and many others proved willing to co-operate. 
They assisted in the building and equipping of a production facility 
some 80 kilometres north-west of Baghdad and 50 kilometres south- 
west of Samarra. Later known as the Al Muthanna State Establishment 
(mse), the plant spread over 170 square kilometres and encompassed 
live large research laboratories, an administrative building, the first 
production buildings, and munitions filling and storage facilities 
including eight large underground bunkers. Described as a general 
multi-purpose pilot plant’ for purposes of external deniability by Iraq 
and its suppliers, the pilot production line began producing chemical 
warfare agents in the early 1980s: 150 tons of mustard in 1983 and 60 
tons of tabun as well as pilot-scale production of sarin in 1984. It sub- 
sequently undertook research on other nerve agents, soman and vx, 
and produced gf, a semi-persistent nerve agent, which it used with 
sarin in a binary weapon. The mse also conducted pesticide r&d at 
this site to expand its knowledge of organophosphorus production. 
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continued trading with Iraq over the period 1984-7 despite the efforts 
of the Australia Group and the export controls of the Federal 
Republic. It assisted Iraq when the latter sought to reduce its depend- 
ence upon foreign suppliers and began constructing three plants for 
the production of precursor chemicals near Fallujah (also known as 
the Habbaniyah facilities) between 1986 and 1988. wet supplied the 
design for one of the plants as well as technical expertise to supervise 
the construction and installation of the production lines. Among the 
highly toxic chemicals produced were phosphorus trichloride and 
phosphorus oxychloride, both precursors for nerve agent. 4 

Chemical Weapons in the Iran- Iraq War 

Underpinning the development and expansion of Iraq’s chemical war- 
fare programme were the critical course of events in the Iran Iraq War 
(1980-88). Launched in September 1980 at a seemingly propitious time, 
when the revolutionary regime in Tehran had alienated the United 
States, its former supplier of military equipment and training through 
the hostage crisis, Iraq sought to reassert its rights in the disputed Shatt 
al-Arab region. It also sought to curb the propaganda onslaught and 
political interference of the Iranian regime that was dedicated to the 
overthrow of the Iraqi Ba’ath party. After the initial incursions in the 
oil-rich southern regions of Iran, Iraq retained its captured territory 
over the period October 1980-May 1981 before the Iranians began to 
mount massive counter-attacks, involving surprise night attacks by ! 

armoured units, followed up with ‘human wave’ assaults. By mid-July 
1982, as the Iranians launched an assault upon Basra, Iran claimed that 
Iraqi artillery fired shells filled with riot-control agents to break up | 

advancing infantry. Given the reports of Iranian soldiers fleeing in 
terror, possibly in fear of lethal chemical attacks, these reports have iff 

some credibility, but the artillery were only an ancillary element in an - I 

operation involving heavy air and mechanized units. 4 |f||#: 

Iraq’s initial success encouraged further usage of chemical 
weapons, including mustard gas, but it was still in a fairly limited and 
sporadic manner. Facing attacks along the entire 650-mile front in the 
summer and autumn of 1983, the Iraqis had to compensate for the 
dispersion of their forces and increasingly employed aerial bombs to 
deliver their limited stocks of chemical weapons. Although the Iran- 
ians tried to exploit the propaganda benefits by denouncing Iraqi 
‘war crimes’ and distributing pamphlets depicting Iranian chemical 
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casualties in Tehran hospitals, there was little international response. 
This would change as the Iranians seized parts of the oil-rich 
Majnoon Islands in February 1984, and the Iraqis battled desperately 
to recover them, employing mustard gas and tabun against the 
entrenched Iranian forces. Better protected than formerly, the Iran- 
ian regular troops were able to hold on. Nevertheless, Iran asserted 
that 1,700 troops had been killed or wounded by chemical weapons 
and soon began sending its casualties for treatment to hospitals m 
London, Vienna, Stockholm and Tokyo. Confirmation that these sol- 
diers were victims of chemical weapons prompted the un Secretary- 
General Javier Perez de Cuellar to send a team of specialists to Iran 
to investigate the evidence of chemical attacks. In a report published 
on 26 March 1984, the un team confirmed that chemical weapons in 
the form of aerial bombs had been used in the areas inspected, and 
that types of mustard gas and tabun had been employed. 

Confronted with proof that nerve agent had been used for the 
first time in war, Britain, the United States, France and Japan banned 
the export of chemicals used to manufacture mustard and nerve 
agent to Iraq and Iran. Iraq nonetheless continued to employ chem- 
ical weapons in a fairly circumscribed fashion over the next few years. 
Massively outnumbered and forced to defend vital sectors, such as 
the approaches to Basra (where the soft: and muddy terrain thwarted 
the movement of armoured vehicles and artillery), Iraqi command- 
ers felt compelled to employ weapons of area denial. Flooding canals, 
building earthworks and laying minefields on dry patches of ground, 
with machine guns sited on islets around the marshes, proved of some 
assistance, but so did the gassing of slow-moving, infantry assaults 
concentrated in relatively small areas. The aim was to delay the enemy 
while mobile combined-arms units reinforced the imperilled sectors 
and launched counter-attacks. After the defeat of a major offensive 
in March 1985, the Iranians attributed the outcome to the Iraqi receipt 
of us satellite intelligence and the extensive use of chemical weapons. 
At this time such claims were probably exaggerated to excuse the 
Iranian defeat. The Iraqi forces, handicapped by limited stocks of 
chemical agent and munitions, were still learning how to use these 
weapons effectively. While Iraqi gunners struggled to determine the 
most potent mix and dispersal of chemical warheads, pilots found 
that they could not inflict mass casualties in single-aircraft attacks. 
Moreover, bombing at low level required the use of time-delayed 
fuses that sometimes proved unreliable. Irrespective of the mode of 
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delivery, it was often difficult to build up concentrations of gases 
amidst the capricious winds and the high temperatures in which 
mustard gas tended to volatilize rapidly. 7 

As the Iraqis acquired larger stocks of chemical agent, they refined 
their tactics and employed gas more extensively in the defence of Faw 
(1986) and Basra (1987). By relying increasingly upon high-altitude 
bombing with impact fuses, they delivered more effective aerial bom- 
bardments. They used rapid-acting nerve agents to break up front- 
line Iranian assaults and more persistent agents, particularly mustard 
gas, to deny terrain and bombard rear-area targets. Once on the 
offensive in the spring of 1988, Iraqi forces demonstrated that they 
had incorporated chemical weapons into their operational plans. 
Iraqi gunners pounded enemy command posts, artillery and supply 
points, using non-persistent agents to kill and disable them but leave 
them free of chemicals by the time attacking Iraqi forces reached 
them. They also exploited local conditions as Iranian soldiers struggled 
to wear protective suits and masks for any length of time in the sear- 
ing temperatures. In describing an attack on Koushk and the Majnoon 
Islands (25 June 1988), the Iranian Chief of Medical Services of the 
Ahvaz military region observed that it began with an artillery barrage 

using chemical ammunition and lasted for approximately 
two hours. Later, aeroplanes and helicopters had joined the 
attack . . . the frontline had been attacked with cyanide and 
organophosphorous compounds. Logistic units, command 
posts and reserves had also been attacked but with mustard 
gas . . . the use of nerve gas was limited to the frontline, as its 
effects dissipated quickly and facilitated the advance of 
attacking troops. On the other hand . . . mustard gas was 
being used against rear echelons near Hamid to disrupt pos- 
sible counter-attacks, because of its lasting effects on troops, 
equipment and environmental conditions. 8 

Iraqi forces were now able to employ gas systematically in every sec- 
tor of the front, including the mountainous regions in the north, 
where mustard and nerve agent impeded movement through critical 
routes. Iraqi gas attacks not only assisted in driving back Iranian 
assaults but also supported combined-arms units in their recapture 
of territory that had been lost in earlier years. Belatedly Iran began to 
retaliate-in-kind but its gas capabilities were far inferior to those of 
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Iraq, relying upon short-range mortar grenades to inflict minimal 
casualties at Sulaimaniya (1 July 1988). The Pentagon suspected that 
both belligerents had engaged in the chemical attacks upon the 
Kurdish town of Halabja (16-17 March 1988), where about 10,000 un- 
protected civilians may have been injured and some 4,000 killed. 
More recent research based upon thousands of Iraqi secret police 
documents, coupled with interviews with Kurdish survivors, senior 
Iraqi defectors and retired us intelligence officials, attributes the attacks 
solely to the Iraqi forces then operating in northern Iraq under the 
command of Saddam's cousin, Ali Hasan al-Majid (nicknamed 
‘Chemical Ali'). The attacks were carried out by about twenty Iraqi 
MiG and Mirage aircraft and involved the delivery of mustard gas and 
nerve agents. The traces of cyanide found on victims, which inspired 
the charges of Iranian involvement, since Iraq did not possess hydro- 
gen cyanide in its stock of chemical warfare agents, were probably 
by-products from the use of impure tabun. 9 

At the time Iran insisted that this was solely an Iraqi atrocity and 
distributed photographic images at home and abroad of women, 
children and animals lying dead in the streets. Ironically this propa- 
ganda, coupled with new alert signals on Iranian radio in the case 
of chemical attack, demoralized Iranian citizens already suffering 
from ballistic-missile attacks in the war of the cities'. Although each 
side had fired conventionally armed missiles at the other s cities since 
1982, Iraq had extended the range of its missiles (known as al-Hussein 
missiles) by adding an extra tonne of rocket fuel to each missile and 
reducing the payload from 800 kilograms to 190 kilograms. It com- 
pensated for these smaller warheads by firing more than twice as 
many at Iran (up to 200 compared with 77 scuds fired by Iran) in the 
period from February to April 1988. When the war-weary residents 
of Tehran, the principal target of Iraqi attacks, became increasing- 
ly fearful lest the incoming missiles were going to carry chemical 
warheads, many of them fled from the capital. As this collapse of 
domestic morale coincided with the Iraqi recapture of the Faw penin- 
sula and the oil-rich land near Basra, as well as serious naval losses 
to the Americans in the Persian Gulf, Iran accepted the truce bro- 
kered by the United Nations on 18 July, which came into effect on 20 
August 1988. In short Iraq’s ballistic missiles, coupled with the panic 
caused by the propaganda about chemical weapons, had had a polit- 
ical and psychological impact out of all proportion to any physical 
damage inflicted. 10 
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The effectiveness of Iraqi chemical weapons and their contribu- 
tion to its recovery and eventual successes in the war remains a 
matter of debate. Some early assessments, reflecting upon the usage 
of poison gas in 1983 and 1984, or even through to 1986, cast doubt on 
their battlefield impact. Perry Robinson was then quoted as regard- 
ing them as ‘a propaganda weapon, not a firepower weapon in a 
futile attempt to break Iranian morale; Efr aim Karsh argued that they 
had had ‘a negligible impact on the course of the war, inasmuch as 
they had caused only about 2 per cent of Iranian casualties up to 1984’; 
and Burck and Floweree dismissed the chemical warfare as merely 
involving low-level, sporadic use of chemical weapons'. 11 By 1988, 
Iraqi use of gas was much more substantial, systematic and sustained. 
At a time when Iranian morale, both military and civilian, was sagging, 
when Iraqi commanders had a decisive advantage in the air /land 
battle, and when they were able to employ gas in unprecedented 
amounts at the outset of every major offensive, chemical weapons 
undoubtedly contributed to operations that recovered vital areas of 
territory: in effect, they enabled Saddam Hussein to secure many of 
his strategic objectives. 

Internally, they helped to suppress the Kurdish insurgency not 
only at Halabja but also reportedly in the bombardments of the 
Kurds in August 1988. Launched on 25 August and sustained over sev- 
eral days, Iraqi aerial attacks precipitated the flight of Kurdish 
civilians and Pesh Merga fighters from the northern border region 
across the mountains into Turkey. By 5 September 1988 some 65,000 
Kurds had gathered in five separate Turkish locations, and despite 
denials from the Iraqi News Agency and statements from the Turk- 
ish authorities that their doctors had not found evidence of chemical 
wounds (contradicting earlier press reports), the refugees testified to 
widespread chemical bombing. An investigatory team of staff from 
the us Senate Foreign Relations Committee reported ‘overwhelming 
evidence' of Iraqi chemical attacks gathered from the statements by 
200 refugees in different camps (12-15 September), and the absence 
of any alternative explanation, including bullet wounds, for the sud- 
den mass exodus of Kurds. They quoted from eyewitnesses, 
including Bechet Naif of the Bekule village: 

At 6 a.m. on August 25, eight planes flew over our village. All 

eight dropped weapons. They dropped 32 chemical bombs. 

We counted them later. When they dropped the bombs, a 
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big sound did not come out - just a yellowish color and a 
kind of garlic smell. The people woke up, and some of them 
fainted. Those who poured water on themselves lived: those 
who could not reach the water, died. 12 

A medical mission by Physicians for Human Rights confirmed 
these findings from interviews, questionnaires and the physical exam- 
ination of certain refugees (7-16 October 1988). The refugees reported 
the deaths of animals and people with blackened skin and blood ooz- 
ing from their mouths and noses near the sites of the bombing, and 
survivors described classic symptoms of mustard-gas poisoning (eye 
pain, shortness of breath, skin blistering and vomiting). Although 
neither team gained access to the bomb sites in Kurdistan and could 
not determine the exact agents employed (with the rapid deaths pos- 
sibly indicating the use of nerve agent as well as mustard gas), 
journalists reported that Iraqi troops were subsequently seen oper- 
ating in the attacked areas, wearing respirators. A British journalist, 
Gwynne Roberts, undertook a clandestine visit to some of the sites 
twelve weeks after the reported attacks to gather soil samples and 
exploded bomb fragments, which were later found through analysis 
at Porton Down to contain degradation products of sulphur mus- 
tard. Even allowing for the absence of an independent on-site 
investigation, and the unrepresentative sample of the refugees (all of 
whom came from the narrow border region and were not among 
those most severely affected), the evidence seemed consistent with 
Iraqi attempts to destroy the Kurdish insurgency by depopulating vil- 
lages and towns in Kurdistan, and either deporting Kurds outside 
Kurdistan or relocating them in more controllable settlements. Just 
as Iranian soldiers and Kurdish refugees testified to the terror caused 
by poison gas, so many commentators maintained that chemical 
weapons had contributed to the Iraqi military successes of 1988. 

The Iraq Survey Group has confirmed that the Iraqi use of chem- 
ical weapons was prodigious, involving about 1,800 tons of mustard 
gas, 140 tons of tabun and over 600 tons of sarin dispersed by some 
100,000 chemical munitions (almost 19,500 chemical bombs, over 54,000 
chemical artillery shells and 27,000 short-range chemical rockets). 
By Iraqi estimates, these weapons inflicted over 30,000 Iranian casual- 
ties, a relatively low number in this war, but once again cw agents did 
not have to kill vast numbers to prove effective: ‘demoralizing the 
enemy force and degrading its units' capabilities’, as Al Mauroni 
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argued, was enough to tip the battle to the attacker’s favor [sic]’. 
Saddam Hussein appeared to agree; he persevered with chemical 
operations despite diplomatic protests and belated censure by the 
un Security Council (26 August 1988) because they had helped to 
preserve his regime without incurring any political penalty. As the 
Survey Group observed, he perceived that Iraq’s ‘wmd capabilities 
had played a central role in the winning of the Iran-Iraq war and 
were vital to Iraq’s national security strategy’ , M Reflected in this per- 
ception was the drive to enhance the cw programme after the end of 
the hostilities. By the invasion of Kuwait (2 August 1990), Iraq had 
completed the testing and filling of 50 nerve-agent warheads for 
the al-Hussein missile, the filling of 1,000 bombs with ‘binary’ nerve 
agent (a mix before-flight system), the accumulation of thousands of 
short-range chemical rockets, artillery shells and bombs, hundreds of 
tons of bulk agent and the acquisition of 750 tons of precursor chem- 
icals for its vx nerve agent production programme. 

Iraq’s Biological Warfare Programme 
The Iran-Iraq War had also led to a revival of Iraq’s biological war- 
fare programme, which began in the 1960s when Iraq sent officers 
overseas for cbw training. After the abortive attempt of army officers 
to embark on a bw research programme in the late 1960s, the regime 
of President Ahmad Hasan Al Bakr founded the Al Hazen Ibn Al 
Haithem Research Institute in 1974, which was a front for clandestine 
research on chemical weapons, biological weapons, electronics and 
optics. It trained, developed, and sometimes sponsored scientists for 
overseas study and established several research laboratories, including 
the Ibn-Sina Centre, masquerading as ‘The Centre for Medical Agri- 
culture’. Initially only nine scientists conducted research into bacteria, 
toxins and viruses, focusing upon production, pathogenicity, dissem- 
ination and the storage of agents. Although the institute foundered 
amid allegations of fraud and embezzlement in 1978, and the bw re- 
search programme was shut down on 16 January 1979, Iraq rebuilt 
the infrastructure for bw research over the next six years. A Technical 
Research Centre, part of the State Security Apparatus, replaced Al 
Hazen; scientists conducted small-scale research at Al Salman; and a 
militarily relevant bw programme resumed at Al Muthanna in 1983. 
Lieutenant-General Nizar Al Attar, director general of Al Muthanna, 
and a former student of cbw at Fort McClellan, Alabama in the 
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1960s, authorized the programme. He informed Dr Rihab Taha, 
who came to lead the bw research programme in 1984, that he ‘did 
not want research to put on a shelf. He wanted applied research to 
put in a bombfi <? 

A wartime initiative, this revival of the bw programme derived 
from the major strategic concerns of Iraq: Iran and Israel. Brigadier 
Dr Mahmud Farraj Bilal, who led the bw weaponization programme, 
claimed that Iraq’s success with chemical weapons served as a cata- 
lyst for the revival of Iraq’s bw effort; ‘if the Iran war lasted beyond 
1988’, he thought that ‘Saddam would have used bw’. Less speculative 
was Bilal’s contention that Iraq needed a strategic counterbalance to 
Israel, and that in the wake of the setback to Iraq’s nuclear programme 
caused by the Osiraq bombing (1981), biological warfare seemed a 
strategic option capable of achieving surprise. Iraq, though, lacked 
an effective delivery system. 16 The revived programme, nonetheless, 
made rapid progress under Dr Rihab, who ordered reference strains 
of several pathogenic organisms from a variety of foreign sources in 
1985 and began research on candidate bw agents, including Clost- 
ridium perfringens (gas gangrene) and botulinum toxin. In the following 
year the regime required her group to embark upon a plan that would 
lead to the weaponization of biological weapons within five years. 
Dr Rihab facilitated the ensuing research by securing multiple isolates 
of pathogens, such as Bacillus anthracis, from the American Type 
Culture Collection, supposedly for work at Baghdad University. In 1987 
the group recruited more staff, broadened its range of research, and 
moved from Al Muthanna to Al Salman, where research was already 
underway on the anti-plant agent wheat cover smut. At the end of 
the year orders were placed for large quantities of bacterial growth 
media (eventually 39 tonnes). In 1988 Iraq opened a production plant 
at Al Hakam, enabling the production of anthrax and botulinum 
toxin to begin in the spring of 1989 and the production of Clostridium 
perfringens in August 1990. It had other production facilities at Al Taji, 
Al Fudhaliyah and at the Foot and Mouth Disease Vaccine plant at Al 
Daura (later renamed Al Manal), where it conducted viral research 
on haemorrhagic conjunctivitis, human rotavirus and camel pox, but 
this research remained in its infancy at the outbreak of Desert Storm. 

Conducted in strict secrecy under the guise of legitimate scien- 
tific research, the programme struggled to import dual-use equipment 
from overseas. Unable to import three five-cubic metre fermentation 
vessels, it overcame this by requisitioning fermentation vessels from 
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an Iraqi veterinary vaccine plant, but it could not surmount the fail- 
ure to import spray dryers and other processing equipment for 
drying anthrax safely before Desert Storm. In spite of the laboratory 
progress and diversification to include research on ricin, wheat cover 
smut and fungal toxins (trichothecene mycotoxins and later aflatoxin} 
with animal experimentation and field tests, the weapon tests were 
less successful. After the failure of a crude dissemination device in Feb- 
ruary 1988, Iraq conducted trials of R-400 aerial bombs using anthrax 
simulants in March 1988. It accelerated these efforts after the speech 
of Saddam Hussein on 2 April 1990, where he boasted that Iraq pos- 
sessed binary chemical weapons and threatened to retaliate against 
any Israeli strike by making ‘the fire eat half of Israel'.' 7 

Saddam's son-in-law, Hussein Kamel Hassan, then minister of 
defence and director of the Military Industrial Commission, pressed 
for bw weaponization. In November 1989, further weaponization trials 
were held at the Muhammadiyat test range at Al Muthanna, employ- 
ing the anthrax simulant Bacillus subtilis, botulinum toxin and aflatoxin 
fired from 122 mm multi-barrel rocket launchers. Deemed a success, 
more field trials with 122 mm rockets and the same agents followed 
in May 1990, and trials with R-400 aerial bombs in August 1990. In the 
following December, a bw spray tank underwent testing based on 
a modified aircraft drop tank but neither this test nor another in 
January 1991, using a spray tank and a remotely piloted vehicle, proved 
successful. Nevertheless, three additional drop tanks were modified 
and stored, ready for use. By the outbreak of Desert Storm, Iraq had 
produced at least 19,000 litres of concentrated botulinum toxin (some 
10,000 litres in munitions), 8,500 litres of concentrated anthrax (nearly 
6,500 litres in munitions) and 2,200 litres of concentrated aflatoxin 
(1,580 litres in munitions). In addition Iraq had produced 340 litres of 
concentrated perfringens and ten litres of ricin. It had also filled 100 
R-400 bombs with botulinum toxin, 50 with anthrax and sixteen with 
aflatoxin and 25 Al Hussein warheads (thirteen with botulinum toxin, 
ten with anthrax and two with aflatoxin). These weapons were then 
deployed at four locations where they remained throughout the 
Gulf War. 18 

Within a mere five years, the Iraqi bw programme had developed 
a comprehensive range of agents and munitions. It was innovative, de- 
veloping agents not normally considered as candidate bw agents such 
as aflatoxin (a toxin commonly associated with food grains and known 
for the induction of liver cancers) and wheat cover smut, an anti-plant 
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agent for purposes of economic warfare. It developed lethal agents 
(anthrax, botulinum toxin and ricin) and incapacitating agents (afla- 
toxin and mycotoxins), and discerned the potential of several viruses 
(haemorrhagic conjunctivitis and rotavirus). The Iraqi Intelligence 
Service also saw the possibilities of ricin as an assassination weapon. 
The programme moved rapidly from r&d through field trials and 
large-scale production to weapon trials, whereupon the Iraqis 
sought to cover the entire range from battlefield weapons (122 mm 
rockets and artillery shells) to strategic ordnance (aerial bombs and 
Al-Hussein missiles). Compared with the nuclear and chemical war- 
fare programmes, the bw programme depended upon the individual 
expertise of relatively few scientists, whose achievements over five 
years were described by the un inspectors as ‘remarkable'. They 
added that 

The programme appears to have a degree of balance suggest- 
ing a high level of management and planning that envisioned 
the inclusion of all aspects of a biological weapons pro- 
gramme, from research to weaponization . . . detailed 
thought must have been given to the doctrine of operational 
use for these weapons of mass destruction. 19 

The Gulf War (1990-91) 

The Gulf War was another conflict in which recourse to chemical 
and biological warfare was expected but never materialized. After the 
invasion of Kuwait (2 August 1990), which triggered the imposition 
of un sanctions, and Operation Desert Shield (a five-month period 
in which the United States deployed air, sea and land forces m the 
Persian Gulf region and organized diplomatic, economic and military 
support internationally within the remit of un Security Council reso- 
lutions), Iraqi chemical weapons and ballistic missiles attracted most 
attention. Having used these weapons and missiles extensively m the 
Iran-Iraq War, the Iraqi forces had unrivalled experience in the em- 
ployment of diverse chemical agents, particularly mustard gas and 
nerve agent. Iraq now had the option of using these weapons either 
tactically on the battlefield or strategically in missile attacks upon 
Saudi Arabia and Israel. 

The American-led coalition sought to deter, degrade and limit any 
damage from Iraqi chemical and biological weapons. Although the 
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Bush administration had resolved not to retaliate with nuclear or 
chemical weapons if the coalition forces were attacked with chemi- 
cal weapons, it sought to maximize Iraqi uncertainty by threatening 
to retaliate, if so attacked, with ‘overwhelming' and ‘devastating' 
force. In meeting Tariq Aziz, Iraq's foreign minister, us Secretary of 
State James Baker deliberately 'left the impression that the use of 
chemical or biological agents by Iraq could invite tactical nuclear 
retaliation'. Just as Baker thought that this ambiguous threat might 
have been part of the reason for the non-use of chemical weapons, 
Tariq Aziz later informed Ambassador Rolf Ekeus that ‘the Iraqi side 
took it for granted that it meant the use of maybe nuclear weapons 
against Baghdad, or something like that. And that threat was decisive 
for them not to use the [chemical and biological] weapons,' 20 

Coalition military commanders could not assume that this would 
be the case. They planned to degrade Iraq’s cbw capabilities by aerial 
operations throughout Iraq, aiming to neutralize Iraq’s command, 
control and communications, destroy its nbc production facilities (or 
at least those identified as such by allied intelligence), disrupt logistic 
supplies, suppress aerial delivery capabilities, and pound Iraqi artillery 
in the Kuwaiti Theatre of Operations (kto). The coalition forces also 
sought to counter any residual chemical strikes by protecting air bases 
with surface-to-air missiles and by mounting highly mobile ground 
operations. They brought with them cb defensive kit, including alarm 
systems, detectors, protective suits and masks, decontamination appa- 
ratus and medical support. Far from being a source of reassurance, 
though, much of the American kit was found to be deficient in qual- 
ity and quantity, and few us military units had practised cb defence 
sufficiently for them to be able to operate effectively in a chemically 
contaminated environment. Accordingly, Pentagon spokesmen touted 
the virtues of their equipment, hoping to bluff the enemy and buy 
time while American forces undertook training in their full Mission- 
Oriented Protective Posture (mopp) in Saudi conditions. 

After the war the Pentagon was much more candid. It reported 
criticisms of the 30-year-old M17 mask, the weight of us protective 
clothing, the lack of collective protection for the medical facilities, 
inadequate stocks of drugs and vaccines, the lack of rapid detection sys- 
tems for biological weapons, and many problems with the water-based 
decontamination apparatus. It was doubtless embarrassed that it had 
to acquire 1,300 chemical agent monitors from the British and 60 Fuchs 
(renamed Fox) nbc reconnaissance vehicles from the Germans. In these 



IRACyiCHEMIvCAL AND BIOiPGlgAL WARFARE PRO&RAWJAES 

circumstances General H. Norman Schwarzkopf, commander of 
Central Command, prudently planned for 10,000 to 20,000 casualties. 
‘The possibility of mass casualties from chemical weapons’, he wrote, 
‘was the main reason we had sixty-three hospitals, two hospital ships, 
and eighteen thousand beds ready in the war zone. 

When Operation Desert Storm began (17 January 1991), it was 
first and foremost an air war that lasted for 38 days. If the air war 
achieved most of its objectives - incapacitating Iraq’s command, con- 
trol and communications, achieving air supremacy (without losing a 
single aircraft in air-to-air combat) and degrading and isolating Iraqi 
forces in the kto - it had less success in destroying Iraq’s nbc capabil- 
ities or in suppressing Iraq's ballistic missiles, us bombing damaged 
most of the cw infrastructure, including buildings at Al Muthanna 
involved in the production, processing and filling of chemical muni- 
tions; all three precursor chemical facilities at Habbaniyah; and the 
bw research laboratories at Al Salman and the munitions-filling sta- 
tion at Al Muthanna. The opening bombardment of 17 January also 
destroyed the only aircraft and spray tank ready for bw use. Although 
American commanders made extravagant claims during and imme- 
diately after the war about their destruction of Iraq’s nbc facilities, 
including a baby milk factory erroneously bombed as a covert bw 
plant, the Pentagon subsequently admitted that it had an incomplete 
target set’ caused by ‘shortfalls in us knowledge of the extent and 
disposition of Iraqi nuclear research and chemical and biological 
weapons facilities’. This shortfall included the bw production plant 
at Al Hakam that was left untouched by the bombing. 22 Moreover, 
Iraq had utilized the four months of Desert Shield to disperse and 
conceal much of its cbw agent and munitions, preserving 30 chemical 
(and 25 biological) Al Hussein warheads, 1,024 R-400 bombs with 
chemical payloads (and 157 with bw agents), 38,537 filled and empty 
chemical munitions, 690 tonnes of chemical agent, over 3,000 tonnes 
of precursor chemicals, and an indeterminate amount of bulk bw 
agent at a succession of locations around the periphery of Baghdad. As 
Iraq subsequently declared this agent, bw equipment and the Al Hakam 
production plant to the un inspectors, and the Iraq Survey Group, this 
confirmed the limitations of pre-war us intelligence and the successes 
of Iraqi wartime concealment. 23 

Wars, though, are not won by concealing weapons. In response 
to the coalition aerial assault, Iraq fired scud missiles at Saudi Arabia, 
Bahrain and Israel, hoping to drag the Jewish state into the war and 
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split the un coalition. Once again early coalition claims to have 
negated the missile threat by striking the fixed-launch sites, bombing 
the missile production sites and suppressing the mobile launchers 
proved unfounded. The Iraqis had removed key equipment and com- 
ponents from the production sites, and post-war reports by the Gulf 
War Air Power Survey cast doubt on the likelihood that a single 
mobile launcher had been hit. The vast diversion of allied air power 
(and the insertion of special forces on the ground) to counter the 
scud launches reduced the rate of attacks but Iraq kept firing scuds 
from 18 January to 26 February 1991. Nor did the hasty deployment of 
Patriot surface-to-air missile systems (six batteries in Israel and twenty 
in Saudi Arabia and Bahrain) prove an effective means of intercepting 
these relatively primitive incoming missiles. In Israel, which had under- 
taken an extensive if controversial distribution of gas masks to its 
citizens, the Patriots provided only a measure of political and psycho- 
logical reassurance. The thirteen scuds that landed on Israel before 
the Patriot deployments did far less damage, and injured and killed 
fewer people, than the 26 fired after these deployments. Yet the phys- 
ical damage inflicted by the scuds was of less moment (despite the 
fact that a scud killed 28 us troops and injured another 98 at Dhahran 
air base, the highest death toll against coalition forces of any Iraqi 
action during the war 24 ) than the fear that the next incoming strike 
might be carrying a chemical warhead. ‘We were not concerned about 
the accuracy’, recalled Schwarzkopf, ‘The biggest concern was a 
chemical warhead threat . . . each time they launched . . . the question 
was, is this going to be a chemical missile. That was what you were 
concerned about.’ 25 

Similarly, when Schwarzkopf launched his ‘hail Mary’ - a rapid 
ground offensive that would drive the Iraqis out of the kto in only 
100 hours - he admitted that 

one of my biggest concerns from the outset was the psycho- 
logical impact of the initial use of chemical weapons on the 
troops. If they fight through it, then it is no longer ever going 
to be a problem. But if it stops them dead in their tracks and 
scares them to death, that is a continuing problem. And that 
was one of the concerns we had all along. 26 

When pressed after the war about why the Iraqis had not used gas, 
Schwarzkopf admitted that he didn’t know. He thought that the 
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extensive destruction of Iraqi artillery and the suppression of the Iraqi 
air force might have been contributing factors but he added, ‘I just 
thank God they didn’t.’ Other military sources in Riyadh noted that 
the prevailing winds came from the southwest during much of the 
attack, so any short-range release of chemical agent may have blown 
back over the Iraqi forces in Kuwait. 27 

In retrospective testimony, Iraqi sources confirmed that Saddam 
had deployed chemical weapons and delegated authority to use them 
to field commanders during the conflict. This dispersal included the 
75 ‘special warheads’ for Al Hussein missiles, which were deployed at 
four sites with the warheads and missiles stored separately. In a 
recorded ‘closed-door meeting’ in January 1991, Saddam ordered that 
biological weapons should be prepared for counter-city bombard- 
ments, especially agent that was ‘long term, the many years kind’. 
For targets, he specified, ‘Riyadh and Jeddah, which are the biggest 
Saudi cities with all the decision makers, and the Saudi rulers live 
there. This is for the germ and chemical weapons . . . Also the Israeli 
cities, all of them. Of course you should concentrate on Tel Aviv, 
since it is their center.’ He also envisaged using his chemical weapons 
if the coalition attacked Baghdad with unconventional weapons. As 
he announced on the eve of the ground campaign, the Al Hussein 
missile was ‘capable of carrying nuclear, chemical and biological war- 
heads’ and that Iraq ‘will use weapons that will match the weapons 
used against us by the enemy, but in any case, under no circumstances 
will we ever relinquish Iraq’. When asked by an American interviewer 
in 2004 why he had not used wmd during Desert Storm, Saddam 
reportedly replied, Do you think we are mad? What would the world 
have thought of us? We would have discredited those who had sup- 
ported us.’ 28 

The implications of Iraq’s non-use of chemical and biological 
weapons were debated extensively after the war. As already stated (see 
chapter Two), some commentators asserted that the non-use merely 
confirmed the ineffectiveness of these weapons against modern con- 
ventional ordnance, and that the wartime precedent should accelerate 
the drive to conclude a Chemical Weapons Convention. Others were 
more prudent, arguing that ‘Saddam’s supine strategy and feckless 
tactics revealed little or nothing about the combat effectiveness of 
any of the weapons at his disposal (conventional or unconventional)’, 
and that it proved nothing about the value of these weapons as force 
multipliers’ in wars between developing states or in civil wars. 29 The 
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Pentagon cautiously observed that 'potential adversaries' would 
study the war as closely as the United States. While some might be 
deterred by the punishment meted out to Saddam’s forces, others 
might want to avoid his mistakes and wonder 

if the outcome would have been different if Iraq had acquired 
nuclear weapons first, or struck sooner at Saudi Arabia, or 
possessed a larger arsenal of more sophisticated ballistic 
missiles, or used chemical or biological weapons . 30 

UN Inspections 

Following the operational ceasefire on 28 February 1991, the un Secu- 
rity Council passed a definitive ceasefire resolution on 3 April 1991. 
Entitled scr 687 (1991), it created the un Special Commission (unscom) 
and required Iraq to accept unconditionally the destruction, removal 
or the rendering harmless, under international supervision, of its chem- 
ical and biological weapons and all ballistic missiles with a range greater 
than 150 km. The International Atomic Energy Agency (iaea) was also 
charged with the elimination of Iraq’s nuclear weapons programme. 
Iraq was required to submit a declaration of the locations, amounts 
and types of such weapons within fifteen days, and un sanctions were 
to remain in place until unscom and iaea reported that they had 
accomplished their missions. 

Faced with misleading declarations, concealment and acts of ob- 
struction by the Iraqis, the unscom inspectors persevered over seven 
years, surveying 1,015 sites and carrying out 272 inspections. Largely 
composed of specialist staff seconded from over twenty supporting 
governments, as well as professional and support staff from the un, 
the unscom staff operated out of headquarters in New York, in 
Bahrain, and later in the Baghdad Ongoing Monitoring and Verifica- 
tion Centre. They benefited from a clear mandate, unprecedented 
rights of access, the ability to mount zero-notice inspections, unlim- 
ited rights of surveillance whether by U2 aircraft or by helicopters, 
the right to bring in inspection equipment without prior notice or 
Iraqi approval, unlimited sampling authority, and the right to oper- 
ate open and encrypted communications without restrictions. All 
these inspection arrangements flowed from the coerced ceasefire, 
accompanied by the continued imposition of sanctions on Iraq and 
the resolute support of the Security Council in the early years. The 
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activities of unscom, in other words, are hardly a model for challenge 
or routine inspections under the Chemical Weapons Convention. 3 

This in no way detracts from the achievements of the unscom 
inspectors, particularly their dedication in the face of blatant obstruc- 
tion and intimidation, and their innovative use of information, 
technology and new methodologies in pursuit of Iraq s disarma- 
ment, In explaining the ‘success’ of unscom, Tim Trevan, who served 
as an inspector, praised the quality of the staff ‘bound by a strong cul- 
ture of achievement through innovation and attention to detail , and 
attributed its problems to growing political divisions within the Secu- 
rity Council (1997-8), which Iraq sought to exploit by suspending all 
co-operation with unscom on 31 October 1998. 32 The commission, 
though, was compromised when another of its unique features, 
namely the coupling of national intelligence with an international 
inspectorate, began to unravel. Once it was confirmed that intelli- 
gence gathered by unscom inspectors had been passed onto the cia, 
and thence to the Pentagon to assist in its targeting for Operation 
Desert Fox (the bombing of Iraq, 16-19 December 1998), this damaged 
the credibility of Richard Butler, the head of unscom, exacerbated 
relations within the Security Council, and handed Saddam a propa- 
ganda triumph. 33 

unscom may have destroyed more of Iraq s weapons of mass 
destruction than the entire aerial bombing campaign of Desert Storm, 
but as Hans Blix, director general of the iaea, noted, very few weapons 
or little nuclear material were found at undeclared sites. It was largely 
inadequate accounting on the Iraqi side, and its history of cheating 
and concealment, that prevented unscom or its successor, the un Mon- 
itoring, Verification and Inspection Commission (unmovic) from ever 
declaring that Iraq was in 100 per cent compliance 34 In fact, as the Iraq 
Survey Group found after the abortive search for Iraq’s wmd follow- 
ing Operation Iraqi Freedom (2003), Iraq had destroyed its weapons 
unilaterally in July 1991. This was only a tactical move by a regime that 
valued its wmd highly and had employed chemical weapons in 
quelling the Shi’ a revolt in March 1991. Allowed to retain helicopters 
under the terms of the ceasefire, Iraq flew these machines out of 
Tamuz air base, dropping sarin-filled R-400 bombs on the insurgents. 
When these bombs proved ineffectual (they had been designed for 
release from high-speed aircraft flying at higher altitudes), the mi-8 heli- 
copters dropped larger aerial bombs filled with cs in areas around 
Karbala, Najaf, Nasariyah and Basra. 
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Having reluctantly accepted the terms of sen 687 (1991), Saddam 
only declared part of Iraq's chemical warfare and ballistic missile pro- 
grammes - the most visible elements of Iraq’s nbc capabilities - but 
not the nuclear or biological warfare programmes. He still regarded 
these weapons, or at least the threat of them, as vital for Iraq’s secu- 
rity vis-a-vis Iran, especially as the Security Council never fulfilled the 
objective of establishing a nuclear-weapon free zone in the Middle 
East, as stipulated in scr 687. Accordingly, the Technical Research 
Centre and the Al Muthanna State Establishment dispersed chemi- 
cal and biological bombs and missile warheads in concealed sites until 
July 1991. Iraq also hid missiles, launchers, uranium enrichment equip- 
ment, strategic materials, missile-manufacturing equipment and large 
amounts of documentation. The regime, as the Survey Group reported, 
‘attempted to balance competing desires to appear to cooperate with 
the un and have sanctions lifted, and to preserve the ability to eventu- 
ally reconstitute its weapons of mass destruction’. 35 

This strategy had foundered in only the second inspection of a sus- 
pected nuclear facility (28 June 1991) where the Iraqis, having blocked 
access to David Kay’s team of inspectors, were then caught on film 
removing bomb-making equipment from the site. Faced with such 
resourceful inspectors, Saddam ordered the unilateral destruction of 
large numbers of undeclared weapons and materials in the following 
month to conceal the extent of Iraq’s wmd capabilities. As Iraq retained 
a cadre of skilled scientists that could resume the wmd programmes 
whenever sanctions were lifted, Iraqi officials recall that Saddam 
instructed the directors general of Iraqi state companies and other 
state entities to keep these scientists fully employed and to prevent 
them from leaving the country. 36 Meanwhile Iraq had to deal with the 
inspectors, who continued to press for documentation to verify the 
unilateral destruction of chemical weapons, materials, missiles, war- 
heads and launchers. Some inspectors also remained doubtful about 
the declaration that Iraq had only undertaken biological research for 
defensive purposes. Pressed for an accounting of the vast amount of 
imported growth media, which exceeded the stated requirements for 
hospital use, Iraq eventually admitted that it had produced bw agent 
in bulk quantities but denied weaponization (1 July 1995). However, 
after the unexpected flight of Hussein Kamel to Jordan, Iraq released 
long-concealed wmd documentation, including extensive details 
about the bw and vx programmes by means of planting this informa- 
tion in Hussein Kamel’s ‘chicken yard’ and directing the inspectors 
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to it. After four years of abortive searching, unscom could now reveal 
the extent of Iraq’s bw programme 37 and approve the destruction of 
biological weapons production equipment and the facilities at Al 
Hakam (May-June 1996). Far from being a triumph for unscom, this 
decisive breakthrough derived from an entirely fortuitous defection. 

Relations between Iraq and unscom remained tense, with the 
inspectors testing Iraq’s concealment policies and probing gaps in 
the accounting and documentation (and there were gaps in the latter, 
as Iraqi officials had spent two days burning about a quarter of the 
information before revealing the remainder in the ‘chicken yard’). 3 ® 
Despite the efforts of un Secretary-General Kofi Annan to ease the 
dispute by establishing criteria for presidential site visits, and the deci- 
sion of the Security Council to review the status of sanctions every 
60 days, the tensions came to a climax in mid-1998. When the inspec- 
tors claimed that they had detected traces of vx-related compounds 
on ballistic missile fragments and discovered another document 
describing the use of special weapons by the Iraqi Air Force, Iraq 
protested that the vx allegations were further evidence of collusion 
between the United States and unscom. Whereas an American labo- 
ratory confirmed the original findings, the results from French and 
Swiss laboratories proved inconclusive, and Iraq maintained that 
the results could not have been accurate since the vx production run 
had failed and the nerve agent had not been used in munitions. Con- 
vinced that unscom would never find Iraq in compliance, and that 
sanctions would not be lifted, Iraq suspended co-operation and 
expelled the inspectors. 

Intelligence Blunders and Operation 
Iraqi Freedom (2003) 

The loss of intelligence from the unscom inspectors forced the us 
intelligence community to rely upon less reliable and less detailed 
sources of information. It was by no means alone in assuming that 
Iraq, on account of its previous use of chemical weapons, its covert 
programmes to develop nuclear and biological weapons, and its record 
of deceiving the un inspectors, wanted to resume its wmd programmes. 
Indeed, it assumed that Iraq had something to conceal, including 
chemical and biological weapons and their means of delivery, as well 
as an inclination to exploit the un’s ‘Oil for Food’ programme to 
reconstitute dual-use facilities. Allied intelligence agencies evinced 
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similar views, vindicating the sceptical remark of the French President 
Jacques Chirac that these agencies sometimes 'intoxicate each other’. 39 
Chirac, though, did not believe that Iraq had retained any weapons^ 
both Bush and Britain’s prime minister, Tony Blair, did and they used 
published intelligence reports to justify the resumption of hostilities 
with Iraq, and to remove the regime of Saddam Hussein, without un 
endorsement. In America’s case the National Intelligence Estimate 
(nib), and a declassified version also published in October 2002, pro- 
vided crucial judgements on Iraq’s wmd (and has since been severely 
criticized by the Senate’s Select Committee on Intelligence and a wmd 
commission). In Britain’s case a government dossier, Iraq’s Weapons of 
Mass Destruction of 24 September 2002, based on the findings of the 
Joint Intelligence Committee (jic), has been reviewed critically by a 
committee of Privy Councillors, chaired by Lord Butler. 

None of the allied agencies had access to reliable sources of infor- 
mation. The American intelligence community lacked any sources 
inside Iraq, gained only limited insights from signals intelligence, and 
relied primarily upon ambiguous satellite imagery in respect of Iraq s 
chemical weapons capability. It also insisted that Iraq possessed mobile 
biological production facilities mounted on three tractor-trailers, a 
sensational claim derived from a single Iraqi defector, interrogated 
by German intelligence, to whom American intelligence never had 
direct access. Known as ‘Curveball’, this Iraqi engineer passed on a 
mixture of fantasy and fact through German briefings, and its signifi- 
cance was magnified by American and British intelligence agencies: 
it formed a core element of the nie, Blair’s dossier and the address 
of Secretary of State Colin Powell to the United Nations on 5 Feb- 
ruary 2003. As Bob Drogin observed, If Curveball fused fact and 
fiction, others twisted and magnified his account in grotesque ways. 
His marginal story took on an importance it did not deserve. Sen- 
ior intelligence officials irresponsibly hyped his claims and accepted 
unconfirmed reports.’ 40 

The assertions of 'Curveball’ assumed such importance because 
the intelligence community had become the victim of a form of 
'groupthink’ whereby they looked for evidence of an expanding wmd 
programme once the inspectors had left Iraq, and analysts inter- 
preted ambiguous data as evidence of the expanded programme they 
expected to see. Their judgements suffered from a ‘layering’ effect 
whereby assessments were built upon previous judgements without 
carrying forward the uncertainties of the original judgements. 
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Accordingly, when the nie estimated that Iraq had up to 500 tonnes of 
chemical weapons, this was based largely upon accounting discrep- 
ancies and production capacity rather than any new evidence. As 
analysts became increasingly confident on account of the revelations 
of ‘Curveball’ that Iraq was producing and hiding biological weapons, 
they assumed that Iraq must have been doing likewise with its chem- 
ical weapons. 41 

Operating within this collective mind-set, the American intelli- 
gence community tended to ignore or minimize evidence that contra- 
dicted their preconceptions. They discounted the negative findings 
of the unmovic inspectors, who had resumed inspections in Iraq 
carrying out 731 inspections at 411 sites from 27 November 2002 to 
18 March 2003, as reflecting the relative inexperience of the unmovic 
personnel and the success of Iraq’s campaign of denial and decep- 
tion. Even worse in composing their case, they presented judgements 
in an emphatic manner, stripped of any caveats or uncertainties, a ten- 
dency that was magnified in the declassified version, Iraq’s Weapons of 
Mass Destruction Programs (4 October 2002). This led to overstate- 
ments of what was known and, in respect of reconstructed dual-use 
facilities, to deductions about what Iraq was doing rather than what 
Iraq might do. The failings of analysis and presentation, argued the 
Senate Intelligence Committee, stemmed from ‘a combination of 
systemic weaknesses, primarily in analytic trade craft, compounded 
,by a lack of information sharing, poor management, and inadequate 
intelligence collection’. 44 

The British dossier, an unprecedented publication in British po- 
litical history, was compiled in a mere three weeks. Like the us pub- 
lications, it was conspicuous for its lack of caveats, qualifications, or 
warnings about the limited intelligence base. The British Secret Intel- 
ligence Service (mi6) had information from five human intelligence 
sources, but the material derived from three of them that helped to 
underpin the assessments of the jic was later found to be unreliable. 
That would have mattered less had the published document retained 
the cautious and qualified prose of previous secret briefings (for ex- 
ample, that of 15 March 2002) but elements of uncertainty were 
swept aside to state that Iraq has ‘continued to produce chemical and 
biological weapons’, and that ‘some of these weapons are deployable 
within 45 minutes’. As the Butler report observed, this ‘eye-catching’ 
phrase was left in the document without any contextual reference or 
any precision about what munitions might be involved. 43 
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Supposedly the published intelligence reports were intended 
to inform debate rather than advocate policy, and many of their as- 
sumptions were widely held, if open to differing interpretations. 
Even Robin Cook, who resigned from the British cabinet on the eve 
of the war, accepted that Iraq probably had ‘biological toxins and bat- 
tlefield chemical munitions’ but disputed that these could be classed 
as weapons of mass destruction since they could not be delivered 
against a strategic city target. Opposed to war without un sanction or 
before the inspectors had completed their task, he did not believe that 
the Iraqi forces, known to be weak, demoralized and poorly equipped, 
posed ‘a clear and present danger to Britain’ as the prime minister al- 
leged. 44 Ironically Paul Wolfowitz, the us deputy defense secretary, 
broadly agreed. He, too, thought that Iraq possessed chemical and 
biological weapons but judged the regime to be so weak that it 
would break easily; in other words, a war aimed at regime change in 
Baghdad ‘was doable’. 45 This view would be vindicated in the ensuing 
Operation Iraqi Freedom, a 43-day war (17 March-i May 2003) in which 
us-led forces swept into Baghdad, exploiting complete air supremacy, 
heavy use of precision-guided munitions and rapid speed in the move- 
ment of armoured forces, mechanized infantry and logistic support. 
In an abject defence of Iraq, Saddam neither fired any missiles nor 
employed chemical and biological weapons, nor even made any prep- 
arations to employ such weapons. 

The great shock after the war was the inability of us forces to 
find any weapons of mass destruction. After exhaustive searches the 
Iraq Survey Group conceded that Iraq had destroyed large numbers 
of chemical and biological weapons in July 1991, and that Iraq was 
correct in claiming that the tractor-trailers, believed to be producing 
biological agent, were in fact producing hydrogen. David Kay returned 
from Iraq to admit ‘we were almost all wrong’ and to speculate that 
the former Iraqi leader had not revealed evidence of this unilateral 
act because ‘He did not want to appear to the rest of the Arab world 
as having caved in to the us and the un’. Such ‘creative ambiguity’, 
argued Kay, may have been useful in Iraq’s foreign relations, and 
internally, as Saddam had used chemical weapons against the Kurds 
and Shi’a. By creating the impression that Iraq retained these 
weapons, Saddam may have preserved some ‘leverage’ over these dis- 
sident groups . 46 

Chemical warfare, though, recurred in the Iraqi context during 
the protracted insurgency that erupted during the occupation that 
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followed the Second Gulf War. On 28 January 2007 suicide bombers 
detonated a truck laden with explosives and a chlorine tank in the 
town of Ramadi in the al-Anbar province. Having killed sixteen peo- 
ple with this improvised explosive device (ied), insurgents mounted 
nearly a dozen vehicle-borne ieds, designed to release chlorine gas 
on detonation, over the next four months. As chlorine was employed 
extensively in water treatment, or supplies could be secured from Jor- 
dan, the attacks were easy to mount, using a diverse array of tanker 
trucks, dump trucks and ordinary cars. Although the casualty levels 
from blast and gas were unpredictable (ranging from quite ineffec- 
tual when the gas was burnt off or blown away to causing as many as 
350 casualties and eight deaths in a double bombing at Fallujah on 16 
March 2007), the attacks proved excellent instruments of propaganda 
and intimidation, not least as the chlorine gas was visible to its 
intended victims, causing increased fear. Denunciation by the new 
un Secretary-General, Ban Ki-Moon (19 March 200 7)® proved of no 
avail. Militants in Tal Afar circulated leaflets, threatening further 
chemical attacks against local Sunnis and the police, and proceeded 
to implement their threats. 

us forces responded by raiding various warehouses in Baghdad 
and al-Anbar province where they found stores of lethal chemicals, 
propane tanks, and vehicles being prepared as car bombs. The Iraqi 
authorities organized armed guards for convoys of trucks transport- 
ing chlorine and ensured that trucks carrying chlorine from Jordan 
were escorted safely from the border checkpoints to their destina- 
tions. They also imposed bans upon vehicle traffic in Tal Afar. There 
were reports, too, that the Iraqi government considered imposing 
drastic limitations upon the use of chlorine in water treatment. 48 

Chemical and biological warfare, in short, retained its potential 
to evolve and to challenge civil and military authorities. Its research, 
development and production in Iraq had exposed the limitations of 
Western intelligence monitoring and the difficulties of on-site inspec- 
tion. Both the intelligence agencies and the un inspectors had 
developed collective mindsets, whereby they could not accept that 
Iraq had destroyed all the weapons that they had used so effectively 
in the Iran-Iraq War and had retained as a challenge to the us-led 
coalition during the First Gulf War. The subsequent employment of 
chlorine during the us-led occupation demonstrated that gas had not 
lost its potential as a weapon of terror. 

125 


6 


Chemical and Biological Terrorism 


The prospect of terrorists employing toxic chemical or biological 
agents as weapons has aroused considerable speculation and debate. 
The speculation derives from the crucial differences between terror- 
ism and war, with the former being defined by the us Department 
of State as 'premeditated, politically motivated violence perpetrated 
against noncombatant targets by subnational groups or clandestine 
agents, usually intended to influence an audience'. 1 As terrorists can 
choose when, where and how to attack their targets, they avoid 
many of the uncertainties that have bedevilled the military use of 
chemical and biological weapons. By maximizing the element of 
surprise, they can attack targets with low or non-existent levels of 
protection; by careful choice of target environment, especially an 
enclosed facility, they need not wait upon optimal meteorological 
conditions; by attacking highly vulnerable areas, they may use a less 
than optimal mode of delivery; and by making a chemical or bio- 
logical assault, they may expect to capaire media attention and cause 
widespread panic. 2 Their purposes may range from assassination 
(notably the murder of Georgi Markov with a ricin-tipped umbrella 
in September 1978), economic terrorism (particularly attempts to 
poison or threaten to poison crops, livestock or produce), sabotage, 
social disruption and mass murder. Yet even within a broad defini- 
tion of terrorism, the number of incidents involving chemical or 
biological agents is relatively small. This has prompted debate about 
the likelihood of terrorists employing these weapons; divergent 
analyses of the major case studies and of reflections upon the so- 
called 'new terrorism', including al-Qaeda in the aftermath of the 
9/ 11 atrocities; and reflections upon counterterrorism including the 
‘War on Terror’. 
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Debate on cbw Terrorism 

The use of chemical and biological agents by non-state actors is quite 
diverse in scope, if limited in number. A 1994 survey, using a very 
broad definition of terrorism, identified 244 such incidents since the 
First World War in 26 countries. Of these incidents only 60 per cent 
involved actual use (the rest were threats to use or acquisition), and 
only 25 per cent reflected political motives, with the remainder being 
perpetrated by criminals (often intent on extortion), by psychotics 
and hostile employees, among others. 3 Placing such analysis in a 
broader context, the cia found that the 22 terrorist incidents involving 
‘exotic pollutants' around the world from 1968 to 1980 represented 
only one half of one per cent of all terrorist incidents in that period. 
None of these involved weapons per se, and the most notable inci- 
dents involved the injection of mercury into Israeli and Spanish citrus 
fruits in 1978. 4 

In a volume on chemical and biological terrorism, edited by 
Brad Roberts, several commentators attribute this limited usage to 
enduring technological and political barriers. Joseph Pilat, a strategic 
analyst at Los Alamos, argued that any recourse to chemical, biologic- 
al (and nuclear) terrorism involves costs compared with ‘the simpler, 
less expensive, and more predictable results of conventional explo- 
sives’, 5 Although terrorists could acquire the requisite materials and 
produce chemical or biological agents in small facilities, without dis- 
tinguishing features, they would have to do so safely and in sufficient 
quantity to achieve lethal or incapacitating dosages with their chosen 
means of dissemination. Chemical agents are easier to synthesize than 
biological agents but need to be produced in sufficient quantities and 
purities if the aim is to cause a large number of casualties. Producing 
a biological agent poses more difficult, if not insuperable, challenges, 
especially the conversion of liquid slurry into particles of the requi- 
site size and density for effective delivery as an aerosol. An aerosol 
can be delivered as a wet mist or dry powder but the latter is easier to 
transport and generally travels further on the wind, thereby enhanc- 
ing the potential to inflict casualties over a wider area. Delivering 
agent in a dry form, though, requires the drying of pathogens into a 
solid cake and then milling the latter into a fine powder - technically 
challenging tasks that might require state-sponsorship or the recruit- 
ment of experienced scientists from the former Soviet Union, South 
Africa or some other country that had an advanced bw programme. 
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Karl Lowe, an analyst at the Institute for Defense Analyses, reckoned 
that there are only ‘a relatively small number of biological agents that 
can be produced, refined, weaponized, and effectively disseminated 
by clandestine means unless a country with a biological warfare pro- 
gram is involved'. 5 ' 

Whether a state-sponsored or independent terrorist organization 
would wish to pursue this option is moot. Ron Purver, a Canadian 
intelligence analyst who has examined the vast literature of chemical 
and biological terrorism, identified a dozen or so factors that may have 
inhibited recourse to such weapons in the past. Much depends, as he 
admits, upon the nature of the terrorist organization and its political 
objectives. For those groups seeking discreet political objectives, or 
planning to attack a specific target with discriminate effects, chemical 
or biological weapons might seem too unpredictable and potentially 
indiscriminate in their impact. Operationally, these weapons could 
prove problematic, especially for those fearful of their own safety 
during production or use, or fearful of employing weapons deemed 
illegitimate in inter-state warfare. Such fears could erode group cohe- 
sion and provoke defections. Employing these weapons, moreover, 
might prove counterproductive, alienating followers or potential 
followers and inviting severe reprisals from the state attacked. A 
state sponsor might wish to avoid association with such an act, and 
the consequent retaliation. Finally, some terrorists preferred simpler 
technology that was cheaper and easier to obtain, attracted less atten- 
tion, and could be employed by operatives requiring minimal expertise 
and training. This links with the famous observation of Brian 
Jenkins that ‘terrorists want a lot of people watching, not a lot of 
people dead.’/ 

Admittedly Purver found evidence in the open literature that 
contradicted most of his own points, including claims that nearly all 
the technical and political constraints were steadily eroding, that 
groups such as Aum Shinrikyo might relish employing chemical and 
biological agents, and that the taboos against the terrorist use of cb 
agents were largely illusory. The balance of the argument was shift- 
ing with the proliferation of chemical and biological weapons in the 
1990s, the diffusion of precursor chemicals and dual-use technologies, 
and the potential spread of expertise after the collapse of the Soviet 
Union and of information through the internet. Terrorism appeared 
to be changing, too, involving individuals willing to die for their 
cause (suicide bombers), recourse to indiscriminate mass killing (the 


bombing of the us embassies in Nairobi and Dar es-Salaam) and 
the capacity of a charismatic, if paranoid, leader, Shoko Asahara, to 
attract sufficient funding, recruit able if not expert scientific partici- 
pation, and maintain group cohesion over several years of trying to 
develop and use chemical and biological weapons. ‘A sufficient 
number of countervailing trends', argued Purver, had undermined 
‘important past constraints, lending support to the widespread con- 
sensus among analysts that the likelihood of terrorist use of cb agents 
in the future' was ‘both real and growing’. 8 

In anticipating this development various commentators, includ- 
ing directors of the cia, had often highlighted the potential attraction 
of chemical and biological weapons for terrorist operations. Com- 
pared with nuclear weapons, chemical and biological weapons were 
easier and cheaper to acquire, and, as instruments of destruction, 
they could be ‘very small and easily concealed, and utilized in places 
like the ventilation system of a key building’. The precursor chem- 
icals, as judge Webster added, ‘are not all that rare or hard to come 
by’, and the agent could be produced in a relatively small, clandes- 
tine facility with few distinguishing features for external detection. 
As the problems of handling chemicals were hardly trivial, terrorists 
would need containers that resisted the corrosive effects of the chem- 
icals and be able to develop ‘maximum purity to prolong the shelf life 
. . . once these chemicals are placed in weapons’. But, as he concluded, 
‘no one has a corner on the knowledge anymore’. 9 Testifying six 
years later, in 1995, cia Director John Deutch confirmed the agency’s 
view: ‘For a terrorist group, I think the judgment of all experts would 
be chemical first, biological second, nuclear third.’ Chemicals would 
be the ‘weapon of choice’ partly because of ease of acquisition, partly 
because biological materials required greater care in the handling 
until they were used. 10 

Robert H. Kupperman, a senior advisor of the Center for Strategic 
and International Studies and an authority on chemical and biologic- 
al terrorism, has long sounded warnings over this phenomenon. He 
has argued that cb terror might be used to threaten industrial and 
economic disruption as much as ‘killing on a grand scale’ and need 
not involve classical nerve agents since potent insecticides, such as tepp 
or parathion, are ‘commercially available . . . [and] are almost as toxic 
as their military counterparts’. Moreover, cultures of anthrax could be 
found in most areas of the world: in the soil of cattle country or in 
sheep’s wool as well as in medical research laboratories. Producing 
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anthrax, Kupperman argued, would be easier than preparing it for 
dissemination as spores, but the 

aerosol dispersal technology is easy to obtain from open lit- 
erature and commercial sources, and equipment to aerosolize 
biological agents is available as virtually off-the-shelf systems 
produced for legitimate industrial, medical, and agricultural 
applications. With access to a standard machine shop, it would 
not be difficult to fabricate aerosol generators and integrate 
components to produce reliable systems for dispersing micro- 
organisms or toxins. 11 

Quite apart from the availability of materials and dual-use equip- 
ment, most urban populations are highly vulnerable to chemical or 
biological attacks. Lacking real-time warning, exposed civilians 
would also lack protective equipment and medical treatment serv- 
ices could be stretched by a massive number of casualties. Large-scale 
decontamination is conspicuous by its absence in most countries. In 
these circumstances, democratic states rely primarily upon their intel- 
ligence services, surveillance facilities and law-enforcement agencies 
to intercept terrorist groups before they can launch their attacks. 
Faced with the power of the state, bolstered by conventional military 
force, terrorists may seek to counter these strengths asymmetrically. 
Although most terrorists will prefer cheap conventional weapons, 
and the use of proven tactics, some may wish to exploit the terrifying 
impact of cb weaponry as an instrument of psychological warfare. 
As Harvey McGeorge has observed, 'The odious and insidious nature 
of chemical and biological agents suggest that they are potentially 
the most powerful and effective instruments of terror available.’ 12 

Case Studies and their Lessons 

Despite the potential feasibility and possible attractions of chemical 
and biological weapons as instruments of terror, recourse to this 
option has been relatively rare. In Toxic Terror, Jonathan B. Tucker 
has edited a collection of in-depth analyses of twelve groups or indi- 
viduals who sought to acquire or use cbw agents over the period from 
1945 to 1998. Whatever the value of his chosen methodology, and 
Tucker admits that his case-study approach has ‘drawbacks’, it high- 
lights the range of motivations involved, the variety of techniques 


employed, the apocryphal nature of some reported cases, and the 
mistakes exploited by law enforcement agencies to foil many, though 
not all, of these individuals and groups. Setting aside the apocryphal 
cases, several terrorists were apprehended or foiled before they 
could use cbw agents, notably the radical eco-terrorists rise (1972.), 
who had to abort their attempt to poison water supplies with micro- 
bial pathogens; the Alphabet Bomber (1974), who was arrested before 
he could develop the nerve agent for an attack on the us Capitol; and 
two groups penetrated by the fbi before they could mount their cbw 
attacks: the Covenant, the Sword and the Arm of the Lord (1986) 
and the Minnesota Patriots Council (1991)- More successful groups 
included a small team of Jewish Holocaust survivors, known as din 
or 'Avenging Israel’s Blood’, who poisoned 2,283 German prisoners 
of war with an arsenic mixture in Stalag 13 (April 1946). The Rajneesh 
cult also dispersed Salmonella bacteria in Oregon (August and Sep- 
tember 1984), sickening 751 people, including local commissioners 
hostile to the group, and citizens in a town called The Dallas, in order 
to affect the outcome of a local election. Whether the perpetrators of 
the World Trade Center bombing (26 February 1993) incorporated 
hydrogen cyanide gas into their 1,500-pound urea-nitrate bomb, as 
stated by Judge Kevin T. Duffy in sentencing four of the convicted 
bombers (24 May 1994), is less clear but they certainly wanted to do 
so and had acquired a bottle of sodium cyanide. 13 

If none of these cases gained the notoriety of the Aum cult, the 
groups had distinctive characteristics as bodies willing to employ 
cbw agents. The din was a small, radicalized group representing a 
‘heavily brutalized’ community. Having dehumanized their enemy, 
they believed that all Germans bore collective guilt for the Holocaust. 
Desperate for revenge, they were willing to die, if necessary, in the 
course of poisoning the dark rye bread provided for the German 
prisoners. The Rajneeshees, dominated by a charismatic leader, were 
a cult isolated from the rest of society in rural Oregon. Increasingly at 
odds with their neighbours, and contemptuous of them, they sought 
to take over Wasco County and to exploit their scientific expertise by 
developing a bw option. Having considered several biological agents, 
they prepared Salmonella typhimurium as a less traceable option than S, 
typhi, bacteria that cause typhoid fever. In launching the first large- 
scale use of biological terrorism on American soil, the Rajneeshees 
demonstrated the ease with which they could order pathogens and 
produce biological agents in clandestine facilities. The World Trade 
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Center plotters also demonstrated a visceral hatred of their enemies 
(both the United States and Israel), a capacity to exploit some chem- 
ical expertise, and a readiness to kill as many people as possible . 14 

Case Studies: Aum Cult 

Aum Shinrikyo (Aum Supreme Truth’) achieved worldwide notoriety 
after its attack with the nerve agent sarin upon commuters travelling 
on five trains towards Kasumigaseki station on the Tokyo under- 
ground (20 March 1995). Twelve people died from the gas and over 
1,000 (out of the 5,500 who sought hospital treatment) were injured 
in an attack that had a precedent, namely a previous incident in Mat- 
sumoto on 27 June 1994 that killed seven and injured 144. 15 Despite 
the arrest of many members of the cult, including its partially blind, 
charismatic leader, Shoko Asahara, widespread panic and disruption 
followed threats of further attacks. On 5 May and 4 July 1995, there 
were another two less successful attempts, involving the release of 
hydrogen cyanide on the Tokyo subway. When police raided the 
premises of the cult, they found vast quantities of precursor chem- 
icals, including 500 drums of phosphorus trichloride, 160 barrels of 
peptone (for cultivating biological spores), large amounts of equip- 
ment for manufacturing chemical and biological agents, an extensive 
library and a four-storey concrete laboratory under construction, 
equipped with a clean room, an air lock and a filtration system for 
removing contaminants . 16 

The sect was a remarkable body. Its theology included teachings 
from Tibetan Buddhism and yoga, the book of Revelation and the 
prophecies of Nostradamus, and involved the worshipping of Shiva, 
the Hindu god of destruction. Asahara predicted an imminent Arma- 
geddon, in which Japan would be laid waste by an American-led 
attack, and foretold salvation at the end of Armageddon for those 
who adopted the Aum faith. Membership grew rapidly from a score 
of members in 1984 to over 40,000 members (and some estimates reck- 
oned in excess of 50,000) by 1995, including graduates with degrees in 
medicine, biochemistry, biology and genetic engineering. Aside from 
a membership in excess of 10,000 in Japan, the cult attracted 30,000 fol- 
lowers in Russia and had members scattered across the United States, 
Germany, Taiwan and several other countries. By 1995, it had some 
1,400 devotees, who had renounced the outside world, donated all their 
earthly possessions to the cult and lived at the Aum facilities. From the 


members and numerous moneymaking ventures -^ some legal (noodle 
shops), some illegal (extortion and drug manufacture) - the cult 
amassed assets in excess of $1 billion or some 100 billion yen by 1995. 
It had over 30 branches in six countries, including a major compound 
at the base of Mount Fuji about 100 kilometres from Tokyo, and ran a 
trading company in Taiwan, a tea plantation in Sri Lanka, an engineer- 
ing company in Okamura Tekko in the Ishikawa prefecture (which 
enabled the cult to purchase technical equipment) and a ranch in Aus- 
tralia (where it experimented with sarin on sheep). It also purchased 
a helicopter from Russia in June 1994, from which it had planned to 
disperse cw agent. 17 

Obsessed with the impending apocalypse, and the prospect of an 
American attack on Japan with nuclear weapons, it sought to acquire 
a diverse arsenal of weapons, ranging from assault rifles, pistols and 
knives to laser and microwave devices. In seeking to alert the pop- 
ulace to the dangers that Asahara foretold, Aum also wished to 
punish Japanese voters on account of its defeat in the elections of 
February 1990, rival religious organizations, and lawyers campaign- 
ing against the cult. As early as 1990, Aum began the production of 
biological weapons, initially botulinum toxin, in an effort led by a 
young microbiologist, Seiichi Endo. Truck-mounted attempts to spray 
the poison across central Tokyo, the American naval bases at Yoka- 
hama and Yokosuka and the central airport at Narita (April 1990) 
all failed. Three years later the cult tried again, pumping a slurry of 
liquid anthrax into a sprayer on the roof of an Aum building in Tokyo 
and trying to create a lethal cloud. Failure on this occasion (June 
1993) prompted further attempts to spray from buildings and trucks 
but the clogged sprayers and a relatively harmless strain of anthrax 
thwarted all these efforts. Despite failing in at least nine biological 
attacks, Aum tried to obtain the Ebola virus from Zaire and to pro- 
duce Q-fever, but the guru had already switched priorities from 
biological to chemical weapons. 18 

From the spring of 1993, Aum began its preparations for chemical 
operations by procuring extensive quantities of precursor chemicals, 
laboratory and industrial equipment and other materials. Its scientists 
investigated several nerve agents - sarin, soman, tabun and vx - before 
choosing sarin initially, for which the precursor chemicals were read- 
ily available. Production was relatively easy in the facility known as 
Satyam No. 7 within the Kamikuishiki compound. Aum mounted 
three ineffectual attacks with sarin in 1993, injuring only one person, 
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before the major attack at Matsumoto (27 June 1994). It also used vx 
to kill one person and injure two more in three assassination attempts 
(1994-5). Faced with impending police probes of its facilities, Aum 
launched another abortive attempt to spray botulinum toxin on the 
Tokyo subway (15 March 1995), and then produced sarin rapidly for the 
subway attack on 20 March. Five cult members carried the sarin in 
small nylon bags, wrapped in newspapers, onto the five trains, and re- 
leased the gas by puncturing the bags with umbrellas possessing sharp- 
ened tips. Neither this mode of dissemination nor the relatively impure 
sarin maximized the level of casualties but understandably Senator 
Sam Nunn warned that ‘The cult known as Aum Shinrikyo, thus 
gained the distinction of becoming the first group, other than a nation 
during wartime, to use chemical weapons on a major scale. I believe 
this attack signals the world has entered into a new era.’® 

Case Studies: Anthrax Letters 

In 5 October 2001, within a month of the 9/11 atrocities, Robert 
Stevens, a Florida-based photograph editor, became the first fatality 
of a letter containing spores of high-quality, weapons-grade Bacillus 
anthracis, later identified as the Ames strain held at the us Army 
Medical Research Institute of Infectious Diseases at Fort Detrick. 
It was soon revealed that several letters containing these finely 
powdered spores had been sent to addresses in New York, Con- 
necticut, and Washington, dc, including the offices of Democratic 
Senators Tom Daschle of South Dakota and Patrick J. Leahy of 
Vermont. The attacks resulted in at least 22 cases of anthrax, involving 
five fatalities. Following so soon after 9/11, the letters caused massive 
panic and chaos across the United States at a time when 6 80 million 
letters a day were passing through the us Postal Service. Some 30,000 
people in Washington, dc, took prophylactic antibiotics and thou- 
sands more were traumatized. Two branches of the federal govern- 
ment, specifically parts of the us Congress and the Supreme Court, 
had to be closed for several days, and the Hart Senate Office Building 
required extensive decontamination, costing some $200 million. The 
Postal Service spent over $100 million cleaning up the facilities at 
Trenton, New Jersey, and Brentwood, where two employees died, 
and the Brentwood office was not reopened until January 2003. 
The massive costs multiplied as the fbi spent seven years investigat- 
ing the case, committing at least 20 and often over 30 operatives 


full-time to tracking leads in several continents, assisted by inspectors 
from the Postal Service. 

The effects of this case derived from five (possibly eight) letters, 
containing about ten grams of dry, powdered anthrax, demonstrated 
that bioterrorism can cause massive shock, colossal economic dam- 
age, immense containment and decontamination problems, and 
pose all manner of difficulties and embarrassments for law-enforce- 
ment agencies. The fbi’s erroneous targeting of Dr Steven J. Hatfill, 
a former scientist at Fort Detrick, led to a lawsuit against the us gov- 
ernment with a reported settlement of several million dollars for 
damaging his reputation and career. Even when the fbi pronounced 
the case closed after the suicide of another scientist at Fort Detrick, 
Dr Bruce E. Ivins (on 29 July 2008), many questions remained about 
the largely circumstantial evidence against him. Unable to prove that 
Ivins had prepared or posted these letters, or that he had a motive in 
doing so, the fbi could only indicate that the strains of Bacillus 
anthracis were similar to those used in a RMR-1029 flask in the Army’s 
biodefence laboratory, which Ivins (and another too researchers) had 
access to, and that Ivins had engaged in some unusual late-night 
activities prior to the postings. 2 ® 

Case Studies: Lessons 

These case studies have provoked a vigorous debate. Initially the Aum 
revelations provoked anxiety about the onset of the ‘new terrorism’. 
Bruce Hoffman, then at the Centre for the Study of Terrorism and 
Political Violence at St Andrews University, reckoned that ‘We’ve 
definitely crossed a threshold. This is the cutting edge of high-tech 
terrorism for the year 2000 and beyond.’ John Sopko, who quoted 
Hoffman in his extensive staff statement on the Aum cult for a Sen- 
ate committee, asserted that the terrorist actors had changed, that 
they now had access to technological expertise, materials, equipment 
and new methods of delivery, and that their motivation was mass 
murder. Japanese police authorities confirmed many of these findings 
after their seizure of large quantities of culture media, equipment 
and other materials, an extensive scientific library, and the discovery 
of a production plant that had a sophisticated, computerized control 
system. Despite a series of accidents and failures in the later stages 
of production, the plant had produced ten tons of precursor chem- 
icals for sarin. 21 
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Many commentators take comfort from the failures of Aum, par- 
ticularly their failure to obtain virulent strains of biological agents or 
to weaponize and disseminate biological weapons effectively, their 
chaotic development programmes, recurring accidents, and their in- 
ability to produce sarin that was more than 30 per cent pure. Larry C. 
Johnson, a former deputy director, Office of Counterterrorism, State 
Department, summarized the outcome of the five-year effort, involv- 
ing millions of dollars, the employment of several PhD scientists and 
the construction of several laboratories designed and equipped to 
make cbw agents: 

They tried twice unsuccessfully to produce and use Botulinus 
Toxin A (one of the deadliest biological agents). They had a 
similar failure with anthrax. They successfully produced the 
nerve agent sarin, but it lacked the purity and effectiveness 
associated with military-grade weapons. Their attack on the 
Tokyo subway system injured five thousand (sic) people and 
killed 12. Despite the attack the subways were back in oper- 
ation the same day. 22 

Aum, argued Ian Reader, displayed ‘a remarkable degree of incom- 
petence' and their efforts, far from serving as a precedent, simply 
ensured that the Japanese police tightened their surveillance and 
intelligence gathering over religious groups. The state also imposed 
financial and import controls thereafter, impeding other groups 
from the clandestine acquisition and development of chemical and 
biological weapons.® 

Yet the diluted sarin attack of 20 March 1995, involving a primi- 
tive dispersal mechanism, was only a hastily conceived operation 
prepared over a weekend and intended to divert the police from an 
imminent raid on Aum premises. It caused massive panic on the day 
of the attack, and similar fears resurfaced after a more sophisticated 
attack was planned for Shinjuku Station, Tokyo, on 5 May 1995. Aum, 
nonetheless, had failed to acquire potent strains of biological agents 
and had never mastered the techniques of aerosolization. If intent 
upon causing mass casualties, terrorists would need to disperse bw 
agents as dry, milled particles of the proper size for aerosol dissem- 
ination. Compared with the liquid slurry used by Aum, dry agent is 
more easily handled and transported (and a smaller volume could 
inflict casualties over larger areas). Drying bacteria, though, into a 
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solid cake and then milling it into a fine powder of the requisite size 
are challenging tasks that Aum failed to master. 24 

Does this mean that Aum, as several commentators claim, was 
essentially an aberration, a terrorist group unusual in the lavishness 
of its funding, in the scale of its facilities, and in its ability to procure 
the requisite materials and equipment for chemical and biological 
terrorism during the early 1990s without interference by the author- 
ities? Claims that Aum broke a taboo against the non-use of chemical 
and biological weapons, and hence that other groups would follow 
suit, lack substantive evidence (other than in the anthrax case). Perry 
Robinson even depicts the subsequent 'footling terrorist attempts 
to acquire cbw' as little more than a localized nuisance’. 25 Moreover, 
as the Mumbai massacre (26-8 November 2008) demonstrated, ter- 
rorists can still employ conventional explosives to achieve immediate, 
dramatic effects; inflict significant numbers of casualties; and gain 
publicity through acts of physical destruction. Far less dramatic, the 
dispersal of chemical or biological materials would be much less 
predictable, losing much of the agent by dilution in the atmosphere. 
The degree of dilution would depend upon the local micro-meteor- 
ology, so reducing any certainty about the likelihood of achieving 
a harmful concentration in the target area. Finally, the effects of a 
chemical or biological attack would involve a delay of minutes to 
hours or days before an effect became apparent, hence the use of cb 
materials, as Graham Pearson argued, might be ‘regarded by terror- 
ists as less predictable and less reliable and overall much more chancy 
and less attractive than high explosives’. 26 The overwhelming majority 
of terrorist outrages since Aum have involved the use of conven- 
tional ordnance. 

Drawing too much reassurance from these examples, though, 
would seem unwise. On the one hand, the relevant technology, espe- 
cially the techniques of biotechnology, is evolving rapidly, becoming 
much more widely understood and opening up new possibilities in 
the acquisition or refinement of chemical and biological agents 
(see Conclusion). On the other hand, the nature of terrorism has 
changed, with many more groups ready to inflict mass casualties. As 
Walter Laqueur, the doyen of terrorism studies, argues, the danger of 
cbw terrorism has increased because of the confluence of two trends: 
the increasing accessibility of mass-casualty weapons and the emer- 
gence of more ruthless forms of religious and ideological fanaticism . 27 
There is abundant evidence that many of these groups, including 
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al-Qaeda, want to acquire these weapons and every reason to assume 
that they will be ready to cross the threshold and employ chemical 
and biological weapons whenever they can do so with maximum 
effect. In the vanguard of the new terrorism' are extremist funda- 
mentalist organizations and apocalypse-inspired sects that are much 
less discriminating in their use of violence than the old terrorist 
movements. Engaged in what they perceive as a life-or-death struggle 
with a satanic' enemy, these new' terrorists may envisage mass- 
casualty violence as not only a strategic riposte to this enemy but 
also as a symbolic act and a means of waging asymmetric warfare 
that would reverse past humiliations and punish the target popula- 
tion. Within this mind-set chemical weapons might be the weapon 
of choice for some, easier to develop than biological weapons and 
capable, if disseminated effectively, of inflicting heavy casualties and 
causing panic within confined spaces, but biological weapons could 
prove the consummate instrument of cbw terrorism. 

Biological agents are much more potent on a weight-for- weight 
basis than any of the most deadly chemical agents. In some scenar- 
ios their delay in the onset of symptoms may enable the terrorists 
to flee the scene or even the country concerned. The ‘signature' left 
by the materials may prove difficult, if not necessarily impossible, 
to trace (as the fbi discovered in their lengthy investigation of the 
anthrax attacks), and their effects upon a target population could 
prove extremely hard to counter. Above all, as living micro-organisms 
with a capacity to grow and mutate, they could cause mass panic. Para- 
doxically the unpredictability of biological agents, notably the anthrax 
used in the United States, coupled with their intrinsic characteristics 
as silent, stealthy, invisible and slow-acting' weapons, means that 
they could induce ‘levels of anxiety approaching hysteria'. When the 
staffs of 43 Capitol Hill offices were surveyed seven months after the 
attacks, about one in three people who had had no contact with the 
contaminated office believed that they had been exposed to anthrax 
and feared that they might die from it. 2 ® 

Agricultural Terrorism 

All the case studies of cbw terrorism exemplify the crucial point that 
terrorism never follows an utterly predictable pattern, and that en- 
tirely different cases could arise in the future, including the possibil- 
ity of agricultural terrorism. There are precedents in the poisoning 
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of Israeli oranges by Palestinian terrorists in 1979, and the reported 
lacing of Chilean grapes with cyanide in 1989 that caused an estimated 
loss of $210 million. Historically, too, the ancient tactic of biological 
sabotage recurred during the First World War, with more elaborate 
preparations following in the Second World War (see chapter Two). 
Between 1951 and 1969, the United States invested heavily in the 
stockpiling of anti-crop agents, and the Soviets followed suit, develop- 
ing anti-plant, anti-animal and zoonotic pathogens that affect animals 
and man. Iraq concentrated its efforts on wheat smut, doubtless with 
the intention of targeting the valuable wheat crop of Iran. 2 ® 

If these programmes reflected the feasibility of these weapons 
systems, the huge economic, social and (sometimes political) costs of 
naturally occurring diseases and infestations testified to their poten- 
tial effects, fmdv outbreaks cost Taiwan $7 billion in 1997, and Britain 
at least £8.5 billion in the slaughtering of between six and a half mil- 
lion and ten million animals, the ruin of many farms and rural busi- 
nesses, and massive losses for uk tourism. 1 ® The immensely profitable 
agricultural sectors of North America and parts of Europe are vital 
to the economies of their respective countries (agriculture repre- 
sented some 13 per cent of the us gross domestic product and 17 per 
cent of employment in 2003). In poorer countries, heavily dependent 
on a staple crop, even slight reductions in the harvest can raise food 
prices and fuel food riots among the urban poor. Agricultural sectors 
are also extremely vulnerable, being impossible to protect (in a mili- 
tary sense) and difficult to monitor on account of the areas involved 
(American soybeans, for example, are grown over 31 million hectares, 
representing 50 per cent of the world's crop in 1997 and then worth 
$16 billion). Animals are even more vulnerable inasmuch as they 
tend to be reared in large numbers in close quarters (some American 
feedlots contain from 50,000 to 800,000 animals or in poultry-raising 
operations up to a million birds).® 

In such circumstances, bioterrorism could thrive upon the ease 
of acquiring, moving and dispersing pathogens. Terrorists could find 
anti-plant pathogens in nature or by purchasing cultures of patho- 
gens from commercial companies (though some of these tend to 
be less virulent than agents found in nature) or by obtaining animal 
disease pathogens from sick or dead animals. Once terrorists pos- 
sessed an anti-animal pathogen, they could, as Michael Dunn of 
the us Department of Agriculture (usda) argued, inject the ‘path- 
ogen into livestock to amplify it, draw blood from the animal, and 
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produce a deadly serum’. They could then disperse the pathogen 
through an aerosol spray either by a crop duster or hand-held equip- 
ment or by inserting the agent into a ventilation system of an animal 
enclosure. As many serious, communicable diseases are spread by 
contact with animal hosts, insects and tainted food or water, a dis- 
ease such as soybean rust that occurs in Southeast Asia could be 
spread in the United States by ‘placing spores into seed supplies or 
directly onto fields of production, with the windborne spores capable 
of travelling ‘hundreds of miles in a short period of time, thus in- 
fecting vast areas’. 32 

In planning such terrorism the terrorist could handle anti-plant 
pathogens without personal risk and would not require the skills to 
‘weaponize’ a germ for anti-personnel purposes. ‘Plant viruses, bac- 
teria and fungi’, as Debora MacKenzie argued, ‘are already adept at 
seeking out and destroying victims that don’t move.’ 33 Only tiny 
amounts would be needed as even a limited contamination could 
take an entire crop off the export market and cause massive economic 
damage. The pathogens could be released locally by disgruntled indi- 
viduals and domestic terrorists or dispersed over long distances 
across a border or from offshore. They could also be smuggled across 
borders where customs officials, however vigilant in detecting the 
unapproved products of law-abiding passengers or insects in plants, 
meat products and packing crates, cannot inspect everything (as 
reflected in the importation of large volumes of illegal drugs). Any 
undetected vectors could then be dispersed over a single area near a 
port of entry, so resembling the pattern of a natural outbreak caused 
by an accidental import. 

The long time lag between the introduction of a pathogen and 
the discovery of the resulting disease that diminished the appeal of 
these agents for general- war purposes may suit the agenda of ter- 
rorists. The time lag may increase the area of the contamination 
either through the movement of infected livestock, the distances 
travelled by windborne viruses or the dispersal and breeding of 
insect vectors. It would also enable the perpetrator to flee the 
original site of infection and enhance the difficulty of detection, as 
the biological attack may resemble a natural outbreak, depending 
on the pathogen selected and its mode of introduction. Indeed the 
target government, struggling to cope with the effects of the out- 
break and any ensuing social dislocation, panic and media attention, 
may not wish to admit that the outbreak had been intentionally 
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caused. As Dunn observed, ‘while biological attacks on agriculture 
may seem to be less direct, they can be just as insidious and every 
bit as deadly’. 34 

Al- Qaeda 

Whether al-Qaeda has a distinct preference in its choice of terrorist 
weapons is unclear but its desire to employ cb weapons is abundant- 
ly so. Osama bin Laden has declared that ‘We don’t consider it a 
crime if we tried to have nuclear, chemical, biological weapons’, and, 
in the wake of Operation Enduring Freedom (2001), us forces and 
cnn journalists found evidence that al-Qaeda was far more advanced 
in its search for wmd than pre-9/ 11 intelligence had indicated. Com- 
puter files and videos found in Kabul confirmed that the organization 
had begun its research and development on chemical and biological 
weapons. In a memorandum written in April 1999, Dr Ayman al- 
Zawahiri complained that the movement had been slow to develop 
weapons that had a destructive power ‘no less than that of nuclear 
weapons’. Al-Qaeda had apparently earmarked between $2,000 and 
$4,000 in ‘start-up’ costs for the programme, code-named al-Zabadi 
(Arabic for curdled milk). It had begun experiments with toxic agents 
on dogs and rabbits at a camp near Jalalabad, issued instructions to 
begin building a laboratory, and acquired both biological agents and 
commercial equipment for work on Agent X’ (thought to be anthrax). 
A progress report complained that the use of non-specialists had 
‘resulted in a waste of effort and money’, and that the recruitment 
of experts was the ‘fastest, safest and cheapest’ route to follow. 35 

Prior to the American bombing of al-Qaeda’s headquarters and 
training camps in late 2001, an Egyptian engineer, Abu Khabab, 
whose real name was Midhat Mursi al-Sayid Umar, had been train- 
ing Western recruits in how to mount chemical attacks in Europe 
and possibly the United States at the Darunta complex in the Tora 
Bora region. Undoubtedly displacement from Afghanistan, and the 
loss of protection by the Taliban government, undermined the r&d 
programme, denying al-Qaeda access to large-scale and secure 
encampments in which they could begin their r&d activities, us intel- 
ligence officials, though, are convinced that al-Qaeda sought to 
reconstitute this programme in other countries wherein they sought 
refuge. Abu Khabab reportedly worked on ‘contact poisons’ that 
could be rubbed on doorknobs, and, in December 2002, was allegedly 
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involved in a plot to deploy a device called a mubtakkar, with the aim 
of dispersing cyanide gas within New York subways. Mubtakkar, 
which means ‘invention’ in Arabic, is a canister with two interior 
compartments - one of which contains sodium cyanide and the 
other hydrogen - and by using a fuse that can be activated remotely, 
the internal seal can be broken making and then releasing the gas. 
Zawahiri apparently scuttled the plot, claiming that ‘We have some- 
thing better in mind.’ 3 ® 

Just as the cia released information about this aborted plot, so 
intelligence sources continued to highlight fragments of evidence* 
reflecting al-Qaeda’s continued interest in developing weapons of 
mass destruction. Whereas us intelligence had lacked human intelli- 
gence sources from within the movement prior to 9/ 11, it gathered 
information from at least one inside source by 2003 as well as from 
captured reports, training manuals, material posted on jihadist web- 
sites and apprehended al-Qaeda operatives. There were reports that 
al-Qaeda had recruited ‘competent’ scientists and a Pakistani micro- 
biologist, Abdur Rauf; that materials had been gathered to manufac- 
ture botulinum toxin and salmonella as well as cyanide gas; that 
Yazid Sufaat, a biology graduate from Sacramento State University, 
had been leading al-Qaeda’s bw programme in Malaysia before his 
arrest in late 2001; and that eight al-Qaeda-linked militants (out of 
thirteen arrested) had been convicted in Jordan of plotting to launch 
a chemical attack against the us embassy, the prime minister’s office 
and the headquarters of the Jordanian intelligence service in Amman. 
Reportedly these men were associates of the slain, former leader of 
al-Qaeda in Iraq, Abu Musab al-Zarqawi. 3z 

How much substance there is to these charges is diffi cult to deter- 
mine. Intelligence agencies, law-enforcement bodies and judges have 
erred in previous allegations or in their commentary upon the 
actions of terrorists. The claims of Judge Kevin T. Duffy that the 
World Trade Center bombers of 1993 had incorporated sodium 
cyanide into their bombs have been vigorously disputed, if not the 
intent of the terrorists then the ‘technical, logistical and financial 
obstacles’ confronting them. There have also been highly contentious 
assertions at lower levels. When nine North Africans were arrested 
in north and east London in January 2003 on the charge of conspiracy 
to spread poisons, including ricin, the case resulted in just one con- 
viction (and not specifically on poisons) two years later. Another 
blunder occurred in East London on 2 June 2006, when 250 police 
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apprehended two Asians, shooting one of them, on ‘specific intelli- 
gence’ that they were planning to use a chemical bomb but then failed 
to find any evidence of the bomb in an operation costing £2.2 million. 38 
The task of gathering and analysing intelligence correctly on groups 
of non-state actors remains notoriously demanding but ignoring 
public warnings by the heads of Western intelligence agencies seems 
imprudent. Henry Crumpton, when appointed head of counter- 
terrorism at the State Department, warned of ‘micro targets such as 
al-Qa’eda which, when combined with wmd, have a macro impact’. 
Like intelligence directors John Negroponte, and his successor J. 
Mitchell McConnell, Crumpton was reflecting upon the full spectrum 
of wmd threats, including nuclear or at least radiological weapons, 
and alluding to the sustained efforts of terrorist groups and their 
growing expertise in these areas. Dame Eliza Manningham-Buller, 
when director-general of M15, agreed that it would be ‘reckless to 
underestimate the ‘capability and intent’ of terrorist groups such as 
al-Qaeda, and that they probably had a capability to make an ‘uncon- 
ventional weapon’. 3 ® 

War on Terror 

Understandably in the wake of the 9/11 attacks, the Bush administra- 
tion took the lead in shaping the international response. Al-Qaeda’s 
assault upon the continental United States was not only the most 
* costly terrorist attack ever in loss of life, economic destruction and 
psychological shock but it also exposed the vulnerability of the 
United States and challenged its sense of exceptionalism. The subse- 
quent war in Afghanistan led to a swift overthrow of the Taliban 
regime that had harboured al-Qaeda and the discovery of evidence con- 
firming the latter’s programme to develop wmd. Thereupon President 
Bush made a series of speeches adumbrating the assumptions and 
rationale underpinning his ‘War on Terror’. 

In his State of the Union message (29 January 2002), President 
Bush seized upon the findings in Afghanistan to claim that the depth 
of al-Qaeda’s ‘hatred’ was only equalled by ‘the madness of the 
destruction they design’. The evidence, he argued, ‘confirms that, far 
from ending there, our war against terror is only beginning’. Tens of 
thousands of terrorists, he affirmed, were still at large, viewing the 
entire world as their battlefield and ‘we must pursue them wher- 
ever they are’, us objectives were twofold: ‘First, we will shut down 
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terrorist camps, disrupt terrorist plans, and bring terrorists to justice. 
And, second, we must prevent the terrorists and regimes who seek 
chemical, biological or nuclear weapons from threatening the United 
States and the world/ In denouncing the so-called ‘axis of evil’ - 
North Korea, Iraq and Iran - he claimed that 

By seeking weapons of mass destruction, these regimes pose a 
grave and growing danger. They could provide these weapons 
to terrorists, giving them the means to match their hatred . . . 

We will work closely with our coalition to deny terrorists and 
their state sponsors the materials, technology, and expertise to 
make and deliver weapons of mass destruction. 40 

In a subsequent speech before the graduates of West Point 
(i June 2002), Bush explained the aims and approach of us counter- 
terrorism. ‘For much of the last century’, he declared, 

America’s defense relied on Cold War doctrines of deter- 
rence and containment. In some cases, these strategies still 
apply. But new threats also require new thinking. Deterrence 
- the promise of massive retaliation against nations - means 
nothing against shadowy terrorist networks with no nation 
or citizens to defend. Containment is not possible when 
unbalanced dictators with weapons of mass destruction can 
deliver those weapons on missiles or secretly provide them 
to terrorist allies. 

While homeland security, involving the co-location of 22 sep- 
arate federal agencies under the new Department of Homeland 
Security (dhs), and missile defence became part of a stronger secu- 
rity posture, the war on terror, argued Bush, would ‘not be won on 
the defensive’: Americans must be ‘forward-looking and resolute . . . 
ready for preemptive action when necessary to defend our liberty 
and to defend our lives’. 44 

These priorities found reflection in the National Security Strategy 
issued in September 2002 and reissued, in a slightly modified form, 
in March 2006. Although the latter admitted scope for a degree of 
‘tailored deterrence of both state and non-state threats’, including 
the employment of wmd, it reiterated the assertion of the first docu- 
ment that 
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The greater the threat, the greater the risk of inaction - and 
the more compelling the case for taking anticipatory action 
to defend ourselves, even if uncertainty remains as to the 
time and place of the enemy’s attack. There are few greater 
threats than a terrorist attack with wmd [with the last sen- 
tence added in the 2006 report]. 42. 

Talcing action involved more than merely the overthrow of the Taliban 
regime (November 2001), and the continuing attacks upon the Tali- 
ban and al-Qaeda in Afghanistan and north-west Pakistan (including 
missile strikes launched by the cia from Predator unmanned aerial 
vehicles, one of which reportedly killed Abu Khabab on 28 July 
2008). 43 If these actions disrupted al-Qaeda’s operations and denied 
it safe havens, they complemented other counter-terrorism measures, 
notably the efforts of the us Treasury Department to detect and dis- 
rupt terrorist financing, money laundering and the financial and other 
support networks. Launched on 24 September 2001, this was one of 
the earliest initiatives in the war on terror and one that recognized the 
need for multilateral assistance, as terrorists had limited investments 
in the United States. Accordingly, the Bush administration promoted 
un Resolution 1373 (28 September 2001), requiring states to criminal- 
ize the financing of terrorism and to deny terrorists safe havens, and 
launched a g-8 Global Partnership Against the Spread of Weapons and 
Materials of Mass Destruction (Kananskis summit, June 2002). The 
latter built upon a decade of us non-proliferation assistance for former 
Soviet states, derived from the Co-operative Threat Reduction pro- 
gramme, sometimes known as the Nunn-Lugar (after its two 
sponsoring senators) programme of Fiscal Year 1992. By 2005, the 
United States had invested over $9 billion in the programme, which 
not only involved nuclear weapons and materials, but also included 
enhanced security at 35 per cent of Russia’s chemical weapon facili- 
ties, fun din g a nerve-agent destruction facility, improving security at 
four former biological weapon sites, and conducting peaceful, joint 
us-Russian research at 49 former bw facilities. All these initiatives, in- 
cluding the Proliferation Security Initiative (see chapter Four), reflected 
a preference for active security co-operation instead of relying upon 
treaty-based, multilateral disarmament regimes. Having incurred a 
major terrorist attack on the continental United States, and observed 
the panic caused by the anthrax letters, the Bush administration felt 
that it had to pursue an active counter-terrorist programme. 44 
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The United States also secured the adoption of un Security 
Council Resolution 1540 (28 April 2004) with its pronounced anti- 
terrorism message. In professing grave concern about ‘the threat of 
terrorism', and the risk of non-state actors obtaining nuclear, bio- 
logical and chemical weapons and their means of delivery, the 
Security Council - for only the second time in its history - invoked f 1 

its Chapter vn powers and required states to act in response to a Hi 

general rather than a specific threat to international peace and ? { 

security It urged all states to criminalize the manufacture, acquisition, Ifj 

development, transport, transfer or use of these weapons, and their 
means of delivery by non-state actors. It required states to institute f 

effective export controls and enhance security for nuclear, biologic- 
al and chemical materials. It also established a Security Council 
Committee to monitor reports from states on their implementation ;t I 

measures but, in spite of an injunction requiring states to report within 'Tj 

six months, 62 states had not reported to the Committee by 19 April 
2006. 45 Finally the United States co-operated with partner nations 
and the World Health Organization (who) to strengthen global bio- | 1 : 

surveillance capabilities for the early detection of suspicious outbreaks 
of disease. By revising its International Health Regulations in 2007, H 

who required member states to notify the agency within 24 hours of ■ § f 

any threat to public health that could affect more than one country : Jj| : 

International action, though necessary and useful, was never 
going to suffice after 9/11 for an administration that understandably 
regarded domestic security as its prime concern. Accordingly, it sought 
to counter the threat of bioterrorism by enhancing bio-security in the j 

United States, specifically the capacity to detect and respond to bio- 1 

logical attacks, to secure dangerous pathogens, and to restrict the ; 

spread of materials useful in the production of biological weapons. It i fi 

requested, and largely secured from Congress, massive increases in ‘ 

funding for basic and applied research on diseases of bioterrorism 
concern, accelerating the purchase and stockpiling of antibiotics and 
vaccines to combat anthrax, smallpox, and other agents of bioterror, 
deploying air-sampling detection systems at various sites, and devel- 
oping rapid diagnostic tools and enhanced medical countermeasures. 

Similarly, it invested in improving chemical detection and other anti- j 

chemical capabilities at home and abroad, including enhancing the 
training and equipment of the military forces and emergency respon- ' 

ders so that they could manage the consequences of an attack with i 

chemical weapons. ■: 


By the end of 2008, the United States had spent some $48 billion 
on biodefence measures since 9/11. With expenditure on civilian 
biodefence by the dhs and several other departmental agencies, 
including Health and Human Services, Agriculture and State, as well 
as the Environmental Protection Agency and the National Science 
Foundation, growing from $690 million in FY2001 to $5.4 billion in 
FY2008 (quite apart from the $5.6 billion earmarked for Project 
BioShield (July 2004) over ten years), this had all the appurtenances 
of a crash programme. Counter-terrorism was not the sole concern. 
The federal expenditure was intended to counter major deficiencies 
in the American public health infrastructure and to counter both the 
threats from natural emerging infections, such as pandemic influenza 
as well as from biological weapons. It also sought to repair critical 
weaknesses exposed by the anthrax letters: inadequate detection 
systems at key sites, inadequate stocks of drugs and vaccines to treat 
victims of known biological weapons, deficiencies in the us labora- 
tory forensic and diagnostic capabilities, inadequate plans for the 
distribution of medication and the provision of treatment for mass 
casualties, and shortcomings in establishing a clear chain of command 
for incident response and of managing comprehensive communica- 
tions strategies during crises. 46 

The federal expenditure has multiplied the number of research 
laboratories working on ‘select' agents. By 2007, usda and the Centers 
for Disease Control and Prevention (cdc) had registered 13,506 public 
and private Biosafety Level (bsl)-3 laboratories (to handle agents such 
as anthrax and tularemia for which a vaccine or treatment exists), 
and fifteen bsl-4 laboratories, instead of the five registered with cdc 
and operational pre-9/11 (able to investigate agents with no vaccine 
or cure, such as Ebola virus and Lassa fever). As of February 2009, some 
15,300 staff had active security risk assessment approvals and so had 
access to agents of bioterrorism concern. In 2003 the United States 
had also deployed a $1 billion detection system, called BioWatch, in 
30 major cities to detect certain airborne biological threats, including 
anthrax, plague and smallpox. On 30 September 2008, it established 
the National Biosurveillance Center to provide early warning of a bw 
attack (and other natural epidemics) by linking local, state, federal 
and private sector surveillance across food, agriculture, public health 
and the environment. The administration also expanded the Strate- 
gic National Stockpile, launched during the Clinton administration. 
This repository of drugs and vaccines, stored at sites across the 
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United States, now includes over 300 million vaccine doses for small- 
pox (compared with 90,000 before 9/11), and the reported rates of 
delivering antibiotics have been cut from 2.5 weeks in 2001 to four 
days by 2008. The new National Biodefense Analysis and Counter- 
measures Center, a 160,000 square-foot facility, costing $150 million, 
was due to open at Fort Detrick, Maryland, in March 2009. Contain- 
ing a large bsl -4 laboratory, it will seek to assess emerging biological 
threats to people and agriculture and establish a new national capa- 
bility for performing forensic analysis of bioterror events. 47 

Whether this massive expenditure has transformed the bio-secu- 
rity of the United States is debated fiercely. Timely detection remains 
an issue as the first generation of BioWatch detectors are only 
deployed in a few cities, may not detect pathogens released indoors, 
underground, on planes, buses or in most subways, and may not pro- 
vide real-time information for first responders. The General 
Accountability Office has confirmed that the filters of these devices 
have to be collected manually and then tested in state and local labo- 
ratories, producing results within ten to 34 hours. The process is both 
cost- and labour-intensive, generating false alarms and quality-control 
problems. New detectors known as Generation 3.0 are intended to 
replace the existing technology, beginning in 2010 with the replace- 
ment completed by 2013. These systems are expected to provide an 
automated analysis of air samples that could reduce the elapsed time 
between sampling and testing to four to six hours, and detect a much 
broader range of identified biological agents. Before acquiring and 
deploying too of these new detectors, each costing $120,000 per emit, 
with annual maintenance costs of $65,000 to $72,000 per unit, deci- 
sions have to be taken on whether to deploy an interim automated 
system. This, too, is costly (about $100,000 per unit) and would only 
detect the same range of agents as the current sensors. While the 
authorities of New York City have campaigned for the deployment of 
the interim units, federal officials have cast doubt on their reliability. 48 

Rather than invest so heavily in large-scale technological 
responses, some sceptics advocate more investment in improved 
diagnostic tests at hospitals (and on-the-spot detection and diagnos- 
tic devices that can be used in rapid response to any suspected ani- 
mal disease outbreak), in the training of physicians to diagnose 
anthrax, botulism, plague and smallpox, and in preparing hospitals 
with the requisite staff and facilities to cope with large-scale casual- 
ties. In June 2006 Grotto and Tucker argued that 
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Only fifteen states and/or cities currently have the capabili- 
ty to administer stockpiled vaccines and other drugs on a 
large scale. More than 50% of Americans today live in states 
that do not have plans to deal with a large number of casual- 
ties in the event of a bioterrorist attack, and 20% live in states 
where hospitals lack medical equipment that would be 
required in a major emergency. 49 

This continuing vulnerability reflects the fact that the early plan- 
ning in the wake of the anthrax letters assumed a strictly limited role 
for the federal government. By devolving homeland security duties 
to local level, and cutting general-purpose grants for local agencies, 
the Bush administration sought urgent improvements in counter-ter- 
rorism. Apart from building up stocks of nbc suits, mobile command 
posts, other equipment, and conducting periodic exercises to test the 
emergency services, most major cities and states formed ‘fusion cen- 
tres’ to share intelligence among the military, federal, state agencies, 
local sheriffs and police departments. This information-sharing 
model was so successful that it even prompted emulation by the 
Israelis. Yet major terrorist incidents in the United States, like natu- 
ral disasters, remained extremely rare, and the abject response to 
Hurricane Katrina was a timely revelation: as one official admitted, 

We initially thought that because all crises are local, our states 
and high-value-target cities would be able to manage a seri- 
ous or sustained attack if they received enough federal dollars 
to help them prepare . . . We now know, as Hurricane Katrina 
demonstrated, that the federal government would have to 
take the lead in a true bioterror emergency. 50 

Conclusion 

Managing such a vast federal responsibility will not be easy and it 
testifies to the immense costs that the threat of chemical and bio- 
logical terrorism can impose. The United States may be peculiar in 
the vast size of the country, the complexity of the political author- 
ity split between federal, state, city and / or local authorities, the 
vulnerability of so many targets at home and in embassies, bases 
and facilities overseas and the impossibility of providing complete 
security against terrorists that could strike whenever they choose. 
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At best the complex layers of detection, containment, rapid response 
to any incident involving people, animals or plants, emergency 
medical provision, and decontamination may raise the threshold 
for a potential attack, and if coupled with the fear of massive retali- 
ation, may provide a limited deterrent. Even if the United States under 
an Obama administration moves away from a militarized form of 
counter-terrorism to a posture of routine vigilance, investment in 
co-ordinated intelligence, law enforcement and security operations 
will remain essential. Faced with external (and in some cases) inter- 
nal terrorists, and from organizations with a global 'reach’, the 
co-ordination requires an international dimension with allied agen- 
cies, monitoring, tracking and intercepting terrorists where possible 
before they can mount their attacks. 


Conclusion: 

The Evolving Nature of Chemical 
and Biological Warfare 

Evolution in the nature and character of the challenge posed by 
chemical and biological weapons has been a sustained theme 
throughout this book. Despite the long pre-history of employing poi- 
sons in a military context, and the sinister image associated with this 
form of warfare often giving rise to allegations or suspicions of usage, 
and sometimes black propaganda, the weaponry and its potential have 
developed steadily since the first mass usage in April 1915. If the First 
World War remains the last conflict in which several belligerents 
employed chemical weapons in massive quantities, and refined their 
agents, tactics and anti-gas defences in a sustained manner, several 
states have exploited the casualty-causing and psychological effects of 
these weapons in subsequent one-sided wars and counter-insurgency 
operations. By combining these weapons with long-range and increas- 
ingly accurate delivery systems, they transformed the potential of 
chemical warfare as a force multiplier with strategic (in some 
instances) as well as tactical applications. States have shown, too, a 
continuing interest in the utility of biological weapons experimenting, 
developing, testing and demonstrating their potential effectiveness in 
some cases by all means short of actual war. As non-state actors have 
followed suit, employing both forms of weaponry as instruments of 
terror and assassination, chemical and biological weapons remain mili- 
tary options in the contemporary world. Technological develop- 
ments, particularly in the area of biotechnology, threaten to enhance 
this potential and pose further challenges internationally. If these 
developments warrant closer analysis, so too does the oft-mooted 
panacea of international disarmament, involving on-site inspections 
as a means of verifying compliance. Retaliation-in-kind or with nuclear 
weapons may no longer be viable deterrents but there may still be 
other preventative or retaliatory measures that states can adopt, if 
they have ‘actionable’ intelligence with which to counter or mitigate 
the effects of these weapons. 
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Context for Evolution 

The evolution of chemical and biological warfare is a by-product of 
scientific, industrial and technological developments, compounded by 
the transformation of communication and transportation networks 
and of the methods of warfare. Discerning the pace and direction of 
change has always been difficult because the sinister reputation of this 
form of warfare has maximized the tendency to undertake r&d, test- 
ing, production and usage in as discreet a manner as possible. Even in 
the interwar years, when states conducted perfectly legitimate r&d, 
testing and production of chemical and biological weapons within 
the terms of their reservations attached to the Geneva Protocol 
(1925), they did so without publicizing their activities. Similarly, the 
tendency of states to display new weapon systems - warships, tanks, 
aircraft and ballistic missiles - with developing states often hailing 
such developments as symbols of modernity and economic modern- 
ization, has never been extended to the discovery of new war gases 
or the weaponization of biological agents. 

This has fed all manner of suspicions about the use of poisons in 
the history of warfare and terrorism prior to the First World War, 
about unusual incidences of disease in conflicts thereafter (such as the 
reported outbreak of tularemia among German troops at Stalingrad), 
the potential for developing ‘ethnic' weapons that target particular 
ethnic groups, and recurrent allegations of chemical warfare in 
counter-insurgency operations where allegations are notoriously 
difficult to corroborate (such as the desultory reports of chemical 
warfare practised by the Tamil Tigers in Sri Lanka from the early 
1990s to 2006). 1 Investigative reporting has thrived in these circum- 
stances, sometimes bringing historical issues to light from recently 
declassified documents, as in Harris and Paxman, A Higher Form of 
Killing (1982), or from film released long after the event, notably in the 
bbc series Science at War (1998) and bbc 2 's Scotland’s Secret War (2005). 
Occasionally journalists highlight issues of contemporary controversy, 
like the bw allegations in Korea, the ‘yellow rain’ allegations from 
South East Asia or the cw attacks upon Halabja. Sometimes they pro- 
vide an historical overview, as Tom Mangold did in Plague Wars 
(London, 1999), proffering ‘a true story of biological warfare’. Many 
of these works are spiced with speculation, some of it alarmist, but 
the authors have nonetheless perceived that this is an evolving form 
of warfare, and that its potential has by no means run its course. 
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Advances in the fields of molecular biology and the proliferation 
of industrial biotechnologies have enhanced the ability to manufac- 
ture new substances or to modify old ones, and to produce these 
products more easily and much faster. The new technologies include 
the chemistries of the immune system, neurotransmitters, mam- 
malian cell culture, protein sequencing and the more publicized 
technology of genetic engineering. The great breakthroughs of the 
1970s, enabling scientists to identify and isolate specific genes and to 
manipulate their basic dna (deoxyribonucleic acid) structures, ensured 
that Western governments, scientists and numerous commentators 
focused upon the potential application of these techniques to bio- 
logical and toxin warfare. As American, British, Swedish and Canadian 
governments reflected upon the latest technological developments in 
open documents submitted to the five-yearly review conferences of 
the btwg® commentators used their information to consider the 
implications of engineering new organisms of greater virulence, 
antibiotic resistance and environmental stability. They described how 
the transfer of certain genetic traits into naturally infectious microor- 
ganisms could render otherwise harmless organisms highly virulent 
or alter their immunogenicity and thereby render them difficult to 
diagnose and more resistant to medical treatment. Bioengineering, 
they noted, could maximize the infectivity and pathogenicity of 
microbial pathogens, produce more lethal and more stable toxins, or 
produce some of the rarer toxins in kilogram quantities to suit mili- 
1 ftary requirements. Protein engineering could modify peptides, which 

are the precursors of proteins and are made up of amino acids. 
Active in very low concentrations, these bioregulators are difficult 
to detect and altering them could affect many aspects of the living 
system from mental processes to regulatory factors such as mood, 
consciousness, temperature control, sleep or emotions. 3 

Advances in production technology, including computer-controlled 
continuous flow fermentors and hollow fibre technology, increased 
productivity dramatically and permitted the use of much smaller fer- 
mentors. Further advances in mammalian cell culture simplified the 
production of viruses and facilitated the production of large-scale 
yields in small facilities. Developments in particle encapsulation por- 
tended an ability to protect biological warfare agents during transport, 
enable them to resist damage by exposure to ultraviolet rays, and 
provide them with greater stability and greater protection against 
antibiotics. All these developments have eroded the distinction 
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between small laboratories and production facilities, removed the 
need for long-term storage, and enhanced the ease of concealment. 
Although biotechnology has defensive potential too, in the design of 
new biosensors, and in qualitative improvements for protective masks, 
clothing, immunization and therapeutic treatments, developing novel 
agents seems an easier proposition than countering them with ade- 
quate defences. 4 

How quickly these developments would occur, and how quickly 
such agents could be weaponized, especially in aerosol form, remained 
a matter of debate. In the 1980s, Douglass and Lukens warned of the 
costs and delays that had hampered the commercialization of bio- 
technology, and argued that ‘the road from the laboratory to arsenal 
is not always short or smooth’. 5 A decade later Malcolm Dando reck- 
oned that technologies now in the hands of Western companies would 
become much more widespread within twenty years, and that the 
ability to construct ‘many different kinds of new biological weaponry’ 
would be widespread within 50 years. 6 Suspicions that the Soviets had 
stolen a march in this area would soon be confirmed by Soviet defec- 
tors, particularly Ken Alibek in 1992. In his autobiographical account 
of his career in Biopreparat, Biohazard (1999), Alibek recalls a remark- 
able briefing that he attended on ‘Project Bonfire’ at Obolensk (1989) 
when a scientist revealed that ‘a suitable bacterial host had been 
found for myelin toxin . . . Lab results had been excellent, and a series 
of animal experiments had been conducted in secret.’ The test had 
shown that the infected rabbits had developed both the disease caused 
by the bacteria and the paralysis induced by the toxin. ‘The room was 
absolutely silent. We all recognized the implications of what the 
scientist had achieved. A new class of weapon had been found.’ 
Having introduced the gene of a toxin into a microorganism, the latter 
had not only manufactured the toxin but had also acted as a carrier 
(vector), transferring the poison to the victim. As the microorganism 
was Yersinia pseudotuberculosis, which is closely related to Yersinia 
pestis (plague), this was only a short step from inserting it into plague 
to produce ‘a new version of one of mankind’s oldest biological 
weapons’. 7 

Ironically, when Alibek first explained the scope and extent of the 
Soviet genetic engineering programmes during his debriefing in the 
United States, he encountered scepticism from several American 
scientists, who doubted that there was any need to refine these 
extremely lethal biological agents. Alibek retorted: 
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To argue that these weapons won’t be developed simply 
because existing armaments will do a satisfactory job contra- 
dicts the history and the logic of weapons development, from 
the invention of the machine gun to the hydrogen bomb. 

By the mid-1990s he found grim confirmation as former Soviet col- 
leagues published articles in scientific journals, reporting on their 
successful insertion of the gene of Venezuelan equine encephalitis 
(vee) into the vaccinia genome without affecting the vaccinia’s viru- 
lence, and then the insertion of the Ebola virus into the genome of 
vaccinia (the vaccinia had always been seen as a surrogate for small- 
pox weapons research in the Soviet bw programmes). In 1997 the 
Obolensk scientists reported that they had developed a genetically 
altered strain of Bacillus anthracis capable of resisting anthrax vac- 
cines, and, in earlier articles, that they had developed a multi-drug 
resistant strain of glanders. In all these cases, Alibek noted, the research 
was justified as ‘entirely peaceful’, intended to create a vaccine (in the 
Ebola case) or to improve existing vaccines. 8 

Successive us administrations now issued unambiguously frank 
assessments about the ‘enormous potential’ for making more sophis- 
ticated weapons. In Proliferation: Threat and Response (1997), the us 
Department of Defense observed that American and foreign biotech- 
nology companies were now selling ‘all-in-one kits to enable even 
high school-level students to perform recombinant dna experiments’, 
that online gene sequence databases and analytic software were avail- 
able over the Internet, and that it was already ‘possible to transform 
relatively benign organisms to cause harmful effects’. The incentive 
to do so lay in the extreme lethality of biological warfare agents: the 
‘most lethal biological toxins are hundreds to thousands of times 
more lethal per unit than the most lethal chemical warfare agents’. 
If technological hurdles still had to be overcome before novel agents 
could be disseminated effectively, advances in biotechnology pro- 
vided ‘increasing potential to control’ the variable factors. These novel 
agents, as described by the Pentagon, could take five possible forms: 
benign microorganisms genetically altered to produce a toxin, venom 
or bioregulator; microorganisms rendered resistant to antibiotics, 
standard vaccines and therapeutics; microorganisms developed with 
enhanced aerosol and environmental stability; ‘immunologically- 
altered’ microorganisms able to defeat standard identification, 
detection and diagnostic methods; and combinations of these agents 
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with improved delivery systems. The prospect of such weapons 
being developed, it added, raised 'the technological hurdle that must 
be overcome to provide for effective detection, identification, and 
early warning of biological warfare attacks'. 9 

Underscoring this potential, the Bush administration declared 
on 28 April 2004 that ‘[ajdvances in biotechnology and life sciences - 
including the spread of expertise to create modified or novel organ- 
isms - present the prospect of new toxins, live agents, and bioregula- 
tors that would require new detection methods, preventive measures 
and treatments.' It added prudently that 

These trends increase the risk for surprise. Anticipating such 
threats through intelligence efforts is made more difficult by 
the dual-use nature of biotechnologies and infrastructure, 
and the likelihood that adversaries will use denial and de- 
ception to conceal their illicit activities. 1 ® 

Scientific scepticism ebbed gradually as the expansion of mod- 
ern biotechnology led to a widespread diffusion of knowledge and 
technology. As numerous countries acquired the facilities for vac- 
cine or single-cell protein production, they possessed facilities that 
could be subverted to produce large amounts of pathogenic micro- 
organisms. Scientific breakthroughs (as mentioned in the Intro- 
duction) continued apace with the full sequencing of the bacterium 
Yersinia pestis that causes bubonic plague announced in 2001, a de- 
velopment that could help in the development of new drugs and 
vaccines or be misused in the design of bioweapons. Similarly, the 
chemical synthesis of complete viral genomes, notably an artificial 
polio virus at the State University of New York in 2002, raised the 
possibility that other viruses with short dna sequences would be 
synthesized. As van Aken and Hammond observed, this raised the 
possibility that several viruses could be produced artificially for bio- 
logical warfare, including the Ebola virus, Marburg virus and vee. 
Only ‘a few highly trained experts' could attempt this, ‘at least for the 
time being'. Much larger genome sequences such as the 200,000 base 
pairs of the variola genome, the smallpox virus, might conceivably 
be recreated in vitro (that is, in an experiment or other action carried 
out in a cell-free system), although ‘it could not easily be transformed 
into a live infectious virus particle’. Even more alarming, they warned, 
was the possibility of designing new types of biological weapons 
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that ‘were entirely fictitious until a few years ago’. These included var- 
ious ‘non-lethal weapons’, namely microorganisms that could degrade 
various materials such as rubber and plastics, or kill drug-producing 
crops, and biochemical weapons that could serve as incapacitants. Such 
weapons could be employed in low-intensity or covert operations, in eco- 
nomic warfare or in sabotage activities. Scientific scepticism about 
biological warfare, if by no means eliminated, appeared to be waning: 
in 2009 a survey of 1,570 biologists, conducted by the American Associ- 
ation for the Advancement of Science, reckoned that there was a 51 per 
cent chance of a bioterrorist attack somewhere in the world within 
five years, and a 28 per cent chance that it would be a product of dual- 
use research.® 

Often mentioned in this context is the theoretical option of an 
ethnic or race-specific agent. As early as 1970 Carl A. Larson, a Swedish 
geneticist, confirmed publicly that relative enzyme differences between 
different peoples (as reflected for example in the degree of lactose 
intolerance among South East Asians) might be exploited by specially 
designed chemical incapacitants. Some ethnic groups were also known 
to be particularly sensitive to certain diseases, notably the sensitivity of 
blacks to Mycobacterium tuberculosis and Coccidioides immetis, which 
cause tuberculosis and valley fever respectively. 12 As scientists become 
increasingly aware of the sequencing and function of the human 
genome in the hope of correcting genetic defects in diseases like cystic 
fibrosis, they acquired knowledge of cellular machinery and devised 
radical new treatments for a broad range of human diseases. These 
same capabilities might be misused in the future, possibly as Dando 
argued in ‘twenty to fifty years’ time’ (from 2001), ‘to make the target- 
ing of a particular population group - with a specific vector to achieve 
some specific malign alteration of specific cells - a possibility’,’ 13 

By blurring the boundaries between chemistry and biology, the 
revolution in the life sciences, coupled with the development of 
dual-use biotechnologies, had immense potential for chemical and 
biological warfare. It reinforced the notion of a threat spectrum, as 
described by Graham Pearson, which moved from classical chemical 
weapons through industrial pharmaceutical chemicals, toxins and 
bioregulators and on to genetically modified and classical biological 
weapons. 14 Underpinning this linkage were the references to toxins 
in both the btwc and in the references to saxitoxin and ricin among 
the scheduled chemicals, in Schedule 1 (the most toxic chemicals) of 
the cwc. Neither convention made any distinction between lethal 
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and non lethal’ agents; indeed, the scope of the btwc as confirmed 
in the reports of various review conferences encompassed the prohi- 
bition of the production, stockpiling, acquisition and retention of 
microbial or other biological agents or toxins, ‘whatever their origin 
or method of production, of types and in quantities that have no 
justification for prophylactic, protective, or other peaceful purposes’. 
If this general-purpose criterion contained a potential ambiguity in 
the interpretation of the term ‘other peaceful purposes’, so too did 
the general-purpose definition of chemical weapons in Article 11.1(a) 
of the cwc, which included all ‘toxic chemicals and their precursors, 
except where intended for purposes not prohibited’. The cwc then 
referred in Article 11.9(d) to one of the ‘purposes not prohibited’ as 
‘law enforcement including domestic riot control purposes but 
without defining the scope or context of law enforcement. These 
ambiguities could be exploited by the development of biochemical 
weapons for ‘non lethal’ purposes but usable in support of lethal 
weapons in a whole range of covert activities, including sabotage and 
assassination, military ‘operations other than war involving riot 
control, counterterrorism and economic warfare, and in the displace- 
ment of civilian populations. 15 

In this respect terrorist production and usage may be less of a 
fear than state-funded research laboratories developing genetically 
modified agents for a wide range of military purposes. The Russian 
special forces exemplified this possibility when they employed a gas, 
based upon a derivative of the potent narcotic fentanyl, to extricate 
hostages from the clutches of Chechen terrorists in a Moscow the- 
atre (26 October 2002). The fact that so many died and many more 
were injured (see chapter Four) underlines the potential dangers of 
employing riot-control agents in a confined space, even if this tactic 
liberated the vast majority of the 800 hostages, terminated the cri- 
sis, and possibly deterred any recurrence of such an outrage. Perry 
Robinson fears that the issue of toxic ‘non lethal’ agents in support 
of counterterrorism may lead to a proliferation of such weapons, 
citing the issue of Agent cr, a riot-control agent, to British armed 
forces and of Agent oc to the us Marine Corps. Even more extreme 
was the reported willingness of Israel’s special forces, charged with 
eliminating the terrorists who committed the Munich Olympics 
massacre (1972), to assassinate Wadi Haddad in 1978 with a lethal 
biological poison . . . that attacked and debilitated his immune sys- 
tem’. 16 Once developed, incapacitating biochemical weapons could 
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spread beyond the confines of the military, police and special forces 
and find all manner of uses by military contractors, paramilitary 
forces, armed factions in civil wars, terrorists and even criminals. If 
such usage stimulated interest in ‘new and improved’ biochemical 
weapons, any distinctions between permitted and prohibited 
weapons might become increasingly blurred. By exploiting their 
pharmacology and biotechnology for counter-terrorist purposes, 
states could undermine the norm against the use of chemical and 
biological weapons. 17 

Disarmament Conventions 

For many commentators, the obvious answer to these developments 
was to enhance the existing disarmament conventions, so buttress- 
ing the international norms against the possession and use of 
chemical and biological weapons. The btwc, bereft of any provision 
for monitoring compliance or verification, and violated by the former 
Soviet Union, Iraq and possibly other states, seemed most in need of 
additional measures. Unlike more recently negotiated treaties, such 
as the cwc and the Conventional Forces in Europe treaty, it lacked 
any provision for intrusive inspections to monitor compliance and 
verify that only permitted activities were taking place. The first 
attempt to enhance the credibility of the btwc involved the adoption 
of politically binding Confidence Building Measures (cbms) intended 
to prevent or remove any ambiguities, doubts or suspicions about 
illicit activity. Proposed at the second review conference (1986) and 
extended at the third (1991), the cbms required all states-parties to file 
annual declarations of data about biodefence programmes, high-con- 
tainment laboratories, unusual outbreaks of disease and other 
matters. As less than half of the states-parties submitted such decla- 
rations, and as much of the data proved incomplete and inaccurate, 
the third review conference mandated an Ad Hoc Group (ahg) of 
Governmental Experts, then known as verex, to examine possible 
verification measures from a scientific and technical viewpoint. 

Convened in Geneva, it met in four sessions over 1992 and 1993 
and drafted a consensus report on some potential measures, which 
it submitted to a special conference of btwc parties in September 
1994. The conference duly charged the Ad Hoc Group (ahg) with the 
task of devising a legally binding protocol to strengthen the conven- 
tion. The ahg met regularly over six and a half years from 1995 to 
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2001, trying to resolve the complex issues involved in verifying com- 
pliance with the btwc but without reaching a consensus. A majority 
of the Western Group, led by the United Kingdom, Sweden and Ger- 
many, asserted that verification was possible through declarations, 
visits and inspections. In the 23rd session, on 23 April 2001, the chair- 
man Ambassador Tibor Toth of Hungary supported this position 
and issued his own version of the protocol. The 210-page document 
required mandatory declarations of all past offensive and defensive 
btw activities as well as the most relevant facilities where illegal 
activities might occur. It envisaged a regime of infrequent visits and 
clarification procedures to ensure that the declarations were accurate 
and that ambiguities could be addressed. A process known as managed 
access would seek to protect proprietary and classified information 
at inspected sites, and a system of noncompliance investigations 
would follow whenever there was well-founded concern about the 
possibility of noncompliant behaviour. An international bureau- 
cracy would oversee the implementation of the protocol. Buoyed 
by the apparent success of the unscom inspectors in uncovering 
Iraq’s bw programme, many European commentators affirmed that 
bw verification was feasible, albeit as part of a ‘web of deterrence’ 
bolstered by export controls, the development of effective cb defen- 
sive measures to reduce the utility of cb weapons, and a range of 
robust national and international responses to any cb acquisition 
and/ or use. 18 

Scepticism about verification, though, remained deeply etched 
within the Clinton and Bush administrations. The convention, as Dr 
Edward j. Lacey, Principal Deputy Assistant Secretary of State for Veri- 
fication and Compliance, argued, was ‘inherently difficult to verify’. 
Any ‘effective’ verification would require information on the intent 
of specific biological programmes and activities, many of which 
were ‘dual use in nature’, particularly as the production of biologic- 
al agents could occur ‘in a relatively small space inside a building 
without specific distinguishing features’. Moreover, covert activities 
could be concealed within legitimate biological laboratories or con- 
tinued in small-scale non-declared facilities. Transparency visits, tied 
to the annual declarations, would not cover all declared sites and 
challenge inspections, whether in the field or at a facility, could suffer 
from delays in securing approval for the investigations, enabling evi- 
dence to be cleaned up, concealed, or ‘explained away’ at dual-capable 
facilities. Even if these provisions helped to deter some cheating, 
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and enhance transparency, Lacey doubted that the protocol ‘would 
improve our ability to verify compliance or non-compliance with 
the Convention’. 19 

Addressing the ahg in Geneva on 25 July 2001, us Ambassador 
Donald Mahley amplified this critique. He declared that biological 
weapons posed a ‘unique’ threat and that it would be useless ‘to patch 
or modify the models . . . used elsewhere’ (implicitly the declarations 
and inspections employed in the Chemical Weapons Convention). The 
protocol mechanisms, he argued, would neither enhance confidence 
in compliance nor ‘deter those countries seeking to develop bio- 
logical weapons’, while proving sufficiently intrusive, despite their 
safeguards, to ‘put national security and confidential business infor- 
mation at risk’. Such scepticism was not new, he added: us spokesmen 
had voiced it repeatedly in Geneva since the initial negotiating ses- 
sions in 1995. ‘New and innovative paradigms’ were needed to deal 
with the ‘magnitude’ of biological activity, the ‘explosively chang- 
ing technology’ and the ‘varied potential objectives’ of a biological 
weapons programme. 20 

As American opposition effectively thwarted the adoption of the 
protocol, the Bush administration incurred withering criticism at 
home and abroad. Denounced for its unilateralism, the administration 
was depicted as ideologically hostile towards arms control. This ideo- 
logy, critics charged, had bolstered a consensus against the protocol 
at an inter-agency level within the us government and so prevented 
‘an effective strengthening of the Convention’. 21 Yet critics could hardly 
deny that the Bush administration enjoyed expert support on this issue 
within the United States. Fred C. Ikle, a former assistant secretary of 
defense in the Reagan administration, regarded the protocol as a 
‘fraud’ since ‘the 200-page draft does not include a single me anin gful 
enforcement provision’. 22 In a special issue of the journal Arms Con- 
trol Today (May 2001), several scientists and longstanding champions 
of arms control evinced doubts about the protocol. Alan P. Zelicoff, 
senior scientist in the Center for Arms Control and National Security 
at Sandia National Laboratories and a former us delegate to the 
Geneva negotiations (1991-9), described the protocol as impractical 
since ‘current technologies’ as tested in mock inspections within the 
United States could not identify violations with a probability of 50 per 
cent or greater. Mike Moodie queried whether the protocol would 
bolster ‘confidence in compliance’ and ‘help deter bw proliferation’. 
The logic of deterrence, he feared, might not apply as 
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The risks of discovery of noncompliant activity are uncer- 
tain at best; the ability to reach definitive conclusions about 
noncompliance is questionable (especially if the proliferator 
handles the situation adeptly); and the potential costs for 
noncompliance are not convincingly high. 

Underpinning these reservations were growing doubts about the 
value of inspections after the failure of any state to request a chal- 
lenge inspection under the cwc, and the unscom experience in Iraq 
where, as Robert P. Kadlec observed, even the most intrusive inspec- 
tion regime Tailed to ensure compliance ’. 23 

Ironically, this debate occurred within a few months of Richard 
Butler, the former chairman of unscom, signing the preface of a new 
edition of his memoirs, The Greatest Threat. In this book he reflected 
upon the passage of two years since the ejection of unscom from 
Iraq, and the bombing of Iraq in Operation Desert Fox, and main- 
tained that nothing had been done To restore control over Saddam’s 
weapons’. Saddam, he insisted, ‘is back in the business of developing 
nuclear weapons . . . He has also extended the range of his missiles 
and manufactured chemical and biological weapons.’ These em- 
phatic assertions derived not only from an understandable suspicion 
of the aims and objectives of the Iraqi dictator but also, less reason- 
ably, from an overweening confidence in the value of the inspection 
techniques developed by the unscom team. If unscom, as Butler 
claims, had ‘become more intrusive, even, at times, aggressively 
so’ in response to the ‘false declarations, the unilateral destruction, 
the concealment of weapons and weapon making’, it had always 
enjoyed unprecedented access, surveillance, sampling and inspec- 
tion rights as a specialist body created by the Security Council after 
an imposed ceasefire (see chapter Five). Having exposed numerous 
gaps and inaccuracies in the Iraqi declarations, which the Iraqis 
could not correct after destroying their weapons, materials and 
much of their documentation, Butler determined erroneously that 
their response demonstrated a continuing pattern of concealment 
and deception. 

He also tried to defend unscom from allegations that the cia had 
sought to infiltrate its activities and to use its inspectors to glean 
intelligence for us bombing campaigns. As these charges had com- 
promised the integrity of the unscom inspections, they had provid- 
ed Saddam with a huge propaganda gift. Unable to deny charges 
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that us officials had since admitted, Butler criticized the principal 
‘whistleblower’, Scott Ritter, a former us Marine intelligence officer, 
who had led unscom’s Concealment Unit until his resignation on 26 
August 1998. Ritter had not only revealed the intelligence links 
between us agencies and unscom but also wrote about his experi- 
ences in Iraq. He anticipated the findings of the Iraq Survey Group by 
denying that Iraq was producing chemical weapons or had retained 
any biological weapons. 24 

So 2001 was hardly a propitious year in which to promote the 
advantages of an international inspection regime. Critics of the Bush 
administration, nonetheless, insisted that the protocol was a compro- 
mise needed to strengthen a valuable but weak convention. As some 
of the protocol’s shortcomings, notably the restrictions on manda- 
tory declarations, had been introduced largely at American insistence 
‘against the inclination of major European governments’, several 
commentators reckoned that the administration, or its successor, 
would have to rethink its position and endorse a variant of the pro- 
tocol. 25 Kathleen C. Bailey disagreed. In a major study of American 
policy, she emphasized that the objections to inspections were deeply 
rooted within the us government (and reinforced after the results of 
mock inspections in the mid-1990s); that the Bush administration 
was merely confirming the doubts expressed by us spokesmen in the 
1990s; and that a volte face by a future administration, though possi- 
ble, would not necessarily carry the us biotechnology sector with it. 
This may prove a crucial caveat. Unlike the us chemical industry, 
which welcomed the passage of the cwc, the American biotechnol- 
ogy sector has always harboured fears that its highly sensitive pro- 
prietary information could be compromised by any international 
inspection regime. Given its influence on Capitol Hill, the industry 
could thwart the future ratification of any btwc protocol by ensur- 
ing that less than two-thirds of us Senators voted in favour. 

The acid test, as Bailey argued, was essentially twofold. Would a 
new international measure, possibly some variant on the protocol 
already proposed, deter or curb illicit btwc activities, and would it 
allow us biotechnology and pharmaceutical research, development 
and production, part of an industry worth $120 billion per year, to 
‘flourish without undue risk or burden’? If the clandestine develop- 
ment of biological and toxin weapons remained a feasible proposition, 
an international protocol might not ‘affect the dedicated terrorist, 
subnational group, or government that is bent on obtaining btw’. 
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Conversely, American biotechnology companies might remain fear- 
ful lest inspections of their facilities inadvertently revealed formulae 
on newly developed drugs or data on processes, methodologies and 
materiel that could cost a company its competitive edge. Even worse, 
the commercial reputation of companies could be damaged if inspec- 
tors reached ambiguous conclusions after inspecting their plant. 
Such ambiguities might arise because legitimate r&d uses the same 
equipment, materiel, procedures and processes as weapons r&d; 
practices in the handling, storing and disposition of microorganisms 
vary from site to site; and records of organisms and toxins are rarely 
centrally stored in laboratories (and so incomplete declarations 
might be adjudged erroneously to indicate illicit activity). In any case 
American preoccupations, stimulated by 9/11, seemed unlikely to 
abate, namely the enhanced investment in biodefence, domestic pre- 
paredness for biological attack, and strengthened liaison between 
us Centers for Disease Control and Prevention and the World Health 
Organization (who) in monitoring global outbreaks of infectious 
disease. 26 

Internationally, the Bush administration also launched several 
initiatives to restrict the possibility of terrorists acquiring weapons 
of mass destruction. On 1 November 2001, in the wake of the anthrax 
attacks in the United States, the president outlined new proposals to 
deal with the 'scourge of biological weapons'. Claiming that the 
United States and others since 9/11 have had to face ‘the evils these 
weapons can inflict', Bush declared that ‘Rogue states and terrorists 
possess these weapons and are willing to use them.’ He recom- 
mended that all 144 state-parties to the btwc should enact national 
criminal legislation against prohibited bw activities, establish an effec- 
tive un procedure for investigating suspicious outbreaks or allegations 
of bw usage, and devise procedures for addressing any issues of com- 
pliance concerning the btwc . Bush urged states to seek improvements 
in the international response to disease control, establish national 
oversight mechanisms for the security and genetic engineering of 
pathogenic organisms, devise a universal code of ethical conduct for 
bio-scientists, and promote responsible conduct in the study, use, 
modification and shipment of pathogenic organisms, 2 '’ 

However welcome these proposals, they hardly constituted a 
comprehensive solution to the shortcomings of the btwc. As volun- 
tary measures they followed the cbms of the 1980s and '90s, but the 
abject response to the latter hardly indicated that new voluntary 
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proposals would strengthen the convention. Underpinning these 
measures was a pivotal assumption that guided much of the admin- 
istration’s subsequent policy-making, namely that America and the 
world’ had witnessed ‘a new kind of war' on 9/11. The readiness of a 
stateless network to inflict mass civilian casualties, armed only ‘with 
box cutters, mace and 19 airline tickets', raised ‘the prospect of even 
worse dangers - of other weapons in the hands of other men’. As 
Bush informed an audience at the National Defense University in 
February 2004, ‘The greatest threat before humanity today is the 
possibility of secret and sudden attack with chemical or biological or 
radiological or nuclear weapons.' No longer could states assume that 
the possession of such weapons would serve the purpose of deter- 
rence (as in the Cold War when they remained weapons of last resort): 

What has changed in the 21st century is that, in the hands of 
terrorists, weapons of mass destruction would be a first resort 
- the preferred means to further their ideology of suicide 
and random murder. These terrible weapons are becoming 
easier to acquire, build, hide, and transport. Armed with a 
single vial of a biological agent or a single nuclear weapon, 
small groups of fanatics, or failing states, could gain the 
power to threaten great nations, threaten the world peace. 28 

In a timely report, World at Risk, presented on the eve of the 
inauguration of the Obama administration (December 1988) a bipar- 
tisan commission, appointed by the leaders of Congress, broadly 
confirmed these findings. Although it approved of the us decision to 
withdraw from the protocol and to invest heavily in biodefence, the 
commission feared that the American margin of safety was shrink- 
ing and not growing. It affirmed that terrorists could acquire or 
develop ‘weapons of tremendous destructive capability . . . with- 
out access to an industrial base or even an economic base of any 
kind’, and that unless the world community acted decisively and with 
great urgency 

it is more likely than not that a weapon of mass destruction 
will be used in a terrorist attack somewhere in the world by 
the end of 2013. The Commission further believes that terror- 
ists are more likely to be able to obtain and use a biological 
weapon than a nuclear weapon. 29 
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Intelligence 

Intelligence remains a prerequisite in addressing the challenges posed 
by the evolving scientific potential of chemical and biological warfare 
and the projections of its future use by state or non-state actors. Yet the 
recent intelligence blunders in Japan and Iraq are hardly encouraging 
and failures of this magnitude have a lengthy historical pedigree. 
Sometimes, they reflected huge gaps in knowledge and intelligence 
collection (such as the shock of discovering German nerve agents after 
the war or of the Soviet development of novel agents and the Russian 
use of a fentanyl-based incapacitant). Major errors of analysis and 
understanding have also occurred (like the failure to anticipate the 
effects of the first German chlorine attack in April 1915). Belligerents 
have occasionally been able to conceal the usage of chemical weapons 
in various Third World conflicts, and political leaders have proved 
reluctant to act over imprecise or incomplete evidence (as in response 
to the Japanese or Soviet bw programmes or the Egyptian use of cw 
in the Yemen). Although intelligence successes have occurred from the 
First World War, where they sustained anti-gas protection against 
phosgene and many other gases, through to the 1990s in exploiting evi- 
dence from defectors over the bw programmes of the former Soviet 
Union and more recently in impeding the Libyan cbw programmes, 
difficulties involved in the collection, analysis and active use of intelli- 
gence derive from systemic problems associated with chemical and 
biological warfare. 

These problems include the clandestine nature of much of the 
r&d, testing, production and storage of such weapons; the ability to 
conceal vital elements of the scientific and industrial processes with- 
in civilian facilities; the dual-use nature of many of the materials and 
technology involved; and the requirement for timely access to bat- 
tlefield locations where alleged usage had occurred. Compounding 
factors include the understandable desire to encourage the invest- 
ment and exploitation of emerging possibilities in the life sciences and 
biotechnology, and the huge potential for the use or misuse of these 
scientific developments. The lack of transparency derives in turn 
from the perception of these weapons as abnormal, with their devel- 
opment, acquisition and usage condemned in international treaties 
and conventions. However useful these norms in altering the behav- 
iour of some states, and in deterring recourse to this form of warfare 
in others, they have not deterred all states and non-state actors. 


Experience also confirms that if states act precipitately and make 
allegations over the development and use of these weapons, they are 
likely to be dragged into protracted and politically damaging propa- 
ganda battles. If this was evident in the 1930s when revelations about 
the development and usage of these weapons were made in condi- 
tions of international uncertainty and diplomatic difficulty, it was 
even more apparent during the Korean and Vietnam Wars when 
propaganda battles raged over such issues. Whenever allegations 
were made without clear and convincing evidence, as in the yellow 
rain’ allegations, they led to damaging and distracting debates both 
internally and externally. If they were used to justify recourse to war, 
and then wmd were not found as in Iraq, the political consequences 
could be catastrophic for the political reputation and the interna- 
tional credibility of the administration concerned. Unwilling to suffer 
such political damage, states parties have proved reluctant to request 
challenge inspections under the cwc or to raise compliance concerns 
in connection with the btwc. Just as us intelligence agencies doubted 
that they could monitor compliance with the cwc, fearing that any 
state determined to preserve a small, secret cw programme could use 
‘the delays and managed access judgments allowed by the conven- 
tion’ to thwart challenge inspections, they have become much more 
circumspect after the Iraqi debacle in their public assessments of pos- 
sible cbw programmes in other countries. 30 Military interventions 
seem much less likely in the future unless provoked by the blatant 
and incontrovertible use of such weapons, and the timely acquisition 
of such evidence has rarely proved possible hitherto. So the prospect 
of acting upon incomplete or inconclusive intelligence, as most of 
the intelligence is in connection with chemical and biological warfare, 
is increasingly remote. Past controversies have induced an under- 
standable degree of caution. 

There are of course less politically hazardous actions that states 
can and do take, not least in the sharing of information between 
intelligence, police, financial institutions and customs agencies of 
like-minded states, the promotion of export controls whether nation- 
ally or internationally, and in the criminalization of cbw activities 
prohibited by international treaties. Concerted intelligence analysis 
of advanced biochemical agents and genetically engineered organ- 
isms remains crucial in trying to avert the possibility of technological 
surprise, and the monitoring of natural outbreaks of disease assists in 
trying to control, and where possible eradicate, pathogens and pests 
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that could harm agriculture. International action has disrupted 
illicit activity, including suspected wmd trafficking (see chapter Four) 
and a raft of terrorist plots. In January 2009 Jonathan Evans, director- 
general of M15, confirmed that intelligence-led operations had smashed 
several terrorist conspiracies in the uk within the preceding eighteen 
months, including a group that considered making a ‘dirty’ bomb. 
Although some of these actions lacked sufficient evidence to prosecute, 
there had been 86 successful prosecutions over a two-year period. 3 ' 

States, nonetheless, remain potentially vulnerable to the surprise 
and shock of terrorist outrages even when the terrorists are equipped 
only with firearms and explosives as in the Mumbai massacre (26-9 
November 2008). The co-ordinated, multiple attacks on unprotected 
targets by ten terrorists from Lashkar-e-Taiba, a group based in 
Pakistan, revealed the shortcomings of, and the scant co-ordination 
between, India s intelligence agencies. Despite prior warning about 
a possible seaborne assault on Mumbai, the information lacked 
specificity about the timing and nature of the operation for action- 
able purposes. Once caught by surprise, the psychological shock 
mounted under the glare of the international media as iconic sites 
came under attack, exposing the inadequate training and equipment 
of local police and the tardy response of India’s political authorities 
and special forces. In other words, surprise remains a key element in 
the armoury of terrorists. If effective at a tactical level, it may gen- 
erate strategic effects out of all proportion to the effort expended. 
Surprise serves as an 'operational enabler’ that may maximize the 
degree of psychological shock, especially if magnified by the cover- 
age of the international media. It has the potential to undermine the 
target government, impose disproportionate economic and social 
costs (not least in trying to prevent a recurrence), damage relations 
between states, and leave a lasting impression upon the target audi- 
ence, possibly inspiring their own constituencies and attracting 
further recruits. 32 

Exacerbating the potential effects of a surprise attack, and any 
attack that dispersed chemical or biological agents would come into 
this category, is the vulnerability of contemporary society. If terrorism 
represents a form of asymmetric warfare, that is, a mode of conflict 
by which a weaker party can strike a much more powerful adversary 
where it has most difficulty in defending itself, it also exposes the vul- 
nerabilities of the target state. Whereas the terrorist need not protect 
any territorial, economic or population assets, it can select from a 
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multitude of enemy targets and attack at a time, and by a means of 
its own choosing, so exploiting an 'asymmetry of vulnerability’. 
Accordingly, even if enemy intelligence services perceive a long-term 
strategic threat from a terrorist network, it might struggle to iden- 
tify the specific cell that might launch an attack, the timing of such an 
operation, and the potential target. Richard Betts illustrated this 
point by observing that the United States, in the wake of 9/ 11, had 
some 600,000 bridges, 170,000 water systems, over 2,800 power plants 
(104 of them nuclear), 190,000 miles of interstate pipelines for natural 
gas, 463 skyscrapers and nearly 20,000 miles of border, airports, stadi- 
ums, train tracks. All these’, he wrote, ‘usually represented American 
strength; after September 11 they also represent vulnerability.’ 33 

Yet the events of 9/11, compounded by the wmd debacle in Iraq, 
have accelerated the pace of intelligence reform within the United 
States. The 9/11 commission highlighted both the inability and un- 
willingness of the intelligence community at local, state and federal 
level to share information and the interagency tensions between area 
specialists, who concentrate upon specific geographical regions, and 
functional specialists, who specialize in the collection of different 
types of intelligence (technical, signals, human, etc). The subsequent 
creation of a Department of Homeland Security, and the post of 
National Director of Intelligence as a single source of advice for the 
president, represents the most extensive reorganization of us national 
security and intelligence since the creation of the cia in 1947. Improve- 
ments have also been sought in intelligence collection and analysis. 
Ashton B. Carter, a former assistant secretary of defense in the Clinton 
administration, commends the evolution of the counterterrorism 
intelligence effort ‘from producing papers characterizing terrorist 
groups to supporting operations to interdict terrorists’. The ‘targeted 
killing’ of specific terrorists across the Middle East and Pakistan 
testifies to his claim that ‘the intelligence community has risen to the 
challenge of producing “actionable" intelligence on terrorists’, but 
Carter also recognizes that 

the intelligence community needs to increase the size and 
technical training of its workforce. Because intelligence 
agencies have difficulty recruiting and retaining top talent 
with more lucrative prospects in private industry, they need 
to forge better links with the outside scientific community 
so that advice and insight are ‘on call’. 34 
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Whether these developments assist in anticipating and countering 
any threat from terrorists armed with chemical or biological weapons 
may depend upon not only the efficacy of domestic surveillance, 
warning and security measures, but also on a continuing degree of 
international co-operation. 

International Co-operation 

The challenges posed by chemical and biological weapons, whether 
in the arsenals of state or non-state actors, and the possibility of 
transporting these weapons for dispersal in or across the borders of 
distant countries, underscore the primacy of international co-opera- 
tion. Given the proliferation of chemical and biotechnological 
industries across the developing world and the global networks of 
many terrorist organizations, the trans-national dimension of these 
challenges is all too apparent. The revolution in information technol- 
ogy keeps improving the ability of small groups to recruit, organize 
and deploy their tactical assets. It enables them to exploit events, dis- 
seminating images rapidly via the Internet and maximizing the 
impact of terrorist strikes or counter-terror blunders like the images 
of prisoner mistreatment from Abu Ghraib prison. Operations 
involving chemical and biological weapons may not have the poten- 
tial for spectacle that some of the attacks with rocket-propelled 
grenades or improvised explosive devices (ieds) had in Iraq, still less 
the second aircraft crashing into the South Tower on 9/11, when all the 
television companies in New York City had deployed their camera 
crews after the first strike some fifteen minutes earlier. Nevertheless, 
the panic erupting after a chemical or biological strike, as after the 
nerve-gas attacks in Tokyo and the anthrax posted in the United 
States, would become a media event and a real test for police and 
emergency services that most states would wish to avoid. 

If such a test places a premium upon early warning of impending 
operations, it reflects the value of relations between the agencies of 
states that devote relatively modest resources to intelligence collection 
and analysis and their better-funded and technologically superior 
American counterparts. However valuable these transatlantic links in 
providing advance warning of certain plots, us agencies have proven 
fallible in monitoring similar activities in the past: they completely 
missed the threat from Aum Shinrikyo and erred massively over 
Iraqi wmd. Accordingly, most international co-operation would seek 


to stifle the development of illicit chemical and biological weapons 
at source. 

Initially like-minded states sought to do so through the creation 
of multilateral export controls but the history of their endeavours 
(see chapter Four) reflects the difficulties of relying upon consensu- 
al, voluntary agreements as an instrument of international co-oper- 
ation. The Australia Group formed in response to the use of chem- 
ical weapons in the Iran-Iraq War and the diffusion of scientific and 
technological expertise, including dual-use industrial technology, 
within the developing world, has struggled to establish its legitima- 
cy and effectiveness. As a cartel of suppliers, it sought to broaden its 
membership to dilute the impression that it was simply serving the 
interests of Western industrialists. As a body wedded to countering 
the proliferation of chemical and biological weapons, it responded 
to evidence of its irrelevance in Iraq by expanding the scope of its 
restrictions to include biological materials and equipment. Yet the 
existence of alternative suppliers outside the group ensures that the 
impact of its restrictions will perforce remain limited. Its main utility 
lies as a forum for informal discussion as well as the exchange of 
information and bargaining in support of national policies. Politically, 
the Australia Group demonstrates that its members support the 
universal norms of the btwc and the ewe, and, by its restrictions, 
adds to the risks and costs of those involved in trying to bypass 
these norms. 

The success of Aum Shinrikyo, though, in acquiring the materials 
and technology to produce chemical and biological weapons demon- 
strated the limited effects of export controls unless states monitored 
potential cbw activities within their own borders. ‘Non-state actors’, 
as Hans Blix observed, ‘do not live on clouds . . .’ 

It is reasonable from a practical point of view and fully 
justified legally to attach to all host states the responsibility for 
preventing non-state actors on their territories from acquir- 
ing and using weapons of mass destruction, the more so if 
the host state has legally committed itself to not having 
such weapons. 

If the host state cannot discharge this responsibility, adds Blix, it may 
request assistance from other states or from the un Security Council. 
If faced with non-state actors that possess international networks of 
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communication, organization and finance, it may seek to disrupt 
these links through co-operative international action. The latter might 
involve the anti-terrorist units of metropolitan and national police 
forces, trans-national bodies such as Europol (the European police 
agency), customs agencies, prosecutors and judicial authorities, intel- 
ligence and security forces. 35 

un Security Council Resolution 1540 (April 2004) underpinned 
these sentiments (see chapter Six), requiring states to adopt measures 
that would prevent terrorists from acquiring weapons of mass destruc- 
tion and their related technology. Bolstering international legal norms 
seems necessary in view of the rapid expansion in the number of 
biotechnology facilities, and the growing risks of either an accidental 
release of pathogens and toxins (such as the release of foot-and-mouth 
disease virus from the uk’s facility at Pirbright in 2007) or the risks of 
loss, theft, misuse, diversion or intentional release. The expansion of 
biotechnology is particularly rapid in the United States, where scien- 
tists in some 400 institutions are studying agents of bioterrorism 
concern (see chapter Six). Specific risks may be evident from the sig- 
nificant variations in the perimeter security controls around five of 
America s operational bsl-4 facilities and within laboratories in six- 
teen Asian countries. 36 

An appropriate response would involve a combination of a 
national regulatory framework for the licensing of facilities that 
develop, possess, transfer or use human, animal or plant pathogens, 
and codes of conduct for biologists and biotechnologists to enhance 
awareness of how work in the life sciences might be misused in con- 
travention of the btwc and supporting national legislation. Bio- 
security, nonetheless, depends fundamentally upon management 
teams accepting responsibility for managing risk at specific facilities, 
and their willingness to draft and implement security plans, prefer- 
ably with the assistance of biological safety officers /advisors, and to 
instil a strong safety culture. In the absence of any agreed definition 
of biosecurity, regulation and oversight differs between states and lab- 
oratory provisions may vary even within the same country. Excessive 
regulation (or the perception of excessive regulation) in one country 
may prompt multinational corporations to relocate their r&d facil- 
ities to other countries, and differences in biosecurity regulation may 
stifle international research collaboration. Accordingly, the commis- 
sioners of the World at Risk report have advocated that the United 
States should convene an international conference of all states with 
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major biotechnology industries to promote an awareness of bio- 
security. This body could authorize a global assessment of biosecurity 
risks with enhanced global disease surveillance networks, and propose 
a new set of recommendations by which states could implement 
their national legislation in accordance with the btwc and their obli- 
gations under un Security Council Resolution 1540/' 

Another widely recognized dimension of biosecurity is the 
legacy from the biological weapons programme of the former Soviet 
Union. Under the Cooperative Threat Reduction programme, the 
United States has assisted in the dismantling of former biological 
weapons facilities in Russia and in securing stockpiles of dangerous 
pathogens. Moreover, the us Departments of Energy, State, and 
Health and Human Services have sponsored programmes to engage 
the services of former weapon scientists in Russia and to redirect their 
activities into peaceful areas of research. Designed to prevent under- 
paid or unemployed scientists from selling their services to terrorists 
or rogue regimes, the programme addresses evidence that a significant 
minority of Russian scientists, about twenty per cent in one survey, 
would be willing to do so. 38 

In recent years, this programme has had less success as the Russian 
government has blocked repeatedly us requests for greater trans- 
parency at the bw facilities controlled by its Ministry of Defence. 
Forced to curtail these efforts in Russia, the Bush administration 
launched a Biosecurity Engagement programme in 2006, by which 
it sought to promote pathogen security and collaborative bioscience 
research with specific countries in South Asia, South East Asia and 
the Middle East, where indigenous terrorist groups have exhibited an 
interest in acquiring biological weapons. These bilateral links to 
promote standards of laboratory biosafety, pathogen security, and the 
monitoring of outbreaks of infectious disease carried direct induce- 
ments through a grants assistance programme to promote collabo- 
rative research programmes between the us and local institutions. 
Initially piloted in Indonesia and the Philippines, the programme 
seems a potentially profitable route to pursue. 39 

All these international initiatives reflect the scope and diversity 
of the challenges posed by biological or biochemical weapons. The 
rapidity of scientific developments and their technological application 
underscores the continuing vulnerability of civil society to the effects 
of these weapons. In the struggle between offensive and defensive 
measures that originated in the laboratories and on the battlefields 
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of the First World War, and continued through the 1930s, civil defence 
was always a massively complex undertaking. Periodically, under 
imminent aerial threat, states have sought to protect their civilians 
with elaborate civil defence measures but few modern states, other 
than very small ones under acute threats like Israel in the First 
Gulf War, have sought to follow the British example of the late 1930s 
and distribute respirators on a nationwide basis. Understandably the 
United States, in the wake of its anthrax attacks, sought to improve its 
surveillance, detection, emergency response, decontamination pro- 
vision and medical countermeasures (both stockpiles of vaccines 
and therapeutic treatments). Hugely costly this undertaking has not 
been emulated to the same degree elsewhere. Even authorities in 
the United Kingdom had to seek advice about decontamination from 
the us and Germany after an accidental death from anthrax in the 
Scottish borders in 2006. Wheelis and Sugishima aptly observe that 
Every country will need to learn to live with some measure of vul- 
nerability and will have to balance the costs - financial, loss of open- 
ness, erosion of civil rights - of biodefense measures against their 
modest contributions to security.’ 40 

At issue is not only the impossibility of devising perfect defences 
but also the risk of moving too far in the direction of counter-terror- 
ism by devising intrusive legislation and utilizing methods of deten- 
tion and interrogation that are profoundly counter-productive. Dame 
Stella Rimington, the former director of M15, argued that the British 
government should accept the element of risk instead of ‘frightening 
people’ in order to pass laws that ‘restrict civil liberties, precisely one 
of the objects of terrorism: that we live in fear and under a police 
state’. 41 Yet the counter-terror legislation secured (and sought) by the 
British government paled by comparison with the measures enacted 
under the Patriot Act and the security imposed within the United 
States. In the latter case General Tommy Franks, the former com- 
mander of us Central Command, who directed the wars in Afghani- 
stan and Iraq before his retirement in 2003, warned that the reaction 
to an attack with wmd could be even more dramatic. It could lead, 
in his view, to a forfeiture of ‘freedom and liberty’ as the govern- 
ment began ‘to militarize our country in order to avoid a repeat of 
another mass-casualty event’. 42 
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Overview 

Nevertheless, after recent terrorist outrages, the contemporary pre- 
occupation with biosecurity is understandable. It reflects an awareness 
that the most obvious short cut by which rogue states or non-state 
actors could acquire biological or biochemical weapons is through 
an accidental or intentional diversion of materials and/or skills from 
dual-use research facilities. It also recognizes that an efficient delivery 
of weapons-grade biological material is the worst-case scenario, with 
a theoretical potential to inflict massive casualties over an extensive 
area. Surprise, though, remains a recurrent feature of chemical and 
biological warfare. These weapons could be employed in a multitude 
of ways, ranging from tools of assassination through the release of 
toxic agents from industrial sites and moving containers, attacks on 
crops and animals, the misuse of non-lethal or riot-control agents 
in support of other weapons, and the dissemination of agents not 
only through sprayers, including those from manned or unmanned 
aerial vehicles, but also via natural vectors in certain contexts - food, 
alcohol, water (see chapter Five), and insects. 43 Worst-case scenarios, 
however, are rare events. The next major recourse to this form of war- 
fare might still involve chemical weapons. Six years after the nerve-gas 
attacks in Tokyo James M. Tour, an American scientist, demonstrated 
that he could order legally all the ingredients to make 280 grams of 
sarin from reputable chemical suppliers in the United States. To avoid 
handling the poisons directly a terrorist could build a binary weapon 
that performed the well-known chemical reaction in the target area, 
with the nerve agent dispersed by an ‘off-the-shelf pesticide sprayer’ 
into the ventilation system of a building. The effects would depend 
upon the efficacy of the sprayer and the numbers exposed, but the 
casualties could range from hundreds to thousands. 44 

Far from terrorists having to choose, as is often depicted, 
between a conventional and cb weapon, they might choose to use 
both, possibly employing the latter as a ‘force multiplier’ causing 
panic or disrupting the emergency services as they responded to the 
effects of an explosion or an incendiary weapon. In such contexts, 
terrorists could release cb agents from ibds as currently used in Iraq 
and Afghanistan. When the European Defence Agency reviewed the 
latter as a means of attacking a joint expeditionary force, operating 
within the urban settings of a failed state, it found all manner of 
difficulties. In an exercise dubbed ‘Firm Foundation 2008’, the agency 
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found the lack of both an operational doctrine and appropriate 
equipment for specialist teams drawn from national units trained in 
cbrn response and in explosive ordnance disposal (eod) - bodies long 
accustomed to working in isolation from one another. Not the least 
of the requirements was the need to develop a cbrn permeable suit 
that could be worn under eod protection against blast and flame . 45 

Equipment issues are problematic, too. Most of the cbrn protec- 
tion and clearance equipment remains with the armed forces, and 
derives from concepts developed to meet the military challenges of 
the Cold War. Operable only by highly trained specialists, very little 
of it is designed for manoeuvre against the threat from asymmetric 
terrorism in an urban environment. The nato Response Force in- 
cludes a cbrn battalion that provides an integrated detection and 
consequence management capacity and has been deployed period- 
ically to protect nato summits and other events around Europe. At 
the theatre level, nato’s International Security Assistance Force (isaf) 
deploys a ‘flying cbrn platoon of Czech specialists in Afghanistan, 
where they can provide cbrn reconnaissance, sampling and deconta- 
mination tasks anywhere across the country at the request of the isaf 
commander. This is particularly important in Afghan operations, 
where the cbrn risk has been rated at such a low level that the space 
previously occupied by cbrn protection systems in some armoured 
vehicles has been removed in favour of air-conditioning systems. 
Designing filters that can accommodate cbrn and air-conditioning 
systems, and equipment that can function in the diverse threat envi- 
ronments of the contemporary era, is a recognized requirement by 
nato and European Union planners . 4 * 5 

Though it is reassuring to know that authorities are thinking 
ahead on an international basis, and are considering the practical 
implications of innovative uses of chemical and biological weapons, 
the possible use of an ied against a European force underscores sev- 
eral points about chemical and biological warfare. In the first place 
these threats, whether posed by state or non-state actors, are not nec- 
essarily directed against the United States and its forces overseas. 
They could affect many different states or spread across national bor- 
ders or impose additional costs upon joint expeditionary forces. 
Indeed the principal victims of chemical and biological attacks have 
often been the military units and civilian communities of developing 
states - targets that were largely bereft of protection. Consequently, in 
some geo-strategic contexts the sheer destructiveness of biological 
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weapons, as possessed by a minor power, might serve or be thought 
to serve as a strategic deterrent, a view reportedly shared by the 
Israeli defence establishment . 47 Secondly, a response to such threats 
that involves a sharing of intelligence and emphasizes interoper- 
ability seems prudent, whether in the context of civil defence or in 
the planning of expeditionary operations. Thirdly, detecting an attack, 
particularly if directed at crops or livestock, might prove extremely 
difficult as biological attacks on agriculture would not require elabo- 
rate weaponization and might leave few indicators to distinguish 
them from natural outbreaks. If such attacks were directed against 
Western agriculture, where animals are concentrated to reduce over- 
head costs, the communicability of livestock diseases could have 
devastating economic consequences . 48 Finally, the management of 
any reaction to a reported cb incident, including the handling of the 
media and recourse to a retaliatory option, if appropriate, needs care- 
ful attention to avoid a politically maladroit over-reaction. For every 
confirmed use of these weapons, there are many more allegations of 
usage, lurid exaggerations of possible effects, and all too many 
instances of black propaganda. 

Ever since the First World War, the use of chemical and biolog- 
ical weapons has been comparatively rare. Despite the claims of the 
disarmament lobby, this rarity has not derived from the recurrent 
attempts to establish international norms against chemical and bio- 
logical warfare. Shortages of supply, intelligence misperceptions and 
later threats of retaliation-in-kind were much more important dur- 
ing the Second World War, and nuclear weapons marginalized all 
forms of weaponry between the major protagonists during the Cold 
War. Political, diplomatic, economic and military pressure, often 
upholding international norms, have curbed the cb ambitions of var- 
ious states thereafter but with the increasing diffusion of the requi- 
site scientific expertise and technological capability, some states and 
non-state actors remain willing to utilize these weapons, whether 
lethal or non-lethal, for all manner of operational purposes. Turning 
those aspirations into reality, as Aum Shinrikyo discovered, may still 
prove problematic, and a major use of these weapons against 
human targets may remain a ‘low probability but high consequence’ 
event. Nevertheless, aspirations to acquire these weapons are likely 
to endure as long as the technology keeps opening up new possibil- 
ities for their development and usage. 
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